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https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/Top_10-2017_A1-Injection
https://www.owasp.org/index.php/SQL_Injection
https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/Top_10-2017_A3-Sensitive_Data_Exposure
http://www.owasp.org.cn/owasp-project/OWASPTop102017RC1V1.2.pdf
https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/Top_10-2017_A9-Using_Components_with_Known_Vulnerabilities
https://www.owasp.org/index.php/Top_10_2013-A5-Security_Misconfiguration
https://www.owasp.org/index.php/Top_10_2013-A5-Security_Misconfiguration
https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/Top_10-2017_A9-Using_Components_with_Known_Vulnerabilities
https://owasp.org/www-project-application-security-verification-standard/
https://owasp.org/www-project-samm/
https://www.owasp.org/index.php/OWASP_Proactive_Controls
https://www.microsoft.com/en-us/sdl/
https://www.owasp.org/index.php/OWASP_Secure_Application_Design_Project
https://www.owasp.org/index.php/OWASP_Secure_Application_Design_Project
http://cve.mitre.org/
https://nvd.nist.gov/home.cfm
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/BSIStandards/standard_100-1_e_pdf.pdf?__blob=publicationFile
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/BSIStandards/standard_100-1_e_pdf.pdf?__blob=publicationFile
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http://www.privacybydesign.ca/
http://en.wikipedia.org/wiki/AOL_search_data_leak
http://en.wikipedia.org/wiki/AOL_search_data_leak
https://www.cs.sfu.ca/~wangk/pub/FWCY10csur.pdf
https://www.dhs.gov/sites/default/files/publications/privacy/Guidance/handbookforsafeguardingsensitivePII_march_2012_webversion.pdf
http://www.cnpd.public.lu/de/publications/groupe-art29/wp216_en.pdf
https://gsb.download.bva.bund.de/BSI/ITGSKEN/IT-GSK-13-EL-en-all_v940.pdf
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ENISA J% B PEVEAL 821 (ENISA recommendations

for severity assessment)
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Key Steps for Organizations in Responding t

o Privacy Breaches (Privacy Commissioner of
Canada)

Data Breach Response Checklist

(PTAO)



http://www.aicpa.org/interestareas/informationtechnology/resources/privacy/downloadabledocuments/incidentresponse.doc
https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/dbn-severity/at_download/fullReport
https://www.priv.gc.ca/information/guide/2007/gl_070801_02_e.asp
https://www.priv.gc.ca/information/guide/2007/gl_070801_02_e.asp
https://www.priv.gc.ca/information/guide/2007/gl_070801_02_e.asp
http://ptac.ed.gov/sites/default/files/checklist_data_breach_response_092012.pdf
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https://ico. org. uk/for-organisations/guide—to

—data—-protection/principle-5-retention/
German DIN standard 66398



https://ico.org.uk/for-organisations/guide-to-data-protection/principle-5-retention/
https://ico.org.uk/for-organisations/guide-to-data-protection/principle-5-retention/
http://www.din.de/en/getting-involved/standards-committees/nia/projects/wdc-proj:din21:206891956
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https://readability-score.com/
https://en.wikipedia.org/wiki/Opt-out#Online_advertising
http://www.avg.com/privacy
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https://en.wikipedia.org/wiki/Opt-out#Online_advertising
http://www.kaspersky.com/third-party-tracking
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https://ico.org.uk/media/for­organisations/documents/1610/privacy_notices_cop.pdf
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©) OVASP IH

OWASP &AL XU Top 10— X}t v1. 0

P7T 5= FILZHIE

FERME T FRAITEOLR, A B RS =07 SR P ORM R . 36131 SRR A H Y, A5 =7 Fe i ul

o M AEHER SRS S =057

o RBIEAEMAKA S =J5 s GEfE. 1%
B L WSO TTESED, I HATH
FE MR FP ISR R A

o RMPER TH =T BURIRER CR =72 HE?
S R N E T DI

o REmRM I REE RIEITA S =T AR ?

o AR T R AR ER A T S =00

o IRFERRALTT TN AR IEAT PR T ?

o FRAL BLLAS NS b BE 2 75 R 25 R — T
737 ARG, R ALFAEAT A TR ?

o RO HIXT B AL AU IS =00 AR S

(WERA) 2
o ROEM TR AR L 5 =5 ]
YRR ?

o REEXE=JHITHA?
o N AR Bl AR g 2 = U7 B A =05 A

A RS, BT ANE U TR M 5 =00 BRI, AN (e B ARSI AR D . R
5708 i bR B B =773
IR ? JSEF 4 it

MNEBIEEE 2 S5H =TT AR (AP RS, T
T AAZ R B A R 28 =T L I JavaScri
pt AFERRESE) MM, iS5 =7 %

AR BEAL, X EE =7 A BT, B2 EE R H L T 4

Jiti «

o ORFERINEE NANAE TF E B A 2 = A

o A B CHIIRSSIE TR AR “ARE,

o WETEA AEER”, FEBRHIWC . H1F
fAdEH 77 EFF bRdEAH L, HEFE W3C FRifk.

o TEHFE IR AR AT, B EE AR LB
BE A4k AR BRD -

o HEAELR IR S = I R
o FETNE (HRRBELH) PIRAKE.
o HORBUR. BEAE SR G A R AR E -
o AP EIFEL .

*  YouTube JyMI #4415 BhFERL 0 s AL 3 »
I B RFE miadr (s 00 A2 A A N EE -

o, eREAXTHIARELRZEHIEMA
0

A~ SEBR

o HEWHE ST MEIAKIRIIRT, FiEA<w | ¢ W3C Working Draft Tracking Compliance and Sc
FEERN S =7 ope

https://github. com/heiseonline/shariff BT @ R E AR

e https://abc4trust. eu/
e https://en.wikipedia. org/wiki/Do Not Track



https://github.com/heiseonline/shariff
http://www.w3.org/TR/2015/WD-tracking-compliance-20150714/
http://www.w3.org/TR/2015/WD-tracking-compliance-20150714/
https://abc4trust.eu/
https://en.wikipedia.org/wiki/Do_Not_Track

©) OVASP IH

OWASP &AL XU Top 10— X}t v1. 0

P8 IR NI

ALY R OIS A P Sl . R e 5B IR IR -

A ?

o W IRRAE S AT AR R A AR N R

o B TR EX N RS A AR AT
Hre

o RERHTE WG & UG UEAEE 2 O BT IR
& (e “IESRERE Tt ?

o WG RENE IRIF BT IO (], DLRGEHE 2K
I [A] BB — K

LR e

o TEFEEBWNEE, PUTRPE RS
FHn N SRS F P AN N

o WIRA PR COHE” HAE, WIILNZ
o A AT AL

o PROLFR DU RS BB A N B .

o HEEEHANAEIEN, B ZERE KA
AT FE IS P O AT AT 28 =7 5T R G
CInSRA 1D

A~

o RuhHRAL T H R DUE AT DAYE 7F I BE A
NHHE -

o NV b r o 2 v 1n) S 1 M hE AR P I 2 A IE
i, SRJETEABESERIT B (CRM 45550

ZERR

o UK ICO on keeping personal data up to date

10



https://ico.org.uk/for-organisations/guide-to-data-protection/principle-4-accuracy/
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OWASP Session Management Cheat Sheet

Carnegie Mellon Guidelines for Data Protectio

nrecommends automatic session timeout besides

other controls
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https://www.owasp.org/index.php/Session_Management_Cheat_Sheet
https://www.cmu.edu/iso/governance/guidelines/data-protection/application-security.html
https://www.cmu.edu/iso/governance/guidelines/data-protection/application-security.html
https://www.cmu.edu/iso/governance/guidelines/data-protection/application-security.html
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o http://security. stackexchange. com/question
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e Jim Manico 7E OWASP AppSec EU 2015 Fy i}
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Now it’s yo

ur turn

o Privacy Extensions in IPv6

IEEE 802 Tutorial
about Designing Privacy into Internet Prot
ocols (July 2014)
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