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* Temporal Metrics

e Exploitability (E)
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2013

2012

2011

2010

® 2013VerizonZ( & it & A & i 15

http:/ /www.vetizonenterprise.com/DBIR /2013 /

Security Innovation and the Ponemon Institute: The Current(2013) State of
Application Security report:

https:/ /www.securityinnovation.com/security-lab/out-research/ cutrent-state-o

t-applicationsecurity.html

Security Innovation and Ponemon Institute's 2012 Application Security Gap
Study: A Survey of IT Security & Developers:

https:/ /www.secutityinnovation.com/uploads/Application%20Security%20Ga
p%20Report.pdf

Verizon 2011 Data Breach Investigation Report:

http:/ /www.vetizonbusiness.com/resources/reports/tp_data-breach-investigati
ons-report2011_en_xg.pdf

US Q2 2011 GDP Report Is Bad News for the US Tech Sector, But With Some
Silver Linings:

http:/ /blogs.forrester.com/andrew_bartels/11-07-29-us_qg2_2011_gdp_report_
is_bad_news_for_the_us_tech_sector_but_with_some_silver_linings

Imperva's July 2011 Web Application Attack Report:

http:/ /www.imperva.com/docs/HII_Web_Application_Attack_Report_Ed1.p
df

First Annual Cost of Cyber Crime Study Benchmark Study of U.S. Companies,
Sponsored by ArcSight Independently conducted by Ponemon Institute LLC,



July 2010:
http:/ /www.arcsight.com/collateral /whitepapers/Ponemon_Cost_of_Cyber_C
rime_study_2010.pdf

® 2010 Annual Study: U.S. Cost of a Data Breach:
http://www.symantec.com/content/en/us/about/media/pdfs/symantec_pone
mon_data_breach_costs_report.pdf?om_ext_cid=biz_socmed_twitter_faceboo
k_marketwire_linkedin 2011Mar_ wotldwide_costofdatabreach

2009 and prior

® OWASP Security Spending Benchmarks Project Report:
https:/ /www.owasp.org/images/b/b2/OWASP_SSB_Project_Report_March_
2009.pdf

® Identity Theft Survey Report, Federal Trade Commission,September, 2003:
http:/ /www.ftc.gov/0s/2003/09/synovatereport.pdf

7: 3
® PCIDSS:
https:/ /www.pcisecuritystandards.org/secutity_standards/index.php
® OWASP Application Security Verification Standard

https:/ /www.owasp.org/index.php/Category:OWASP_Application_Security_V

erification_Standard_Project

#HE A AR

® OWASP Top Ten:
https:/ /www.owasp.otrg/index.php/Category:OWASP_Top_Ten_Project
® Supplement to Authentication in an Internet Banking Environment:
http://www.fdic.gov/news/news/press/2011/pr11111a.pdf

® Feiman, Joseph. Teleconference on Application Security. 9 Oct. 2008. Gartner.
30 Sept. 2013
http:/ /www.gartner.com/it/ content/760400/760421 /ks_sd_oct.pdf

ZETF MR

® Data Loss Database:



http://datalossdb.otrg/

® WHID, Web Hacking Incident Database:
http://projects.webappsec.org/w/page/ 13246995 /Web-Hacking-Incident-Dat
abase

® Sony data breach could be most expensive ever:
http:/ /www.csmonitor.com/Business/2011/0503/Sony-data-breach-could-be-
most-expensive-ever

® Dmitri Alperovitch, Vice President, Threat Research, McAfee, Revealed:
Operation Shady RAT:
http:/ /www.mcafee.com/us/tesources/white-papers/wp-operation-shady-rat.p
df

® Health Net discloses loss of data to 1.9 million customers:
http:/ /www.computerworld.com/s/article/9214600/Health_Net_discloses_los
s_of data_to 1.9 million customers

® Albert Gonzalez data breach indictment:
http:/ /www.wired.com/images_blogs/threatlevel/2009/08/gonzalez.pdf

® Share prices and data breaches:
http:/ /www.securityninja.co.uk/data-loss/share-prices-and-databreaches/

® EMC spends $66 million to clean up RSA SecurelD mess:
http:/ /www.infosecurityus.com/view/19826/emc-spends-66-million-to-clean-u

p-rsa-secuteid-mess/

REMEENHE

® Gordon, L.A. and Loeb, M.P. “The economics of information security
investment”, ACM Transactions on Information and Systems Security, Vol.5,
No.4, pp.438-457, 2002.

® Total Cost of Ownership:
http://en.wikipedia.org/wiki/Total_cost_of_ownership

® Wes SonnenReich, Return of Security Investment, Practical Quantitative Model:
http:/ /www.infosecwriters.com/text_resources/pdf/ROSI-Practical_Model.pd
f

® Tangible ROI through Secure Software Engineering:
http://www.mudynamics.com/assets/ files/Tangible%20RO1%20Secure%20S



W%20Engineering.pdf

® The Privacy Dividend: the business case for investing in proactive privacy
protection, Information Commissioner's Office, UK, 2009:
http:/ /www.ico.gov.uk/news/cutrent_topics/privacy_dividend.aspx

® A commissioned study conducted by Forrester Consulting on behalf of VeriSign:
DDoS: A Threat You Can’t Afford To Ignore:
http:/ /www.vetisigninc.com/assets/whitepaper-ddos-threatforrester.pdf

® The Security Threat/Budget Paradox:
http:/ /www.vetizonbusiness.com/Thinkforward/blog/?postid=164

® Sccurity and the Software Development Lifecycle: Secure at the Source,
Aberdeen Group, 2011
http://www.aberdeen.com/Aberdeen-Library/6983/RA-software-development
-lifecycle.aspx

® State of Application Security - Immature Practices Fuel Inefficiencies, But
Positive ROI Is Attainable, Forrester Consulting, 2011
http:/ /www.microsoft.com/downloads/en/details.aspxrFamilyID=813810{9-2
a8e-4cbf-bd8f1b0aca7af61d&displaylang=en

® Dan E Geer Economics and Strategies of Data Security:
http:/ /www.amazon.com/Economics-Strategies-Data-Security-DANIEL/dp/
BOO1LZM1BY
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R Z2ai

fEE R+ JLEE, OWASP APPSEC = UULERML S BUM . AW TN AT
MV D IR AU S 22 4 HIRAS o 43K APPSEC X URHAEAEILSE . ST S
BRI AL K I X 26 7p— o BbAh, XIS S EE an v, ., BIEE . 927K
=L DA Ry X AT, BRHR S BURER LI AR AE OWASP ]
i B g,

oXof T BT 805K 1) A BRA RN X380 3

https://www.owasp.org/index.php/Category:OWASP_AppSec_Conference


https://www.owasp.org/index.php/OWASP_Chapter

L PN

X AT LUK I L 80 AN ZAN E BRazik . A #ENIFI S| F OWASP 25 i 22

AT ALY W, https://www.owasp.org/index.php/Industry:Citations

5 B> ¥F OWASP 1 iy

V2 LA RN~ ) B BISCRFE AT JC R S5 h 63 L Dk i 8] A
TR SCHF OWASP i H

OWASP iy HAth P A A 1 N TR 2 S, B o3 AT A0 ] B fo i 30 25
OWASP Hfiidr. XL FTIENBUGILIE . AN driEdlZl, Tl digl,
VAR AT AL ) OWASP W] 22 ARG 4R R« AU B T DL H T T~
# https://www.owasp.org/index.php/OWASP_Codes_of Conduct

BRAR

A BRIE T

FAO Kate Hartmann
OWASP Foundation
1200-C Agora Drive, #232
Bel Air, MD 21014
United States

DRI [X i TR A

OWASP Europe VZW
Leinstraat 104A
B-9660 Opbrakel

Belgium

B 1fKate Hartmann: +1301-275-9403 8% fif FH 7E http://sl.owasp.org/contactus H Bk
AR



http://sl.owasp.org/contactus

CISO FHFa ffi=x

P A: BIESEARARHE
7l

XA PR S AR A T 2 e F A T 80A KRB R R 5 Qe il 7y fic 52
MAME S5 250 LA E 3 800 S i m e (e =

A5 B 3 rp A A T B (1 2 SOR 5 B 5 R IR DL R S KT A DT
JRBSE AR TG v e X e Tt TF S HORAG S Tt 5k A

5 B KHE

LA T 1R BN 20 JE B P DRI B O A 2R 2 B8 T AAAS [ £
JERBAEANE, A NS « HAR Iy — 5 7, BOR T e 2 fi L e e 38 ) 0l
ERIMENE A RBCF A RA, KRR SR R AIE R, AR R )
fEERERE. flin, BNABEE (DA E D kS B E 2 BN A 2
AN NG BRI E . EATR:

FAE N Z AL BML 55 A6 FH B 58 O 18

HEr oA N A

FAth &7 WEn REELAL FH A5 B E, Bk a ks A IE K H K
B LA A A AT i R O AL 1

Holls BRI — J7 B AL B B Al N B S R 2 AR A b B R
TRBE N Bl AR 3 vh 32 2 22 8] 7 SR B2 BRE IR . el 18 R AN
I 3 B RVE SR A, AR TR AN N SR EE RS, E00 55 52 0 AR ME— ) 52
Wi o AR A SRR TE, HRRAE ToRfl, £ 2008 SEH A — AN NHI N BT R
P FI{E 7T PAZE 500 - £1,100 (KZ1$800 - $1,800)

L E NI S DS

XHFAREANBE E W55 IR B AR KU PO D R T AN R AT ML SR A A



i A R F IR RS R K5 . $5 Ponemon B FLATTE 2010 4E 7 A A 5%
ANEATY 45 ASHEUFEAT (190 48 Bt AT 78 h R B, 6T Web BUdi IR A =2 47
JEE 9 8 ek AR 1) 17% o LEAN[R] FRIAT MV AZ BSCAS I [T By, BE 5N <6 il IR 5% ( 16310000
F 70, 15630000 30 12370000 K765 HLHLETE, RS MEE KA

IEAh, R4 Ponemon WFFTHT 2011 4F f4F B A 56 (1 2 7] Bodls B AR A, 1E
2010 FRER R EHE T Y A 25214, EE 2009 4 BT 5%, FRAEIX T, 8
fBEERIIN% Pl sk H$380 ik, HRERlRSTS$353, #% T REESTR
#3345, BiRS131, #HHS121, ~ILHERITS81.

LANF R C#EE) Ponemon B 7T BT Jk B £ s i 82 XS T s, AT EA
SR RAEAR K 12 A H BHERIR B W] Gedt DAL AR BRI 5% 2R 51K
PRI A M2 ]

Ponemon e AN B AR, WA H Tl % OSF DatalossDB W%k
Pt F O Bk . I 2009 EAEAUAHHES60.00/i0 5K, IR B H R
FAER A AR, LIRS B LA A B o AR BOE T 26K — 7 B R Bk
SRR 2 antl, Flan: BRAMGEH RS8R, # R RAT G RAT A K2 B
Wk deoh, R EIREE A (AN E], S R Al 2 2B R 2D,
AR AL plAs CAn AT 25 32 451 5 30K 25 iDL 7 AR RS D

75— MR BE T TR AN RAZ A TR B R R AR AT, IR A H TR I
TERTE A 1A IR B B S A — 8 119 o B A1 Y 5 £ 45 BV v AR TRAT R
GLHPURIIMZE (P, HUREH (L, FHARLA WY EEEEM (B) A
A B A T4

B<P X L

i N SRR H SR IR 5 & 2 (FTC) 2003 £ 8 ], &
SO RN S BRI N 4.6%3f LUELL N 1005 F AR SR, %
J& S8 [ 453 2% BRI TR SR 58N 4 3 A2 /INI BITAE 91 () 52 HE <0 LA /i $5.25/ N T
LB S AEINS50 143 H o

L= (FEBR AU A] X N ERIF IR IR X BN LB +S5brIts0) /% H N E

A AZRIE B T S s B S BB &8 iR 2003 I HH




DR EAE, BRI ENOBR KL R 655 K76, IFHEWIZA 7 N
AN )52 H NAERR S R T 54H 1) 30.11 £ 0.

SRJE E S A AT BER IR B P AR RO 2 T 30,10 6 T0 40 % A JRUR: A PRk
Fo WIRTTLL, A4 A FVAEAE T B ST A IREAE RS o X FhiH 00T 8 4K
o 2 R AT AE A4 ST AR S IO 00 T 2 A FH 11, A7) e o 5 TR IBC A B2 2 23 A
43 2007 SEHIEFH] TIX A6 FA P ERYIEATH 4570 3% P HLEE SR 2z,
BRI B %2 F A T Re T N

FRFEMR = ZEMFERFERE OGN ZEH IR

XS TIX A R BER L 50 152 FABOX A A, IR 8 R 5
T RSHEIN TR FEH BRI, FoREETRFLR AR 300 12£7T.
X —F AR A I AE AT B -, B4 S A v B 2 /D B ROIZACAE TRl
Jitio LA TIX A al FA N0, BT 2 —Hlss R BLEIE AL T TIX 7] 3000 /12670
iRz N ER L PRI

B FE I TR

FE 1 v AR PE Ponemon Institute fERPE A, $#24L 7 — N TGS HZ .
AMTNAE L [T — R M 85 5 B e 2B R AR R 1 B 2%

https://databreachcalculator.com/

it FR IRy R

il S —ANRrE B Web B PRI A O B IR , KT A I Web &
HHMAEHRE (WHID) FHEMHRE . WHID 2&— Web N %2R (WASC)
UH, SN A LRI Web BRI FH G 1H 715 B . £ 2010 4F
(1) WHID222 ZEFfbdr, R H], Hrb 33%0 B BN 1 A8 (Fan. fH
EAARSS ), 15%H) H R IR, , 13%2&8 7 97 IUE B . H Bt i S ki iy
e R N AR e iU, 21 % /2l saL .

3 A AR E AN HT 2010 4F WHID BdE, 2l B el R A — 4 sal
ENTRIR GBS B SR & 13% X21%=2.7% . 1T sQLIE A HIRIEH T
B XPLZAA A A T




2010 4F 12 H £ 2011 4 5 H %4 A w] Imperva A% 5 0 il il Mo e
TE M T — DUR A R I, FERE 23% 22 SQLIENG, Bk A BN EE =4
i (W BT, 58 AN BT I 2 B o 1) B s Bk, Al g o B
BLii 1) 37%A1 36%.

At SR TR B X Mk 55 O 5 i

JHI L WHID AT Imperva [ Web X[, 21~23% XFIH saL
NI IR ECR FALF 02— A7) DL MRS o (R an <R LA PR 22 4 S 3 30
i 7 2k N $355/ic % (Ponemon Biff 5T AT 2010 S EHE ) , XFF— AN A w] ) 9k,
XFERSEARLE 2010 A H T —A saL EANIRTHFIME R4 2.7% (WHID2010 44
P50, k) EARATHY 100 JTic sk EE K 1 3 B4 5114 $9585000. H 1
X4 Rl 2 2010 B EHCE 2 1 RS R A EE X sQL v N Beds R 22 42

K 900 7 3% T URAL Bk e & B

RUNIR S AEAR 22 1 9 FIAE 22 e di it v, 1K 8 22 4 18 it T LARHLLE sQL i AT,
AFEIRIZ AR EAR . ST b R DA RN A R IR 2 A i 2 E
Rl Web TR N G 38 XA SE 70 R BLZ N g e — AN 7T DR IE Y B
KAE, Biltn: F P8 Sk .

T R TE IR EOWASP (20134EALVEN) DA AR B (4G 416
VERIRIR B, A OB 2 R F R 22 4 AU .- OWASPARR 32 A\ IR KU L 4 saL
NI, AN 52 T AT e 3 OO 5 R BB BOR | B = AT e TR
AR RS« FENRIAA N SRR R EN T EPIEE. 7 BABHE— A5
B Rt iRk Ss A R (1005 VEMH E8RAT B0 D RS 5 i AN AT LA
PR AR IR A 2508 ol 1) 2 W) A T B8 7 40 B 3 BURS £ 5T AR s 1) A VS )

MPIEE, SQUEABGH/ERE —BEAMR SRR, & E IR IRR b
VRS 5 R ) B ik i <11t S A 9% . 20094F-8 H 56 [ AR URBT /R A1A1HE « XIB*
T (2009485 H 1E D% i ZE M I TIX A R B L A WAL R KRR E i
HEZCTE200748 H R sQLiE N ZL i [3) N 7—Eleven I JE X 2 5 8015 < TRk
WEIZEAE . JERR, F—F X th7E20074E 11 A FRIB BN OER b AR, &
42077 DR AE FH R 5198 15, JF7E20074:12 H M Heartland XA R4 57 1.3



CAEHRS5M . 20104F, FAl/RAASE « X5 Wi A E SE IR BROR MR AR IH 204,
M Heartland T % 41 S A 1 1.442.3€ o) 3 K ATE 5

B4

PATTAT LB BIE 1R 2 A R 07 ¥k i 2 A5 B A E, T B3 A il — s g afik
R¥E A R EPR M E A . HEARMS, S5 CEkERHE, 8% NN %]
PLYE 500 JGE 2,000 JCYE N #EAT ST



fif3% B: OWASP Ffif &It H RiES%

AL 22 06} W i BICTSOR) T RE AN I8 22 44 B OWASPC IS0 e 2 HoAH %
OWASPIi H 2 A [F]5517]
F2 XFBLBOWASPHE RS & HARIR H AICISOThRE

CISO Ijgg BAIR OWASP CISO 47§ OWASP i H
® JFRIEH - BUR
HE 4
® CLASP- HiE 4 A
NN AT RMSE | -3 “f5 B b, ARG
. o Pt SR
TR ARAEFIHE 5] WK Fa i ® SAMM- EUkEA
itk
o ILHETRMN -
B PFH 5 &R
SAMM - 5
T, LA R -3 “RLFH 2 4R B,
‘ HH ASVS - G5 T
FH 22 4R B JRVR: B A F .
PE/ R
® JIKiRM
o LR
o Yl Sk
o llik45r
-4 “EXTEfbese | o AMmEHESRNH
TER NS AT (1) 22 TEBIA S-SDLC 12 ZAFEF (CLASP)
IR AR | 24 TR 1-10 “ffal i 2H 4
s ZUEFREIER CLASP #E &
OWASP Iii H fl T A R ARAIE A AR
A (SAMM)
o Jilterg - LA
T H R 2 AR
FREITE  (ASVS)
-4 “ R HL” ® SAMM - fikng R
TFC s 188 W RA S it IR 4R =
IR S , X
FH RS 2 SR s 8 v 1) 7 o N BUER -
-4 224 gng PNSER S




o A WERE
S, W ® CLASP- fighe4
e T s
: R ERES GHEES I 2
EHLN 1 BL S A S S o SAMM. AT
D - ﬁ S58
TR TR | iS5 i . ﬁ
\ ‘ ‘ 11-3 “fift-k CISO [ WAfem - %4
N FH 22 4R, ‘ . o
e 2 4ThEe” BRI S:
A] PAHEAT 56 AR AT H A%
OWASP B%E7%:
GBS FIE
® CLASP- & X Fnis
AL =7
BB A N IV “EHXEMNT | @  SAMM - GIg 5
o PG P 5 W ‘ N
N 5 77 2 A R ARG AR s
o NHZAEEENE
A4
®  Web N FHFER X
[%; Top 10
®  FEAN N H XS Top
FLE, ARG 10
BN B TR % 1-4 R B o itHEXE: Top
2, VEEE, B | XS 5 R NP 24 K 10
g9k, kg ELm Kkt I 7 1) ®  ASVS - NIST [ XU
SR E EHISE S L
o  XSPPL Tk
©® Al XU AR
® v R AR
® UiHZEHMHAR
PP SR B 16 2 FH 3T NI-4 “ 55 =J7 204/ IR it
2, W%, HARMZ | XY 55 KM 2 BT PEAR X
® ASVS- BN
4T H i i
KU
® CLASP- & At
BRI A& BAE i
o o -5 “AN5, GifEfl | @  HELH
FE B2 aRININ | 245 ) L
) HA” ®  APPSEC 5%l #H 45
FH 224 X N
® MAEY
® iz 4 I in] R




® CLASP- f4xi4i4:
iR
HE, FEEARISCHEE | WS TEL /R ME | -3 “REER CISO [N | @ Zk A gk Frag
SRR KR E | B 24 ThEe” P
SAMM il & #
HEMp L | o CLASP - B2z 4>
3 \ R R E RN | -4 R R EH X X
B ) 87 P 22 4 S i v R 5 i
X M W b 55 )
FEHE A IE i Y ®  NETFH{mi N fg
i

=]

® JFT

https:/ /www.owasp.org/index.php/Category: OWASP_Guide_Project
LY S

https:/ /www.owasp.org/index.php/Policy_Frameworks

® I {FHE 5
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https:/ /www.owasp.org/index.php/Category: OWASP_Application_Security_V

erification_Standard_Project
W NIST U HR I IE T 31 1) S it
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