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+ 1SO 31000: Risk Management Std
* ISO 27001: ISMS

* NIST Cyber Framework (US)

» ASD Strategic Mitigations (AU)

* NIST CVSS 3.0

* Microsoft Threat Modelling Tool
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* Blocking Brute Force Attacks

* Docker Cheat Sheet - Limit resources (memory, CPU, file
descriptors, processes, restarts)

* REST Assessment Cheat Sheet
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* CWE-307: Improper Restriction of Excessive Authentication
Attempts

* CWE-770: Allocation of Resources Without Limits or Throttling

* “Rate Limiting (Throttling)” - Security Strategies for
Microservices-based Application Systems, NIST
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B 1k ?

B IR PP N AZ B AT IR k35 DhRe b il I — 20 H. 5
TR, 8%, XA IR B AR PP A A
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o SR PATHLHI N AR LE P A U i), ZOR B IR TR E Mt
CAZ RSl

o FE RSN FHRE P ANALZ IR SR KL 55 22 R (K [RII, HXS 2h
RE AR FE G EE AP 5 5
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W R 5=

sl (R V2 I R AR P R
F& 5l N 2 B fir &% 5F GET /api/invites/ {invite_guid}ftAPIIJH
Fo M R f —NSON, HAR A & Gl FTEA{E B,
GG P M A PR R IR

W & TR, FEEGHTTP 7 VM £ E 4T POST
/apifinvites/new. & i1 H GEAE S ERAE S G V5 %00 A
AR 5 AR S RE O R BUR 2

s 2 R FH b e) O 1) B CURIE IR LG ik e
POST /api/invites/new
{“email”:"hugo@malicious.com”,”role”:”admin”}

E#H2: APIELE AN N ) B O3 A FF ()5 A5 GET /api/admin
/v1/users/all. Zui s iR 6] B AR T P RIS B,
I HARSZEL DY Re g B 2 . B Tk APIEE # [) Be i
BT T ARG, FsEvin T ks, MmEE T
N AR 7 P US4 1

ZHBR

OWASP# %}
* OWASP Article on Forced Browsing

* OWASP Top 10 2013-A7-Missing Function Level Access
Control

* OWASP Development Guide: Chapter on Authorization

SMERBERE

e CWE-285: Improper Authorization



https://www.owasp.org/index.php/Forced_browsing
https://www.owasp.org/index.php/Top_10_2013-A7-Missing_Function_Level_Access_Control
https://www.owasp.org/index.php/Category:Access_Control
https://cwe.mitre.org/data/definitions/285.html
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o HRUPRAH I JE M
wH;

o LARAH G JE M
&

o WHEBJE M. article.created_timefX N 7E N FH IR N EF i B .

user.isadmin. user.isvip{¥ v F1 & F 5

user.cash{¥ N 7E A R BGIE 5 75 N 55 %
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o DR i AT SEHT AR PRSI B 4 B
o fFH N B DD RERE B i AN LU ] SR ARSI R A B

o WIRTTRE, FNEIANEE A RN B R RSt
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Bk 513 5%

SRt TR NIRRT S PR T A AR
FERIEI, R, B4 LT A ISONT SU4APHE A
JRIZFIPUT /api/vl/users/me: {"user_name":"inons","age":24}

1% 3K GET /api/vl/users/mefl & — /Nt ilcredit_balance@ 4 :
{"user_name":"inons","age":24,"credit_balance":10}.

Yrhi 8 DU R S E R 28—l oK
{"user_name":"attacker","age":60,"credit_balance":99999}

FEI T30 251 S B A LB, Bt 26 S R T 435

a2 — NS P RV P AR T AN E RS U N 2.
W R AP B &K I, Ui $5.GET /api/vl/videos/{videoid}/metadata
iR B EL AT A0 T A ISONXT 5o 82— /" mp4_conversion_
Params”: ”-v codec h264”, 37N T2 74 F shell iy & R EE B 000
Y 38 R I3 £ POST Japi/vl/videos/new%s 5 52 4k i 43 i BB
BIsZI,  FE VR U s B AN SRR . B R E

EREW N ”m£4_conversion_params”:”—v codec h264 && format C

/"o — BBGHF R R EOAMPA, IR 303 Ashellfi 2

ZE B
SPYORL

* CWE-915: Improperly Controlled Modification of Dynamically-
Determined Object Attributes



https://cwe.mitre.org/data/definitions/915.html
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LIRS 2 GER LA BT 19 BT figh o | AR P AN a0 ) e 55 B03ER R A IS AR MC L o | 99 ) e S U 55 45 e e i
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FELLFEUUR, APIAT i 232 2 il : AP A fi Ja] B4 -

o SIFRRZHERR O E T 0 0038 2ty e el e | [ o G PL RIS, TP FERGHE— e S

R AR E: T2 A AP R 10 25 T SE T B8 A4 55 o o 75 6
= - > N 2 . \Ti 7 ® o HH AN :

o BOROTIR AT, s RO G APIELLRIZ % (i, S8 bucketh i) |

o R T RLERITIRE (W1, HTTP VerbsHIIRERID + AT FATAPISC U BB (i, IR i3 Sl

o BN R o . e

N o E AT ER B PR T TR T AP 1 AL

o WARASRRIZAE P (41, HITPH % 4miRk[ASk) Jbhs

" ACELASHARCFLCORS (PRMETTRTE) il T BIESAEB R 1 B0 f B A ok,

o ARSI T I A AR RS B RS %ﬂu, 58 SO S FH gt — AP REA% X, AL FEHT R[5

« BEAPI BEl R e HT TP L 7 I, FAMAIHT TP %5
A FBRLZ AR L (i, HEAD 72

« T EER A A P (1, WebAppRTE) Vil
APW‘%@JIH%E@CORS (IR YR IL 5 ) ek,

&% N

Bk RO SHBR

sl B E e RS A IR H i?&ﬁ bash_historyiﬁ:, OWASP#t %}

1AL DevOps T AR 117 I APIR) i 4 - « OWASP Secure Headers Project

S curl -X GET 'https: //apl server/endpoint/' -H 'authorization: « OWASP Testing Guide: Configuration Management

Basic Zm9vOthc == . . .

* OWASP Testing Guide: Testing for Error Codes
iR T ULl NEEDEVOF)SEIM@ﬁﬁﬁﬁ*ﬂiﬂﬁﬁ%'ﬁ" * OWASP Testing Guide: Test Cross Origin Resource
YE#2: N T BUERRE RS, BhE A BRI R 5 Sharing
192 AT N TR LR BRSO, 3t R B — AN 4L
%ggggggﬁéh\ﬁlﬁ%ﬁﬂ%@%ﬁﬁﬁﬁ%’ ; CWE-2 Environmental Security Flaws

A 10K ° - .
7843, ;ﬁﬁﬂfﬁim et m BRI || G b Goran) o
%7 e, 2 El) * Guide to General Server Security, NIST
HTTPﬁiﬁgﬁﬂaﬁém S (/tl\[l TLS)J ﬁﬁumﬁﬁﬁ@% 11 Let's Encrypt: a free, automated, and open Certificate
FRAAKGR, AP i, A | | Aoy
olhik1jﬁxémLXL {Eﬁlﬂi%‘EfJuAPlﬂr]fjj( NG
A B R R R A P A HE R A A L (o, MK .



https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
https://www.owasp.org/index.php/Testing_for_configuration_management
https://www.owasp.org/index.php/Testing_for_Error_Code_(OTG-ERR-001)
https://www.owasp.org/index.php/Test_Cross_Origin_Resource_Sharing_(OTG-CLIENT-007)
https://cwe.mitre.org/data/definitions/2.html
https://cwe.mitre.org/data/definitions/16.html
https://cwe.mitre.org/data/definitions/388.html
https://csrc.nist.gov/publications/detail/sp/800-123/final
https://letsencrypt.org/
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Ttk 2 AR . 3 BR: 3 NS aear

NI AR & 0L, 8 HILESQL. LDAPER
FNoSQLET ). OSHr4 . XMLUAR: 2 FIORMH | i T ik S 8DoS, BN H LN IEE .
s 25 m] DA FH A 2% sl B SO Nk C 2 Rk

TENS S B A 20k

APIJfE 55 L, ?
DL v 4 BB A\ ik
o APIASH 28 P B4 At PO S AT B0 3 B Ak

o %P i A B B0 5l $H2 21SQL/NoSQL/LDAP £
WiGH). OS2 XMLAEREAR FIORM  (Xf R ¢ R B 2%
JODM (X G SCRY LSS 28) s

o APIAXRE AN R SE (W1, SRR MK AT 8L
U A2 RE L A

an e i 1k ?
57 138\ 6 B S Ay & A 45T
o SERIG— . TTAE I ELIE BRI P AT S 01T

o X P m PR AL AR . BNk B AR R S ERE AT 5
WE e S

o LA P B AR 2 PO A R BRI RF IR 748 EAT e 3
o HIkSRMSHALE 1) 2 4API;
o SOERRFNREHC R AIECE,  PABT b SR KR s i ;

o AL 06 2 (L 8 SR I IR A S, RIERE— M S
BOLSVIAT R (B I 5

o NPT T4F # S HUE SRR AR

Wi R

B RGN A I E R T — M4 1 /api/CONFIG
/restore, HEKiappldfE NmultipartZEik T Ei%, @ R, BE K
MappldB AT Ll AT b 2 B A5 16 B R GU R AT .

snprintf(cmd, 128, "%srestore_backup.sh /tmp/postfile.bin %s %d*“,
"/mnt/shares/usr/bin/scripts/“, appid,66);

system(cmd);

Wi I LA A 2 55t nT 5% PR ART A i 75 2 S A [ e 5 5«

S curl -k "https://${devicelP}:4567/api/CONFIG/restore" -F
'appid=$(/etc/pod/power_down.sh)'
BB H SO BT TR TR AR . B
T 9T %2 DAL BB 1905 1% 3K 7 i bookingld 74 £ 25 ) 2 7T AE A 7ENoSQLYE
Ao 1H3KZAL: DELETE/api/bookings?bookingld=678.
AP S5 #518 FH LL T o 250 S D e 15 5K -

router.delete('/bookings', async function (req, res, next) {

try {

const deletedBooking = await Bookings.findOneAndRemove({_id' : req.query.bookingld});

res.status(200);
} catch (err) {
res.status(400).json({
error: 'Unexpected error occured while processing a request’
0
}

b}

Wrli B 22 T 3 R 3F T Mbookld 25 ) 4 H S 5 TR .
Wt 5 1 RN B FC A 7 (R 100 #R A

DELETE /api/bookings?bookingld[$ne]=678

BT,

S Bk

OWASP% ¥}

* OWASP Injection Flaws

* SQL Injection

* NoSQL Injection Fun with Objects and Arrays
* Command Injection

A ER AL
* CWE-77: Command Injection
* CWE-89: SQL Injection



https://www.owasp.org/index.php/Injection_Flaws
https://www.owasp.org/index.php/SQL_Injection
https://www.owasp.org/images/e/ed/GOD16-NOSQL.pdf
https://www.owasp.org/index.php/Command_Injection
https://cwe.mitre.org/data/definitions/77.html
https://cwe.mitre.org/data/definitions/89.html
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* CWE-1059: Incomplete Documentation
* OpenAPl Initiative



https://cwe.mitre.org/data/definitions/1059.html
https://www.openapis.org/
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RECS=:

* OWASP Logging Cheat Sheet
« OWASP Proactive Controls: Implement Logging and
Intrusion Detection

« OWASP Application Security Verification Standard: V7:
Error Handling and

AR B R
« CWE-223: Omission of Security-relevant Information
« CWE-778: Insufficient Logging



https://www.owasp.org/index.php/Log_Injection
https://www.owasp.org/index.php/Logging_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Proactive_Controls
https://github.com/OWASP/ASVS/blob/master/4.0/en/0x15-V7-Error-Logging.md
https://cwe.mitre.org/data/definitions/223.html
https://cwe.mitre.org/data/definitions/778.html
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https://www.owasp.org/index.php/Category:OWASP_Project
https://www.owasp.org/index.php/OWASP_Education_Material_Categorized
https://www.owasp.org/index.php/OWASP_API_Security_Project#tab=Road_Map
https://devslop.co/Home/Pixi
https://www.owasp.org/index.php/Category:OWASP_AppSec_Conference
https://www.owasp.org/index.php/OWASP_Chapter
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://www.owasp.org/index.php/OWASP_Secure_Software_Contract_Annex
https://www.owasp.org/index.php/OWASP_Cheat_Sheet_Series
https://github.com/OWASP/CheatSheetSeries/blob/master/cheatsheets/REST_Security_Cheat_Sheet.md
https://github.com/OWASP/CheatSheetSeries/blob/master/cheatsheets/REST_Assessment_Cheat_Sheet.md
https://www.owasp.org/index.php/OWASP_Proactive_Controls#tab=OWASP_Proactive_Controls_2018
https://www.owasp.org/index.php/OWASP_SAMM_Project
https://www.owasp.org/index.php/Category:OWASP_Code_Review_Project
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https://www.devsecops.org/
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://www.owasp.org/index.php/OWASP_Testing_Project
https://www.owasp.org/index.php/OWASP_Security_Knowledge_Framework
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
http://devsecops.org/
http://devsecops.github.io/
https://github.com/devsecops/awesome-devsecops

KRR

Bk

H1 T AppSec AT MV IFBCA 5 Al STE Sl R R N AR e 288l (Cerb AP R ELEAE DD
Rk, BT RIS, Hif— &+ RO AP 24 XU 1 811352 — TIOIR EL
55 REBEAMENITESE, (B AR+ RAPIZ 4 KU ATy R 3 T 0] F B A 0T
B, TRk, DS Zet XA,

FERMEYE

EE BB, H—HZETREE., FEMPIEE K AP ZEHMFPATEE. X
FE B R A — R 18] 9 Mbug B 41 & AR TR B0 e ZEURCSE 1T, B&WE A T 41t

ETF =B, BHEBERAEEN 242 N miE R g HmATE O FTop 10513 .

KFHOWASP KU P2l 7 130T K 3 dr o PR R Z M N At Tl sE &, &
RIX L [u] @S, 1S AR AP 24 K47

(OWASP API %2 4= Top 10 2019) HIHIHR & 56 —Fr Bx Suit &5 5 2 e Mol N T 151 3Kk
B gE R 2R R IR A T — HAEAPIZ A A M S 06 122 4= Mol A
HEH S FH [

{OWASP API ‘% 4= Top 10 2019) H {X{EOWASP Global AppSec Tel Avivi& sl I & i
(201945 H) o MAPEFAZ, EFIEGitHub LA A AT 18 AT 1o

AL TTER A FI IS WA SCEUAFR 73

19



https://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology

B 2“

AT A R I DT

FATEIEA DL 7EGitHub_E sl ik Hodth 75 20 sk o
¢ 007divyachawla
¢ Abid Khan

e Adam Fisher

¢ anotherik

¢ bkimminich

¢ caseysoftware

e Chris Westphal

¢ dsopas

¢ DSotnikov

¢ emilva

¢ ErezYalon

o flascelles

¢ Guillaume Benats
e |gorSasovets

¢ Inonshk

¢ JonnySchnittger
® jmanico

e jmdx

¢ Keith Casey

¢ kozmic

e LauraRosePorter
e Matthieu Estrade
¢ nathanawmk

¢ PauloASilva

® pentagramz

¢ philippederyck

e pleothaud

e rO0ter

® Raj kumar

e Sagar Popat

¢ Stephen Gates

¢ thomaskonrad

¢ xycloops123

WL T 2 5 AT A (OWASP AP %24 Top 10 2019) JOWASPH [ % 5 .

o HK: MR

o BHVE: RERR. M. EH. FES. SkIRE (HERADE, R RERE D

° Eﬁﬁ Iﬁﬁ

T H R KA R, AERERBOETR IE. WA F M Edi, wlBeR|AT. HEfE:

project@owasp.org.cn

H—H
XyEOWASPH E



mailto:project@owasp.org.cn

