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IRERIXF TR, BATBLIIE. OWASPHABIARE R MEIEIEATHR. TEOWASPIIERIMN
b, FEAPIETERIEESHKREIRTRISEEURINEIRRE]. EGitHUbIIEH, FHiJRM
FREEIRATREI . BRIVRIBEESARNERTRESIE, BUREESFITEZICWE,
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PRI EER. E100MEAIWEEPEFE, BNNA XNEFAYMEmER, KRETX,
PEAYIRARRT20215EhRAY Top 10 THER.
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® [LATHICWEFRSE: 4 Top 10HIRAICEERICWERIZSEIEE.
® EHRAER: ZBRUFNNNNEEFSEHZZCWER NI AREFE D,
o (M) BEXE: FEAELEREECWEHITR AR IIKRIE DL,

o NIRRT R KBCVSSV2FICVSSV3# o ECLaCVERRTEAEY "AIRIBM" Fo%1, BREIE!
CWE, #liBit, FigEFE1085EEA.

® NIINEZN{E : B CVSSV2FNCVSSVINE D ELLACVEFTERRR “S2" FoE, MEIREICWE, TS
i, HRBEE1050SEER.

o SRAERERFEE: KRINATLAGCWEDLES/9iZ2L3I0 N FRfERR 22,
® SICVEEL: NVDEUEEFMEIZEICWERICVERES, FIRETEI—2RE1,
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e Orange Tsai @orange 8361, “A10-2021: Server Side Request Forgery” {E&
e Jim Manico @manicodef] Jakub Mackowski @kubamackowski - OWASP CheatSheets i3
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EXMER, BAIFE:
® HERER - BETHEERIINST
® [Tigith - HNFEFUF—MESHINRBFAIRE
® FEAR - IBRERIALRBRE AT EIE
® ASVS, MidisEs. NIHEERRBENASA - BEREIAVETEFARBREANSTA A SHE R
HEHEE—E
I RIGE N EEIN?

BEILA T RER AT EIES - :
e https://qgithub.com/OWASP/Top10/issues

RXRESE

EHR. IR, [TF0. EHXB. YER. TH. =6, F €. B3R, 5kiH. Rip HEBFADERE,
R ECHIEHES)
HAFPRS5EKFEER, FEEIREIEIE1IE. BBFE: project@owasp.org.cn

FRChR A ThisER

® & IF2021F12817H, 20215FROWASP Top 10{XIEIEEMIG EATAS, RIREIEMRA. &
HP RS EIAS 5 E TRz .
® XhRYS “paved road” RHMENX. FXMESE5EESEBER, BHEHFEN "AppSecliil” .
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OWASP Top 10EXEE—MESERISGEIHE. B, B2003FERAMIE, REERER
BERBIEFESL LRI TIAppSectritE, AIREIEFEFAOWASP Top 10{EAGmBEGIIIIRE, B
/RBRFAOWASP Top 10X EFNHERIER, BREEX.

{HFIOWASP Top 10{ENIRERIERZ —BRANCR T NBLENK, MXLXEA—ESD
BSTFNHE, BIg0, “A04:2021-Insecure Design AZLigit" #BH 7T AZEHNKRAGEE.
S— M2, FRFIN, BHIEE CRINER B R FIER GRS R A

AK5ER. FASRELT IEUEREFICRIOERE, Bosetiife B EwhnEtEE
IERTEENZERRE. BENEARTsEREmEMNENEINEFRR T EM4mE, MR
S4FEREIN A TS EFH TR,

AR EFRA I AIRNEEEFEOWASP Top 10891 :

ERHR OWASP Top 10 2021 OWASP ASVS
=R =
=)l NI e
RIHFIZENE B/R =
B S {RBRE =
ZERBEE {RBRE =
Ciffpaa=zh—=:l {RBRE =
AT B/R =
=Sl B/R =
BEME {RBRE =
TEXH {RBRE =
TN B/R =

KNSEMAAEEEXRANARFZ2RERN ANIEHOWASP Application Security
Verification Standard (ASVS) (), OWASPNFfERFEE2WIiNE) . EABHIRIT /RS IER]
MKRY, FETRTFReEFREGBENFIEED.

OWASP ASVSET EMImE—rESaIEE. &% "A04:2021-Insecure Design &%
igit" BILAFH, OWASP Top 10IEAHELEXKIMRAE T TR EEEQN, s
OWASP Top 10RI2#XIkE. £TFLALRE, HAXJOWASP Top 103 TEEFEEGNIAINIE,
THEAELH.
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Securi ty Project

fELART, OWASP Top TOMNKRHIRIHENNAZEIE (AppSec) HIEE., BR, MITIFSHN
NISSINAZETIERELSRR, BREE— MRS EERE, 2021 flROWASP Top 10 AILIE
NEEBRFNES, BUAETIR, EABHAEBEMEEE.

mmm  PER. REEHMAZSTRIREIEBR

- FEZNAZE (AppSec) HRIARYIELRR, ACHAAN, XEFEERW. FilERY
S RICISOFIAppSecii S E(FER OWASPIHRIEMZAEETR! (OWASP Software
Assurance Maturity Model (SAMM)) iaE1-3FRRY58 AR EROHAYTIE,
F—LRMECIMEGCHIMAE, RESTAE. ’it. SLit. WIFIEE S HEE
BIRRRINNZERE,. SRILUGEEHRRMIZEL, FASTLEsSIFOWASP SAMM
B915IiL£5LHK., OWASP SAMMuBTLAHS B S FEr SRR HRIE T ERISU.

e PER2. AR SRR EaRHRHTRIEEE

« NMEREN L3RR, XZEFMBRY RAEE" XiE, mpHaE (B, #iZAppSecit
X)) RDERA&ERNASTIN, R EFRBEBIRRIEERY 5KAppSecRiR.

« AppSeciIdRIEIS R "&ERNZEEERRELE" | FEMZSRITREBA
M=z ZBRESENNKL, RFEMEIIRE—1E. HFEERsSEREHE
— M EASEERAE mE, BIIAMBGE. WE. WS rZetEm, FER
TESBEEET KAHFERE LIEBL S EmHEH TS0, XarplaiFRTER
EAREWENER, FEBFAEMNERULE, EEALERH M.

* AppSeciiXlrTaEBRERAILIBRSE, (EENIZMEERBNERZRLSEIE, KEHEM
FeaCAYAppSecitkl, #5IEMicrosoft Agile Secure Development Lifecycle, Ff
IFEFAppSecitXIEEGRTALS.

mmm  ER3. SIBNFRBIA—ERITAppSeciiil

* AppSeciiXlRriZ 2RI KB NIZERIEEMERS S TEIEN.
AppSeciEIN S SHEMEARF—H, FEMTERIERGELZEMNNARER. #iR
AppSecHEINZEREBEN BV EMNFREFESRFERNEATA, MARGIEIB
HESE "MEeIAE" NS N ARNZEREZERMN,

mmm FER4. SFRAESEIRMIMBINBIERFIEFEIAppSeciitkl £

* FEAppSecllkl BRI TR, HRFXKBENEHER, LA EMtIEZFA
AppSeciliFRITTERIESHNAREFNZ M. —BAppSecRLIRIEATSHEH
XA, BRNIEFFEENRE, RENAUBIERELIENRIIEN, AES5E
REIEEEN. XOTLBLEARZ £RIETREER ARV SERIET, FHLERA
KR, FATHEREMRERINA, EEESNHERLEBNNE, LMEFARBRAL
RIERIIERRESR. I LAREREIAMR BT AEREMt.
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mamm  PAERS. MiKAppSecillkIRERAZ T OWASP Top 10 FREINAYIEIRE

* AppSecHIXIFIR B RIZBEIEARROWASP Top 10hAYEREYRIRR, a0, wMEIEZNE
WEZEZZHEREN, SNEERFSNIEOITIDERERENEN, EEEFHTE
FHRERCAMZEERIDEN. RESHERIXEZ 2B UMl iT.
AppSecHIARI—ITE (TS MR LR AT RBAHINR 2SR ERTES0H.
—BE(1EEGH, NMEErEERER A mE P RPN T RENZ/R R
%K. RIFREEENTER, BUNRAE, NWEDERETmANNFRIREESEIURE LIRS

E.

B EZ6. 1SIZROITRItEER I REFARIAppSecitil]

« fEABELLSTOWASP Top 10, EfEHEET0MXBESEH]. Befi5RRNERIHLIRA
OWASP ASVS, FHRIEFFARIN FRERFRIXBERBIEL RINAPpSecilkIRIZERRE
SN, A2 FOFRBISATRL.

Fgid

FrEHERIAppSecitHIEEM T RERE. MNRBNIELZENARGNIZEMRE, SN ALY
IR

o HESERME., FHFIAppSecitXIMMBE—ERERENNS, TERENNZRREWRER
BRI,

o BaMLHHIRIL. FRRRIAppSecitHIZHRAIRES B EARITAR, ERMARENSER
RBENLESER. FAEMNEZRATBRFSREBoT IR, MBI ABREEAppSecRITAIEMN
Wi .

® {6, MFIAppSecitiiHEIEI R AT AEIARN—EBD T ARE ME KEEAZ 2RI FER
EBIRARS. BFAKEMNRA "Hf]” #1 "fBi)" AIAppSecEIREEERL.

® JFEH, PRAIAppSecit KIFEARMHGHE. MRFEHSNEFR, BIELXFM. WRFELR
FRMEART B, 1B55080AE. NRFARNSBERARLHRAHRIKERMEEINER, 5
M—EARER. XEABENE1970FRLLKHMET T ENKREREZ NN, BEXHA
BEREXE—MEFEE. WE. 7, ASEEHUH.
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34 55.97%  3.81% 6.92 5.93 9455% 47.72% 318487 19013

RBEHRIR

MERALEFARNE—AL, 4% FAFERFEES 7 EMAZ A "RinaHEs]” B0, ZE4RY
WYREEN 3.81%, ik HREINEEEFHIIRERNNAHERS, BrERENAHEERD31.85%
R, WEEETENENCWESFE: CWE-200: Exposure of Sensitive Information to an Unauthorized
Actor (BB EEITREREIFZNISEE) . CWE-201: Exposure of Sensitive Information Through
Sent Data (JBI¥A&XRIEUEMIRERMEE) . CWE-352: Cross-Site Request Forgery (BubisK{piE) .

X BEi52ER
HIEHEHREISCIESRES, (ERPTAEETEISIR SN TIRIE. RMENhiaEsEE S SECREREN

RUERIHEE. (EXEERMAEE. SHERFIRZIMAITISSThRE. BRAhEEHIIRsS R EsE:

® B E/IMFURUEEAELFN, BIGARAIZRIZ FAFERRD. ABEAR, BLhr AR
LATIal,

® ETIZ URL (SHENEGEFINIG) . REBNARERFASE HTML TRE, ifEREH AP IEXRRIKE
TERGIHAERIEE.

o ETRME—IRRAN (FRENERMSRSIA) RirEEsdRERMARIMKA

® APLgEXIPOST. PUT FIDELETESEHIHVITISIE0H.

o IR, EARERIBN MRIDAFPSLBREHERNFEIEER,

® JTHUER(E, HINBEIEREERN JSON Web Shi (JWT) SKiIEHEHEISHE, Bif4hcookie BFSHI=FRRIA
AR, Bl JWT K34,

® CORS EeEBRIABSIFARFINEAREHRIAPET(E,

o LURET BMIIERIAF SR HNISAYEE S0 4 BB EIRY T FATNERF S0 5IEHFNTT
M.



AO1: 2021-SK3BTiHITHEEE) QWASE
Broken Access Control g o

TaphtEnE

IHRHEHIRERERS R In URETIRSERAPIFER, XENEED TXEShREHaER TR,
o [RABRIRIN, EAN "EELE .

o (FR—XMRNLIEEEING, AEBMNBREFTIAEREN], 8EK/IVKERKZIFELE (CORS) AIE
H.

o ENIIEFIRELEEHFTIANIER, MARERERZAFCIE, . EEMREHITICR.
® 5AIRYMLSS R AR5 IRIBR TR A B R B SR A T

® ZAWebiRSBERERIIR, FHRRNMATEIE (Fan: .git) MEMEAFET WebrIiRERT,
o ERATPICRAMATHIENES, AEEINEERREE (Hlin: EEHE) .

® YJAPIFII=HIRRAGIRH TIERIRS], LISAREHIHEE MG TEHRIGE.

o IAFEHER, kSR LARSSIERRATNI. TTRSHIWTSENIZZEERT, LMEILKEERIIR
THESBEORIME. JTFREBRKAIWT, BZEEEEOAUthAESRHEISE.,

FRARFIQAA RN T HThRERY SR TTIH AN S A,

156 ekl

el #1 MARREFELEKAEERISQUERTER | |BH #2 EE(GEFNKEERURL. HAEERTHE
T AREZUIERIEIE —EREEERR.

pstmt.setString(1, request.getParameter("acct"));| |https://example.com/app/getapplnfo
ResultSet results = pstmt.executeQuery();

WiEE RFIEBNLEEEN "acct” SERIARIEMA]
BERHAKS, WRKBIERIGE, EETLAL
ECIE Tl S

https://example.com/app/accountinfo?acct=not
myacct

https://example.com/app/admin_getappinfo

MR—PARESHRIERIABFP T LOGEEEITRE, 38
AIXZ—MRPE,

MR EEERSRNAATLURRAEERNE, 3B
LR BE— R,



https://example.com/app/getappInfo
https://example.com/app/admin_getappInfo

A02: 2021 -uggmsum QWASP
Cryptographic Failures s e

N ES ES

mE  BAR  TOE oM g gEE
CWE  pHEE  pRE CTYCRNR ot L L T
ME % = & A

29 46.44% 4.49% 7.29 6.81 79.33% 34.85% 233788 3075

ER—EISETE, LA "SREIERR" . "SREEEHR BERE—TENNERRITEMAZER
KARE, XINGERZSINENGEXAIEE ER=MENG) . XEERSEERERETRE. B5E
EHENCWESSRE: CWE-259: Use of Hard-coded Password ({EFRfE/mAS=ERS) . CWE-327: Broken or
Risky Crypto Algorithm (#IAEEXIERIINERIEL) . CWE-331 Insufficient Entropy  (ARE)

U BE:i52ER

BREA: SHMERPEIEIIFREEIETEMERIPER. fia, BB, EAFS. BETFCR. ARG
S MEFEIIMRAR, TEHEEXEEIRERTIRFAMRIFL (40: RREEGDPR) BGEMIFM (A0: £RIEL
FERIFFEPCI DSS)ERFEERIIER T, MWTXLEE, BfE:

o ERBMHEIREPEEEABPNERE? XFEEMNEXR, W: HITP, SMTP, £ TLSFHK (40
STARTTLS ) BYFTP. SNBMBRERBEEN. TEWRIATEIASNERE, W, QEcFE. WebiRSS=88L
[RIRRGEZERRE.

o TICRMERIAER MEZEIBRIRET, EEREERETIBrERESSHIINE E EE SR ?

o EEEMARAINERR. EAEESERARSNINERN, EESREINEREESERREE? 1
BRRRS AR RS EERE?

o EEARTIEFINE, Hla0, BRERPDREMERAIHTIP (N5Ees) HSERk?
o FWRIRIIRS I BISEHERE T IEHHIGIE?

® it MERLRE, BERSEMNEBRFRAREE N ERE? BREIEEERAZ2ANRFEERN, i
RUMSRATIEMEERRVRFRI? SNEINEESER ESERNE?

o EIRZEMETRIRERIMRIBA T, EEHEBEAENEER?

o [ENMRERTHIFSTEHREMEZEEXRAIMIZERN? BEEETIEWIIERL, EREEFRERTRARE,
NRAFE, FRARESHRZ BERE/ AT B 7 AERIEAEMINEE?

o EARFMITATAIEFIREL, a0 MD5 8¢ SHA1, EiETERSREEENZ R ERIFIIZESRE?
o EEEEAEHFABRINEERGE, g0 PCKS number 1 v1.5?

o MENERHEHNEEEREETLFIA, FIaERERRSTERIR?

i55% OWASP ASVSHHICryptofinz (V7). Data ProtectionZgE{®iF(V9) 1 SSL/TLS (V10),



A02: 2021-INZZHFIRH OWASP

Cryptographic Failures T

TphtEnE

EORATLATRE, HERSEER:

o N FIEFALIE, TRIESEMAVEUED R, FRIERFAER. MEEKE ST KEERLEES M.

o WFRBVEFMHIIBEEE, NERWBERR, HEBIPCI DSStRCHEEE. REMEIEIEREEEEL

o TRINZEFMEI T EBUREIRE.

o HHREEF T R, BARINERE. ANEE, FEZREERIL.

o MFRMZFEEIETAEUE, EAREY (FIIEERIAERE (FS) BBy TLS, IRFBH[AVERDMNTR
MZes8) . BIREFHITEIRINE, WERHTTP migeEmtyY (HSTS) F5<S.

o FREEYE S USRI,

o TRYIEEIE D XN AALhEAT RIS H.

& ARE(FMAFTP FISMTP HERIRIEHBUREE.

o FHREETFEF (GEREF) RBEBGENANMNEEFIREFFEZ, Fld0 Argon2, scrypt. bcrypt 3%
PBKDF2,

& VNEEREESEFERIIRHRE. XNFRZSHERN, FILAERACSPRNG (ZBE2AbENEERS) .
N FREMERIMET, WRGRE (V) AFEFERCSPRNG, ERMERER T, WF—MEEER, K
ITANIZ(ERFRIV,

® YALRERISIGIERTINE, MAMUEINE.

o TZIHNLANZE AT BENERFHEAFOEEFEERNTF. NREAED, NpmEdESrEEEEH
IR R EG HELR I EH,

o TRREIESAIM S ERNNERENE, FAEIRBIAITTNASUEREHITER. KSHIN APl REEHF
R AR/ CSPRNG REMFLEA S LS.

o E A RNERFRIMEREFIERG X,

o FMINIBNREREINEAME.

1546 el

5%0 MD5, SHA1, PKCS number 1 v1.5,

el #1

— N RREFERE
WRIEIREINE RFEINE
FhEREUEETRIER
5. BR XEHIE
RSB MRS,

XREEESQL IENRIR
BB TR BE AR

=

el #2

— KL XS AT B M D& B 5 R ek @ FIfE R TLS
HEFRABINE. WEELTHUNERE
(Flan, EARLENFTEMET) | BREERE
M HTTPS [&24%| HTTP, mtollUzEhiskHtss
AP £IEcookie, Zfg, WHEBERXD
cookie F#EFAFH (RIBHIIER) SiF
HASEREFPRFANEIR. Rz, K
EXRA L ERFraEEEERREdE, s, T
EN: 2N

el #3

R AR L AR N EL S
IERBEIERFEENARNE
B, — X EERRERIF
INEERINEEEIEE. A
BARINEBHAIERIERTLL
BT BRI A ERAL
TR, ERERERERG
BR #0 A PRI INEL NG 75t AT B8
BITGPU AR,




A03: 2021-iFA OLWASP
Injection

Open Web Application
Securi ty Project

MBSEIZ=

S0

Sk AR 2R%
BEm Ts maw  mEm SR

33 19.09%  3.37% 7.25 7.15 94.04% 4790% 274228 32078

ENEEE=. 94%HIFT N ARSI EMARANEANRT T, EAREERN19%, BIRE
LH3%, HIHRET27T4H[R, BEITENENSRNZE (CWE) BFCWE-79:  Cross-site
Scripting (BEuhirfias) . CWE-89: SQL Injection (SQLiFA) FICWE-73: External Control of
File Name or Path (SZ{4-&EKERIZRISMERIZR)

RBEi5EER

FEUTRBRT, NAEFRZZHE:
o WAREFARIIE. LRGSR RAIIETE.
o FIAEINETT TS X AYIFS S B R E R R R PR,
o TEEIRENSRARMES (ORM) BRSHTATREEIMIBRICR.
o TEAEWERERNER. SQLEm<SEAEEN. wIlFEIETHSITIEEEE.

—EEEIAENERE: SQL. NoSQL, OS#ip<d. MHRXFRMES (ORM) . LDAPFIRIAR
155 (EL) BOSRESHE (OGNL) iEA. X—EISERE#EiTRtHERRN. RMUBHER
RNNAEFEEBREANRERIRESE. BAEMEXNAESE. &, URL, cookies,
JSON. SOAPHIXMLEGEMIARIBE AN, BRAFTLIEC/COEBEFRSINGS (SAST) | 2
(DAST) #13zB3( (IAST) MAEREFZENHTER, LIEFmEbEZanRBI5 I NGGENGREE,



A03: 2021-FAN OLASP

° )
Injection
Securi ty Project

TphtEnE

BrlLENFEGEIE S SERN T
o HEFRUGIRREATERIAP!, XEFATLIBRTEERERRS. RUSHUEOBEBINRIAR
BRESTHE (ORM) . FE: BMESEUL, WNRPL/SQLELT-SQUSEIAFIEUREIERZEK, AR
EXECUTE IMMEDIATEEkexec () PFUTESEIE, NEEIREHATLISIASQLEA.

® FABE (positive) B "BREA" IRSH|MRMMAIGIE. XHAER—T5EAI0E, EATFSNA
EFRRRIATN, PINKEsIN BrEFRIS A XIEEAPI,

o WHHAKRRNMNEER, BEMZERSRIITER IR EE XIShFA. E8: SQUEHE (A%
B, HIRF) TiEEN, RItAFRHIVEEEEREH. XERERESIREFIIE WA,

o EEIIPFEALIMITRIEMSQUZEH, LABLEESQLUENER FAEIKEICR.

156 ekl

el #1 el #2

NEBEFEEEUTZISRERN| |RKtt, NAERNEENSEEEURSSHZZHENE
SQLARNFERAAZEENEIE] |18 (Fl70, HibernateEIFiES (HQL) )

String query = "SELECT \*| |Query HQLQuery = session.createQuery("FROM accounts
FROM accounts WHERE WHERE custID="" + request.getParameter("id") + "'");

custiD=" LT |, REEBLERNEETI id S5E,
request.getParameter("id") + DB B '="1. -

http://example.com/app/accountView?id="or '1'="1

XEEXRENEIINS XY, LURElaccountsZRHIFIEICR.
BRERNKNEIRESENEMREE, EERRFEMEIE,




A04: 2021-A=Z£ig1t .DLUHSD
Insecure Design g g

biESES

40 24.19%  3.00% 6.46 6.78 77.25% 4251% 262407 2691

RS A

2021 FhRAI—1#3EE, MEBFSRITFIAREIERIGEXAIXEG, FIFE SRR,
ZERIHEANSERRENL. (EA— 1M NATERAHTX, RIIEEESRFTRIEREEFH
"ER | BAXNRITRERNEXEENTRISIES. ESFENENSANE (CWE) SiECWE-
209: Generation of Error Message Containing Sensitive Information (4B SBUBSEHIEIR
iEE) . CWE-256: Unprotected Storage of Credentials ({EiFHIR(FIFZAE) . CWE-501: Trust
Boundary Violation ({§{EA45H28) FICWE-522: Insufficiently Protected Credentials (fEiE{RIF
RE) .

R BEi52ER

ARERITE—TZRIRE, ARFENSER, Frh "ROSFTHAIEFIRIT" - FRERT
AEFFEERI0NXERFIRIHKER. ALERTALZRENLRUZEFEER. HIIXKDIRITHERIE
SMREREREER, SNEAERRAREMNERE. RERIHIATEFESSINRE, NS
AJRERFARRRE. — MM RERITAEBE — 1 eRILIKRESE, EMREEX, EREeEH
MARBEERIRAEMFEN R T, SEARERITINRRZ ——IF ARG SR SR ZEE RS XS
2T, EETEHEREATRIINT 2RIt
o BRMIFEE
RN FRRE PRI SSTERASWSERI N, BIEMEEIERRT TR SZERNESE. Bt &
AMMESSME S ERRPER. ZRNAEFHNATIEER, UNKEREFEEFRS FRinREHst) .
REISARNER, SANEEMMIEIREEREER. IHMnERaERT. 25, WililsEmE, &
AT EE.

o Z2igit

RERITR—INUATGTE, SRR, FRERESIREINRITNLL, LB LEERNBE
k. BIEENESIMESIN (BEUESD) § BEESIERLREEE b= 2= hRIEK.
TERFHETAYT, BEERIORENSERS, BRETSNZZNS RS EFATEXERE. 2
MTRERAIERRAVRIRING S, HREDAEMRMATEL. HEMAIIEIE T/ ERIRIRANSERE SRS
HRRERICRERFHET. WERPIREE), FREFIRAVEBILEHEE. RERITEEAZMII0
B, EARATLUFNEARAFIIE.

® ZeFL%EasAHA

ZENRHREZETREGEE. EMEANZSRITEIN. AppSeciiXloiE. 2N EME. T
BMRMER. 2 INEMNREEPTREY, EREREFBHERRENTEETR. FEAA
OWASPIRHHRIERFVERRE (SAMM) ESEMEZIGRIZ £ AR TIE.



A04: 2021-AZ2i1%1T OLASP

Insecure Design s oo

TphtEnE

o SNARETIWARETHERGTENFFREGER, LSS SR EMEREXRATES.
o EVHEMRTEIRITMEIRIEE, BifERAppSecllXIFIIBRES.
® JIRBEENIGUE. IiEzh. WSS B ENERRE R,

o KL elESNeeEHENRIRFSET.
o TNAREFNE—E (MAlkilEin) SERSEMKNE,
o ‘REERTTIERMIIN, LISEFrEXBREREBRNEIMEE., NN AEFNE—ERFIERA

BIFMRFAZG.

o IREZREMRIFFEE, MREFERNNBEHRITHE.
o BT RIHEBE T EREER,

® [RHIFAFEIRS IR RS

156 L]

el #1

St RIERE TIERA R
NIST 800-63b . OWASP
ASVSHIOWASP Top 1048
RLER "ARANEE" 8.
AENER" FREENRE
AOEESRIEBA S0, HARLE
—PMAMEBEER, XHEAM
L CMWELERIRE. MR
WA, HAELRERRIT
B,

ehl #2

—ZIEMFBE R B VTR IATRIT
0, XFFRES15BMWARMA
BT, WHEE A LAXIIXMR
EHTEEER, Fhfi)
REAULE/LMERP RS
17600 EERIFNFTE EE RSB,
MIERERAIMINIRK,

ehl #3

FEEWENBEFBHS ML
Bt WEFRIETHEEAR
RiF, BFRBLERE A
[EEREZ ML EHE, XG8
FHIERTIZEEEMEERE!
ETRRENER, FSHBET
ELME AN IR EXERE
FEFETRANGE., B3
RIS AN EE AR FIEEERL N
BlanfEa] RRY LD sR R TRY
ML, AJRESHIRBIAARAIE
AIMSEFHELRIL R 2.




. _-l-u !Lﬂsn
A05: 2021 ;zéﬁ.aﬁgawg QLASP
Security Misconfiguration e

MBSEIER

Pt mAS Fiy= E1g9m = ol E"ai B CVE
CWE  @EE e mem  Toe PR mmy SO
ik = = & A

20 19.84% 451% 8.12 6.56 89.58% 44.84% 208387 789

MBS LR

M E—RRARIENBRTT, 90%HEEN BEH T 7y EfZ B EE R, FIRERA
4%, HEEWXEEINCWELIL T#IZ20.85R, MESSKUHEERNEENERSE, BEIX—3%
Al EFHEHMARNHE 7. TEIRAIE CWEBSE: CWE-16 Configuration (Bt&) #1 CWE-611
Improper Restriction of XML External Entity Reference (XML #MEBSLORS |FHRIAZFRS])

R BE52ER

BRI R REZEINE, MRNBAERZ:
o WREFLANEAED TR MEZILZEINE, SEIRSHINIRECERR.
o WREFEAERE T AU ERITIEE (FIal: AUERRO. ARSS. WK, KAEWER) .
® AP FHIZBNATBRIREEX.
o SHIRAMENH AP AR EREEMKEERER.
® JITHENERS, SEHNTEFFERERSRLTEEE.

o W FTEFIRSSES. NFETERFIESR (30: Struts, Spring. ASPNET) . FEEN{4. HUEESSEH
TZ2iE,

® [RBBAKEREIFKEIES, BARHRERESEL
o SHINARMESHENZEIE (20 "A6:2021-IE5sHIIRRIEM" ) .

RO—MEARRY, TESENNAEFZEEETE, RERLTaEXaH.



A05: 2021-Z2feHEI=

Security Misconfiguration

OWASP

Open Web Application
Securi ty Project

TphtEnE

NChER EMRETRE, B
o — M AILUREBZ TREER— M UERNSHAIEEAINEITRE. k. REMENEFMEERN
i THEREEE, AEESMINEPERARNER. XMNIEMZEEHRY, URERD R
— MR EIMNERIEE.

o ERER/IMLFE,

BEFNTEZR.

% FERE SR ERIINE

=}
=N

B, MG BIREARRANERNY

o MBEMIEERLRBETRENREHNNRZEWRE. BT, FBEFEAEHEEIEN—D
(B0 "A6:2021-fessF I RtRVEM" ) . ENENRES, NISHIEERFMEIR (40: S3HHY

BR) .

o —NEEERUHMAFERHENNS BN MRV BEFRY, 8iF: ok, BRilck

24 (ACL) .

® OEFIRAKEREIES,

pian: ZEtRck.

o —MEBIIEFMEINETHT T EMNZ 2R EMNKENBMTIE,

el

el #1

Rz FRFE Fr AR 55 2 B3 5
TR RS =5+

XEEGINAERE
BENNZ 2R,
REENAXERR
RIERSRE. R
Hp—PMNAERZE
EERESE, FE
IRBEEIAIKF,
WEEMALUBET
INEBER, NMmiE
EiRSS=R.

W BR B R FAE e 1

el #2

BRIRERS 2R
AER., WEEX
BABMNREE B HEES
HERYIER., WEE
KEIF THABEER
FHRYJavazs, ftt{li&E

U RmEREENRB.

Rha, WEEENA
BERPHE—ITE
ENpPallelE sl e N

el #3

N FRTEFr iR S5 AR B &
AR FENEIRE
B (W #H%ER)
REIEAF, XAT8E
SEREHREREE
ERRIRE, W: B
2HERBENEAGEIR
AER.

iehl #4

RS REBRE
CSPRFPIRHEIAR
PEHEZEMNR, X7
FREEREFEE
AR,




A06: 2021-BHERPEFIITATRIZAMF OWASP
Vulnerable and Outdated Components g e

MBSEIER

M BAE  PE O g

E2E SCVE

LS S S R

iR mAMER  EIUR = .
CWE RE  HRE g 3" mEm AL 5

P
t '

3 27.96%  8.77% 5.00 5.00 51.78% 2247% 30457 0

MBS LR

EffTop 10 XFEFHIESE_, WEEBRIHBIELIEHAR+. FARENEBHEIANISZIN
IHAHEXCRIEM A, FRERECWEFRIE—SBEHT CVE XIMNAYEEI, Eit, EREKIARIF]
F/2mINR{EA5.0, EEFENECWERSHE: CWE-1104 Use of Unmaintained Third-Party
Components (FREFREIFE=FHH) , LUK20135FF120175FTop 109X FIEMAIFNCWE,

R BE52ER

NRBE FERENFY, BBACHINAMSZ LR
o NREAMEMBEANEHIRAERE (81 RSWNE i) . XOE T EEERNAMAEE
FRAHRIEM .

o MNRHHZZIE, FEGFHETN. XBFE: RE. WeblRSa. NAREFKRSE. 8UEE
BERS (DBMS) | RIFEERF. APIFIFRBRIAM. EITEME,

o IR RAEMR AR RERAGNLEAS.

o IREAETNIE KA ESNTFHREEFS. ERIIKEE. RAUBAEXMER: RIEXERH,
BRNEZEH TR, XEEAREXRINEANSZEISEEEKRIEFTRRAIE.

o RGBT, FrRpIEETIS+N TROBHHTREMEUL.
o INRERBAMHITRERE (B "A05:2021-Z£EEHIR" ).



A06: 2021-BHERPEFIITATRIZAMF OWASP
Vulnerable and Outdated Components g e

TphtEnE

RIFIE— T BRI :

® BIRAMERRKI. AFERITNEE. B I,

® FFtversions, OWASP Dependency Check. retire js& T BEiFEMICREFinFIIRSS 8
AR EMEUKRENRAEE. FEEEEINCVERINVDERRAHEEBAGNKRESR, aTkA
ERRES T LEREsI5MItIhEE. ITRXTERAGLES RS,

o YNELRBREHREVAMN, HEREENHIRFEEHFHESEIMANTERRENXE (&)

"A08:2021 - BRI AIERTTE IR ).

o UEIUCRBMFIETARRE T RN, MEFETIT, TSRS BMEN TR
B MR,

BNMALENIZEERNATTR, BN G ERERE TIRE, WHE, ARSEREE.

156 ieh ]l
el #1

B AR S FERASIRET, XA EREITA SRS A, X
LHIEETAERBAN (I FISHER) |, LIAEEEN (0 SHENED) . TEE—L
BRI

CVE-2017-5638, —/Struts2imiZfiTimiE. AIERS mTERITR, HEEKREXRAIF
e

BRYIE (1oT) RE—MWRELUEBIF A TRIEE. BN TIEFEER (Fil: ETiR
&) .

BEEMC TR BREE RIMAKRFTH T RISECERIEMRAVARSE. $I20: Shodan IOTEZS]
ZREBHERIIN2014F48 2SO B ILRERIRE.




A07: 2021-BHRAIFISHRISIESEIR OLIASD
Identification and Authentication Failures g s v son

T ES ES

oE =~ BAE  TOE TN e meas SEE mcur
CWE  HRE  prms mam  Tooe PHAR  mmy SO
ME % = & A

22 14.84% 2.55% 7.40 6.50 79.51% 45.72% 132195 3897

ZRIEFRZ A "THNEMINE" |, WRFINEZEZTE, NEESTSEMIRAIKBHERR
CWE, #1&0&HI “CWE-297: Improper Validation of Certificate with Host Mismatch (5A<ICER
KRS T RELRIEIEIA) “, “CWE-287: Improper Authentication (FREZHHBAIE) |

"CWE-384: Session Fixation (£1FEIEKT) “ .

il 1

® RIFMEENELE CEEENAF R IZEIRAVER BT,

® RIFENEHEMBENLINE.

® RITFNZ. Mess. EWAERS, B2 "Password1"s;"admin/admin’,

® (FREIHITHRVAERARSHHICEBIRE, WAL MEEXEE",

o (FRIIAM. WINENEERRILIBNEFEZNED(SFA3: 2017-8URMEERLME). (TODO)
https://github.com/OWASP/Top10/issues/553

o AFEFHELSNZBEZFEIAIL.
® TURLHitt/SIE(session) IDANURLES),
® INBENEIRBHIESIE(session) ID,

o ZHIEMBFHE SR (session) ID, AP B SIE (session) &N iEtokens(FERERE—F AN
(SSO)token) ;B EE KAt s —ERAT B BT HRIE =AY,



A07: 2021-B{RiRzIFIB{RISIEsEIR
Identification and Authentication Failures

OWASP

Open Web Application
Securi ty Project

Taphtant

ERTRERIIBIR T, LEZRFNERMILECERERTE. EOWE. IUIRETHALSITWES
FIFRRYIR .

REZTEEREHTFURADALERIE, %3IREHEAE.

SEHESSERIAEE, WK MRES R BN EEESFETRI10000 N EZIBE.
BERBKE. SZ2EFMIRBERSNIST 800-63b3ZF "55.1.115-#FiCIZAMZ S IR T
IHERVEIBBER" FRBRS—EL

XMFFEERERERRTMEEE, #BREM. INEERERSILAPIRRZEEB IR SH AL E.
PREIEBINEANLMENRIER. ICRFIERBAHTNRERE. FEOWESEMRERAHS

fiw
= 0

o (FFIfRAR.

ZENRESREER, EENETEESRERFETIEZEID, SIEIDARHIT

EURLH, iR ehIErE, FEESHRE. RE. BREHREHE.

156 ekl

Sis#1:
SRR IFREBEER T

B—EINKES, RIR
R R A sEhe B st EE

BEERIGRIP, FEIXFMBER T,

R RS R E RS FRAI T
BRFMRANLERREREE L

Sis#2:

REHBHINEBEERRT
B F B —REFEERT

KER. —BEE, &IESLE.

Bt RIS B KSR A
PEFRMERSSE. #ENE
ZUZHRNIST 800-63{=F 1 LiXLL
EEFERZREEIAL.

Sis#3:

N RAIEERIRERR. —
PR R IR 5 AR A
RS, BRRigRIEE "B m
ERIERAIX AN SR B ARSI
B, —/\gE, —EE
ERRE—NXIEES, BRI
BT RIEARFIAEEITAY

W&
1CNo




A08: 2021-EX{FFNEEEE IS OWASP
Software and Data Integrity Failures g e

MBS

| = 1900
ATy BAE E3S = M = : BRE
iR mAlid i = S.CVE
CWE HrE HRE '] R
Fhale = = E.IEJEFE & BEEE EE¥E % &

10 16.67%  2.05% 6.94 7.94 75.04% 4535% 47972 1152

MBS LR

2021 FIRAN—PEFER, RETFERKIEZEMENER TMIESTWEET. XBEEM
Cl/CDEEEXIRIR, XEXBRAKE/BARATHLES (CVE/CVSS) HIRNSRENETINZ
—, BEEFENIE, CWESH#E: CWE-829: Inclusion of Functionality from Untrusted Control
Sphere (BA2XkBAZEEEHMIFZAIINEE) , CWE-494: Download of Code Without
Integrity Check (FHITTEMICERMRIE TE) FICWE-502: Deserialization of Untrusted
Data (AEIEEIRASFINL) .
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Software and Data Integrity Failures

OWASP

Open Web Application
Securi ty Project

TaphtsEnE

o (FRHFER BN HISIIEE AE SRR ETERR, BARBIZH.

o MREEAIKIINE , 40: npm 8¢ Maven, IEEERZEENFMHEE. MREHONKRKS, BEE
FEE— M EIHEZAY. RNEENERSRIEERE.

o TREAIIHENtZ e TH (0: OWASP Dependency Check 8 OWASP CycloneDX) k6

IFREAE S BRI,
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A09: 2021-Z& RIS
[ ] [ ] [ ] [ ] [ ] DL»LJHSD
Security Logging and Monitoring Failures gt

MBS EIER

UTiTy RASE SN0 Bt gt BRE

%V;: #gi—t W%ﬂlﬁl Bk

EEE

4 19.23%  6.51% 6.87 4.99 53.67% 39.97% 53615 242

e HEMNGEEHERE T Top 100 KIEE (HEZE347) |, E2017FOWASP Top 10$tX
FEERNE10UKRE L. BE CRMNnEE—MESH&MNNN, BEPRIGXEGaESEN
AR RRNRE. XPMRBIBCVE/CVSSEIEARZ, BRRNFINEMITHREXEEN. [
BY, exdiass. aiit. SHEEMNBIEDBRARIFEMm, X123k T CWE-778 Insufficient
Logging (HEIEEARE) 4+, EEIECWE-117 Improper Output Neutralization for Logs (HE&
HItHAY,) , CWE-223 Omission of Security-relevant Information (Z£HEHEERKR) . LR
CWE-532 Insertion of Sensitive Information into Log File (EHEXHHEESRER) .

MBE5EER

2021EEHROWASP Top 107, ZZEFIRA T HEEMGN., ARFRXSEERRNERIT . R
TREECRNEN, HEEEKENTA. HAHRSESAERTCR. @0, MWFENmNA
ERER:

o TERITHIEM, flan: BER. KMNERIENERS, BFXRCH.

o EEIERKREM BEHATICRATL HHEEEAEMW.

o B2 APIBEERHITLZE IR ENNIEE,

o HERTFEEAL,

® [ELRYBRREFNN S I FER RN TS

o S ENNAMS ALEMEK (DAST) TE (fit: OWASP ZAP) KIS EIAZR.

® R FEFCiASCRYE AR SERT G, FHREEIT E AT R HER.

o MNERILAFPHKNGE BRI BENBREY, CHEIZIERMENKT (BF "A01:2021-5%
AGIEEEE ) .
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Security Logging and Monitoring Failures

Securi ty Project

TphtEnE

FRARMRIEN BRIXBE, SCHELA TNER D B EREH
® IHRFTEINER. NiREFIFIRS 2w NIIERMER T LIICRERBRIAF LT H, LURE]

AREECE SIS, FHRE B EAIRI AL IFEIRAYBUES T,

o TR AEEBTEEMRT =LA EERRIEUEAT.
o TR HSEUERIERmISINE, LABTLEYS A E R AR TN LS.
¢ BRESINMERZ BB EHRERITIRE, LABIEEXSEMIER, flan: R IndEEREESURIA

=g

B

® DevSecOpsEIBANIZE N BRI EFIER, LUEAIA SEAEa0F Rt A,
® EVECKASEHNIIFIRETR], Hla0: EEERIRERATHFAT(NIST)800-61r28 EShRA,

o 5L FNFFRAIN FBFEFRIPIEZR, f0: OWASP ModSecurity#Zz/OFNIE, UARFFHERH
SRR, 40 Elasticsearch, Logstash. Kibana (ELK) , BEBHEMEENSEIIRE.

156 ekl

el #1

—) LERERIT RN EAY
bz EERTREZ 20
EICRMAGEADREIRE,
—MIMNERRIA SR LERR
THIfthRy, FEEREE
BEREFHMEN T #81d3505
JLERET SRR RIER.
ERFERN, RULFRA
RRBIEEEXNRFR. BT
RENARFHITHSICRE
s, FIEYEtEECT R
2013FLIk—EE#HT, i
BB 74,

el #2

EPE—xXRBMEAERE
HEHESG, PREER
FETSFHITAGER, 8
IEIPRRAIERFER. B4R
WEREE—RFE=LIE
ERSRMHE, ZRHEE
—ERIEREAN T i A T
AN Li-E LR

jehl #3

BUM—RXAE M A TER
—itt AIiREAIGDPRIEME
. EiRE, HEEFAX
TN AEFNZERE, 3K
BT #8405 = FRISHE
&, NMSET LORKE,

ZAnE A BRI FA R E
HAFRELA200075 SEEERITTFK,

OWASP

Open Web Application




A10: 2021-BRSSimisRIAiE ouwIasP
Server-Side Request Forgery g g
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XN EHIRMTop 10tXEE (HEFRSE1A) LAY, IERxR, ZSSHRESMRERE
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A LAEH— BRSS!,

X BEi52ER

—BWeb i RTEREURER RITIRBIIEAFEMAIURL, MSHBISSRFRE, BRiFiE
HEHINARFAE— M OERNIERE— 1 E/NERIME, RMEREEKIE. VPNEE A
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Server-Side Request Forgery

OWASP

Open Web Application
Securi ty Project

TaphtEnE

FARETLAEBT SCILA TR B S RB TR, HNRBHHEIRELE SSRF:

P4 ERGEPREIY :
o ERERINEHIRES MNEfERIREIITIEERIMNER, LURKISSRFEISZIM,
® HiT "ENAIEME" [ KISSRRSE MR IGRHEHIRIN, LARE LEBRAERIAERES I MIRTEIE(E.
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v ETET N RIS NIRRT AN A A an EHA.

v ERKE EICRATEEZAIELIEANEREN "A09:2021 -2 HEMGIEHE" ).
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o M EFINIEREE FiniRAtAYMNETE.
® FRABHBRAITIIRAIFIIFRNITURLE—FIRINER. WmOFBR.
® FREEEFinAXFIARIES.
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® ERURLA—EUE, LAERDNSEFSIEN "t1GEE, EREE" (TOCTOU)RSEFHFLE.
o FEEIIEAERRIRRYIRIIENFRIAIURERSSRF, WEERAEEREMYIR. TEMSRY

TBHBYIRAYTREE.
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Z=E @k A01-A05 OWRASP

Open Web Application
Security Project

A01: 2021-53aY9ikIa)iEHl Broken Access Control

OWASP Proactive Controls: Enforce Access Controls

OWASP Application Security Verification Standard: V4 Access Control
OWASP Testing Guide: Authorization Testing

OWASP Cheat Sheet: Access Control

OWASP Cheat Sheet: Authorization

PortSwigger: Exploiting CORS misconfiguration

OAuth: Revoking Access

A02: 2021-INZEMNFIKM Cryptographic Failures

OWASP Proactive Controls: Protect Data Everywhere
OWASP Application Security Verification Standard (V7, 9, 10)
OWASP Cheat Sheet: Transport Layer Protection

OWASP Cheat Sheet: User Privacy Protection

OWASP Cheat Sheet: Password and Cryptographic Storage
OWASP Cheat Sheet: HSTS

OWASP Testing Guide: Testing for weak cryptography

A03: 2021-iFA\ Injection

OWASP Proactive Controls: Secure Database Access

OWASP ASVS: V5 Input Validation and Encoding

OWASP Testing Guide: SQL Injection, Command Injection, and ORM Injection
OWASP Cheat Sheet: Injection Prevention

OWASP Cheat Sheet: SQL Injection Prevention

OWASP Cheat Sheet: Injection Prevention in Java

OWASP Cheat Sheet: Query Parameterization

OWASP Automated Threats to Web Applications — OAT-014

PortSwigger: Server-side template injection

A04: 2021-AZ£i%it Insecure Design

OWASP Cheat Sheet: Secure Design Principles

OWASP SAMM: Design:Security Architecture

OWASP SAMM: Design:Threat Assessment

NIST — Guidelines on Minimum Standards for Developer Verification of Software
The Threat Modeling Manifesto

Awesome Threat Modeling

A05: 2021-Z2HEcHiEI=R Security Misconfiguration

OWASP Testing Guide: Configuration Management

OWASP Testing Guide: Testing for Error Codes

Application Security Verification Standard V14 Configuration
NIST Guide to General Server Hardening

CIS Security Configuration Guides/Benchmarks

Amazon S3 Bucket Discovery and Enumeration



https://owasp.org/www-project-proactive-controls/v3/en/c7-enforce-access-controls
https://owasp.org/www-project-application-security-verification-standard
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/05-Authorization_Testing/README
https://cheatsheetseries.owasp.org/cheatsheets/Access_Control_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Authorization_Cheat_Sheet.html
https://portswigger.net/blog/exploiting-cors-misconfigurations-for-bitcoins-and-bounties
https://www.oauth.com/oauth2-servers/listing-authorizations/revoking-access/
https://owasp.org/www-project-proactive-controls/v3/en/c8-protect-data-everywhere
https://owasp.org/www-project-application-security-verification-standard
https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/User_Privacy_Protection_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html
https://owasp.org/www-project-web-security-testing-guide/stable/4-Web_Application_Security_Testing/09-Testing_for_Weak_Cryptography/README
https://owasp.org/www-project-proactive-controls/v3/en/c3-secure-database
https://owasp.org/www-project-application-security-verification-standard
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/07-Input_Validation_Testing/05-Testing_for_SQL_Injection
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/07-Input_Validation_Testing/12-Testing_for_Command_Injection
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/07-Input_Validation_Testing/05.7-Testing_for_ORM_Injection
https://cheatsheetseries.owasp.org/cheatsheets/Injection_Prevention_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Injection_Prevention_Cheat_Sheet_in_Java.html
https://cheatsheetseries.owasp.org/cheatsheets/Query_Parameterization_Cheat_Sheet.html
https://owasp.org/www-project-automated-threats-to-web-applications/
https://portswigger.net/kb/issues/00101080_serversidetemplateinjection
https://owasp.org/Top10/A04_2021-Insecure_Design/Coming Soon
https://owaspsamm.org/model/design/security-architecture/
https://owaspsamm.org/model/design/threat-assessment/
https://www.nist.gov/system/files/documents/2021/07/13/Developer Verification of Software.pdf
https://threatmodelingmanifesto.org/
https://github.com/hysnsec/awesome-threat-modelling
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/02-Configuration_and_Deployment_Management_Testing/README
https://owasp.org/www-project-web-security-testing-guide/stable/4-Web_Application_Security_Testing/08-Testing_for_Error_Handling/01-Testing_For_Improper_Error_Handling
https://github.com/OWASP/ASVS/blob/master/4.0/en/0x22-V14-Config.md
https://csrc.nist.gov/publications/detail/sp/800-123/final
https://www.cisecurity.org/cis-benchmarks/
https://blog.websecurify.com/2017/10/aws-s3-bucket-discovery.html

SZ @k A06-A10 OUJASP

Open Web Application
Security Project

A06: 2021-B=iREFIZAIEE Vulnerable and Outdated Components

OWASP Application Security Verification Standard: V1 Architecture, design and threat modelling
OWASP Dependency Check (for Java and .NET libraries)

OWASP Testing Guide - Map Application Architecture (OTG-INFO-010)

OWASP Virtual Patching Best Practices

The Unfortunate Reality of Insecure Libraries

MITRE Common Vulnerabilities and Exposures (CVE) search

National Vulnerability Database (NVD)

Retire.js for detecting known vulnerable JavaScript libraries

Node Libraries Security Advisories

Ruby Libraries Security Advisory Database and Tools

https://safecode.org/publication/SAFECode Software Integrity Controls0610.pdf
A07: 2021-B{RiR5IF1B{n38iFsEi=R Identification and Authentication Failures

OWASP Proactive Controls: Implement Digital Identity

OWASP Application Security Verification Standard: V2 authentication
OWASP Application Security Verification Standard: V3 Session Management
OWASP Testing Guide: Identity, Authentication

OWASP Cheat Sheet: Authentication

OWASP Cheat Sheet: Credential Stuffing

OWASP Cheat Sheet: Forgot Password

OWASP Cheat Sheet: Session Management

OWASP Automated Threats Handbook

NIST 800-63b: 5.1.1 Memorized Secrets
A08: 2021-FRHFNEUEEEMME Software and Data Integrity Failures

[OWASP Cheat Sheet: Software Supply Chain Security] (BPi&4&7%h)

[OWASP Cheat Sheet: Secure build and deployment] (Bl{&47h)

OWASP Cheat Sheet: Infrastructure as Code

OWASP Cheat Sheet: Deserialization

SAFECode Software Integrity Controls

A 'Worst Nightmare' Cyberattack: The Untold Story Of The SolarWinds Hack
CodeCov Bash Uploader Compromise

Securing DevOps by Julien Vehent

A09: 2021-Z2H=EMIsEEE Security Logging and Monitoring Failures
OWASP Proactive Controls: Implement Logging and Monitoring

OWASP Application Security Verification Standard: V8 Logging and Monitoring

OWASP Testing Guide: Testing for Detailed Error Code

OWASP Cheat Sheet: Application Logging Vocabulary

OWASP Cheat Sheet: Logging

Data Integrity: Recovering from Ransomware and Other Destructive Events

Data Integrity: Identifying and Protecting Assets Against Ransomware and Other Destructive Events

Data Inteqgrity: Detecting and Responding to Ransomware and Other Destructive Events

A10: 2021-BRsSimiaR{HiE Server-Side Request Forgery

OWASP - Server-Side Request Forgery Prevention Cheat Sheet

PortSwigger - Server-side request forgery (SSRF)

Acunetix - What is Server-Side Request Forgery (SSRF)?

SSRF bible

A New Era of SSRF - Exploiting URL Parser in Trending Programming Languages!



https://owasp.org/Top10/A06_2021-Vulnerable_and_Outdated_Components/
https://owasp.org/www-project-proactive-controls/v3/en/c6-digital-identity
https://owasp.org/www-project-application-security-verification-standard
https://owasp.org/www-project-application-security-verification-standard
https://owasp.org/www-project-web-security-testing-guide/stable/4-Web_Application_Security_Testing/03-Identity_Management_Testing/README
https://owasp.org/www-project-web-security-testing-guide/stable/4-Web_Application_Security_Testing/04-Authentication_Testing/README
https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Credential_Stuffing_Prevention_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Forgot_Password_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html
https://owasp.org/www-project-automated-threats-to-web-applications/
https://cheatsheetseries.owasp.org/cheatsheets/Infrastructure_as_Code_Security_Cheat_Sheet.html
https://www.owasp.org/index.php/Deserialization_Cheat_Sheet
https://safecode.org/publication/SAFECode_Software_Integrity_Controls0610.pdf
https://www.npr.org/2021/04/16/985439655/a-worst-nightmare-cyberattack-the-untold-story-of-the-solarwinds-hack
https://about.codecov.io/security-update
https://www.manning.com/books/securing-devops
https://owasp.org/www-project-proactive-controls/v3/en/c9-security-logging.html
https://owasp.org/www-project-application-security-verification-standard
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/08-Testing_for_Error_Handling/01-Testing_for_Error_Code
https://cheatsheetseries.owasp.org/cheatsheets/Application_Logging_Vocabulary_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Logging_Cheat_Sheet.html
https://csrc.nist.gov/publications/detail/sp/1800-11/final
https://csrc.nist.gov/publications/detail/sp/1800-25/final
https://csrc.nist.gov/publications/detail/sp/1800-26/final
https://cheatsheetseries.owasp.org/cheatsheets/Server_Side_Request_Forgery_Prevention_Cheat_Sheet.html
https://portswigger.net/web-security/ssrf
https://www.acunetix.com/blog/articles/server-side-request-forgery-vulnerability/
https://cheatsheetseries.owasp.org/assets/Server_Side_Request_Forgery_Prevention_Cheat_Sheet_SSRF_Bible.pdf
https://www.blackhat.com/docs/us-17/thursday/us-17-Tsai-A-New-Era-Of-SSRF-Exploiting-URL-Parser-In-Trending-Programming-Languages.pdf

XJRZHICWE A0

OWASP

Open Web Application
Security Project

A01: 2021-580iGa)E#l Broken Access Control

CWE-22 Improper Limitation of a Pathname to a Restricted Directory (‘Path Traversal')

CWE-23 Relative Path Traversal

CWE-35 Path Traversal: '.../...//'

CWE-59 Improper Link Resolution Before File Access ('Link Following")

CWE-200 Exposure of Sensitive Information to an Unauthorized Actor

CWE-201 Exposure of Sensitive Information Through Sent Data

CWE-219 Storage of File with Sensitive Data Under Web Root

CWE-264 Permissions, Privileges, and Access Controls (should no longer be used)

O© o |IN|/OO o~ IN|F

CWE-275 Permission Issues

10 CWE-276 Incorrect Default Permissions

11 CWE-284 Improper Access Control

12 CWE-285 Improper Authorization

13 CWE-352 Cross-Site Request Forgery (CSRF)

14 CWE-359 Exposure of Private Personal Information to an Unauthorized Actor

15 CWE-377 Insecure Temporary File

16 CWE-402 Transmission of Private Resources into a New Sphere (‘'Resource Leak')

17 CWE-425 Direct Request (‘'Forced Browsing')

18 CWE-441 Unintended Proxy or Intermediary (‘Confused Deputy')

19 CWE-497 Exposure of Sensitive System Information to an Unauthorized Control Sphere

20 CWE-538 Insertion of Sensitive Information into Externally-Accessible File or Directory

21 CWE-540 Inclusion of Sensitive Information in Source Code

22 CWE-548 Exposure of Information Through Directory Listing

23 CWE-552 Files or Directories Accessible to External Parties

24 CWE-566 Authorization Bypass Through User-Controlled SOL Primary Key

25 CWE-601 URL Redirection to Untrusted Site ('Open Redirect’)

26 CWE-639 Authorization Bypass Through User-Controlled Key

27 CWE-651 Exposure of WSDL File Containing Sensitive Information

28 CWE-668 Exposure of Resource to Wrong Sphere

29 CWE-706 Use of Incorrectly-Resolved Name or Reference

30 CWE-862 Missing Authorization

31 CWE-863 Incorrect Authorization

32 CWE-913 Improper Control of Dynamically-Managed Code Resources

33 CWE-922 Insecure Storage of Sensitive Information

34 CWE-1275 Sensitive Cookie with Improper SameSite Attribute



https://cwe.mitre.org/data/definitions/22.html
https://cwe.mitre.org/data/definitions/23.html
https://cwe.mitre.org/data/definitions/35.html
https://cwe.mitre.org/data/definitions/59.html
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/201.html
https://cwe.mitre.org/data/definitions/219.html
https://cwe.mitre.org/data/definitions/264.html
https://cwe.mitre.org/data/definitions/275.html
https://cwe.mitre.org/data/definitions/276.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/285.html
https://cwe.mitre.org/data/definitions/352.html
https://cwe.mitre.org/data/definitions/359.html
https://cwe.mitre.org/data/definitions/377.html
https://cwe.mitre.org/data/definitions/402.html
https://cwe.mitre.org/data/definitions/425.html
https://cwe.mitre.org/data/definitions/441.html
https://cwe.mitre.org/data/definitions/497.html
https://cwe.mitre.org/data/definitions/538.html
https://cwe.mitre.org/data/definitions/540.html
https://cwe.mitre.org/data/definitions/548.html
https://cwe.mitre.org/data/definitions/552.html
https://cwe.mitre.org/data/definitions/566.html
https://cwe.mitre.org/data/definitions/601.html
https://cwe.mitre.org/data/definitions/639.html
https://cwe.mitre.org/data/definitions/651.html
https://cwe.mitre.org/data/definitions/668.html
https://cwe.mitre.org/data/definitions/706.html
https://cwe.mitre.org/data/definitions/862.html
https://cwe.mitre.org/data/definitions/863.html
https://cwe.mitre.org/data/definitions/913.html
https://cwe.mitre.org/data/definitions/922.html
https://cwe.mitre.org/data/definitions/1275.html

X AICWE AQ2 OWASP

Open Web Application
Security Project

A02: 2021-INENFHIKIE Cryptographic Failures

1 CWE-261 Weak Encoding for Password

CWE-296 Improper Following of a Certificate's Chain of Trust

CWE-310 Cryptographic Issues

CWE-319 Cleartext Transmission of Sensitive Information

CWE-322 Key Exchange without Entity Authentication

CWE-323 Reusing a Nonce, Key Pair in Encryption

CWE-324 Use of a Key Past its Expiration Date

2
3
4
5 CWE-321 Use of Hard-coded Cryptographic Key
6
7
8
9

CWE-325 Missing Required Cryptographic Step

10 CWE-326 Inadequate Encryption Strength

11 CWE-327 Use of a Broken or Risky Cryptographic Algorithm

12 CWE-328 Reversible One-Way Hash

13 CWE-329 Not Using a Random IV with CBC Mode

14 CWE-330 Use of Insufficiently Random Values

15 CWE-331 Insufficient Entropy

16 CWE-335 Incorrect Usage of Seeds in Pseudo-Random Number Generator(PRNG)

17 CWE-336 Same Seed in Pseudo-Random Number Generator (PRNG)

18 CWE-337 Predictable Seed in Pseudo-Random Number Generator (PRNG)

19 CWE-338 Use of Cryptographically Weak Pseudo-Random Number Generator(PRNG)

20 CWE-340 Generation of Predictable Numbers or Identifiers

21 CWE-347 Improper Verification of Cryptographic Signature

22 CWE-523 Unprotected Transport of Credentials

23 CWE-720 OWASP Top Ten 2007 Category A9 - Insecure Communications

24 CWE-757 Selection of Less-Secure Algorithm During Negotiation('Algorithm Downgrade')

25 CWE-759 Use of a One-Way Hash without a Salt

26 CWE-760 Use of a One-Way Hash with a Predictable Salt

27 CWE-780 Use of RSA Algorithm without OAEP

28 CWE-818 Insufficient Transport Layer Protection

29 CWE-916 Use of Password Hash With Insufficient Computational Effort
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X AICWE AO3 OWASP

Open Web Application
Security Project

A03: 2021-iF A\ Injection

1 CWE-20 Improper Input Validation

CWE-74 Improper Neutralization of Special Elements in Output Used by a Downstream Component (‘Injection’)

CWE-75 Failure to Sanitize Special Elements into a Different Plane (Special Element Injection)

CWE-77 Improper Neutralization of Special Elements used in a Command (‘(Command Injection’)

A~ W N

CWE-78 Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection’)

(@3]

6 CWE-79 Improper Neutralization of Input During Web Page Generation (‘'Cross-site Scripting')
7 CWE-80 Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic XSS)
8

CWE-83 Improper Neutralization of Script in Attributes in a Web Page

9 CWE-87 Improper Neutralization of Alternate XSS Syntax

10 CWE-88 Improper Neutralization of Argument Delimiters in a Command (‘Argument Injection’)

11 CWE-89 Improper Neutralization of Special Elements used in an SOL Command ('SOL Injection")

12 CWE-90 Improper Neutralization of Special Elements used in an LDAP Query ('LDAP Injection")
13 CWE-91 XML Injection (aka Blind XPath Injection)
14 CWE-93 Improper Neutralization of CRLF Seqguences ('CRLF Injection’)

15 CWE-94 Improper Control of Generation of Code (‘Code Injection’)

16 CWE-95 Improper Neutralization of Directives in Dynamically Evaluated Code (‘Eval Injection’)

17 CWE-96 Improper Neutralization of Directives in Statically Saved Code ('Static Code Injection’)
18 CWE-97 Improper Neutralization of Server-Side Includes (SSI) Within a Web Page

CWE-98 Improper Control of Filename for Include/Require Statement in PHP Program ('PHP Remote File
Inclusion’)

20 CWE-99 Improper Control of Resource Identifiers (‘'Resource Injection')

19

21 CWE-100 Deprecated: Was catch-all for input validation issues
22 CWE-113 Improper Neutralization of CRLF Sequences in HTTP Headers ((HTTP Response Splitting')

23 CWE-116 Improper Encoding or Escaping of Output

24 CWE-138 Improper Neutralization of Special Elements

25 CWE-184 Incomplete List of Disallowed Inputs

26 CWE-470 Use of Externally-Controlled Input to Select Classes or Code (‘Unsafe Reflection’)
27 CWE-471 Modification of Assumed-Immutable Data (MAID)

28 CWE-564 SQL Injection: Hibernate

29 CWE-610 Externally Controlled Reference to a Resource in Another Sphere

30 CWE-643 Improper Neutralization of Data within XPath Expressions (‘XPath Injection")

31 CWE-644 Improper Neutralization of HTTP Headers for Scripting Syntax

32 CWE-652 Improper Neutralization of Data within XQuery Expressions (‘XQuery Injection")

CWE-917 Improper Neutralization of Special Elements used in an Expression Language Statement (‘Expression
Language Injection")

33
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X AICWE A04 OWASP

Open Web Application
Security Project

A04: 2021-AEZ2i%it Insecure Design

CWE-73 External Control of File Name or Path

CWE-183 Permissive List of Allowed Inputs

CWE-209 Generation of Error Message Containing Sensitive Information
CWE-213 Exposure of Sensitive Information Due to Incompatible Policies
CWE-235 Improper Handling of Extra Parameters

CWE-256 Unprotected Storage of Credentials

CWE-257 Storing Passwords in a Recoverable Format

CWE-266 Incorrect Privilege Assignment

CWE-269 Improper Privilege Management

10 CWE-280 Improper Handling of Insufficient Permissions or Privileges

11 CWE-311 Missing Encryption of Sensitive Data

12 CWE-312 Cleartext Storage of Sensitive Information

13 CWE-313 Cleartext Storage in a File or on Disk

14 CWE-316 Cleartext Storage of Sensitive Information in Memory

15 CWE-419 Unprotected Primary Channel

16 CWE-430 Deployment of Wrong Handler

17 CWE-434 Unrestricted Upload of File with Dangerous Type

18 CWE-444 Inconsistent Interpretation of HTTP Requests ((HTTP Request Smuggling’)
19 CWE-451 User Interface (Ul) Misrepresentation of Critical Information
20 CWE-472 External Control of Assumed-Immutable Web Parameter

21 CWE-501 Trust Boundary Violation

22 CWE-522 Insufficiently Protected Credentials

23 CWE-525 Use of Web Browser Cache Containing Sensitive Information
24 CWE-539 Use of Persistent Cookies Containing Sensitive Information

25 CWE-579 J2EE Bad Practices: Non-serializable Object Stored in Session
26 CWE-598 Use of GET Request Method With Sensitive Query Strings

27 CWE-602 Client-Side Enforcement of Server-Side Security

28 CWE-642 External Control of Critical State Data

29 CWE-646 Reliance on File Name or Extension of Externally-Supplied File
30 CWE-650 Trusting HTTP Permission Methods on the Server Side

31 CWE-653 Insufficient Compartmentalization

32 CWE-656 Reliance on Security Through Obscurity

33 CWE-657 Violation of Secure Design Principles

34 CWE-799 Improper Control of Interaction Frequency

35 CWE-807 Reliance on Untrusted Inputs in a Security Decision

36 CWE-840 Business Logic Errors

37 CWE-841 Improper Enforcement of Behavioral Workflow

38 CWE-927 Use of Implicit Intent for Sensitive Communication

39 CWE-1021 Improper Restriction of Rendered Ul Layers or Frames

40 CWE-1173 Improper Use of Validation Framework

O oI NoOo|dlw N |-
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X HICWE AO5-A06 OWASP

Open Web Application
Security Project

A05: 2021-F£fiEEI= Security Misconfiguration

1 CWE-2 7PK - Environment

2 CWE-11 ASP.NET Misconfiguration: Creating Debug Binary

3 CWE-13 ASP.NET Misconfiguration: Password in Configuration File

4 CWE-15 External Control of System or Configuration Setting

5 CWE-16 Configuration

6 CWE-260 Password in Configuration File

7 CWE-315 Cleartext Storage of Sensitive Information in a Cookie

8 CWE-520 .NET Misconfiguration: Use of Impersonation

9 CWE-526 Exposure of Sensitive Information Through Environmental Variables

10 CWE-537 Java Runtime Error Message Containing Sensitive Information

11 CWE-541 Inclusion of Sensitive Information in an Include File

12 CWE-547 Use of Hard-coded, Security-relevant Constants

13 CWE-611 Improper Restriction of XML External Entity Reference

14 CWE-614 Sensitive Cookie in HTTPS Session Without 'Secure' Attribute

15 CWE-756 Missing Custom Error Page

16 CWE-776 Improper Restriction of Recursive Entity References in DTDs (‘XML Entity Expansion’)

17 CWE-942 Overly Permissive Cross-domain Whitelist

18 CWE-1004 Sensitive Cookie Without 'HttpOnly' Flag

19 CWE-1032 OWASP Top Ten 2017 Category A6 - Security Misconfiguration

20 CWE-1174 ASP.NET Misconfiguration: Improper Model Validation

A06: 2021-BF=HRGFIIAIAY2EE Vulnerable and Outdated Components

1 CWE-937 OWASP Top 10 2013: Using Components with Known Vulnerabilities

2 CWE-1035 2017 Top 10 A9: Using Components with Known Vulnerabilities

3 CWE-1104 Use of Unmaintained Third Party Components
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CWE - CWE-937: OWASP Top Ten 2013 Category A9 - Using Components with Known Vulnerabilities (4.6) (mitre.org)
CWE - CWE-1035: OWASP Top Ten 2017 Category A9 - Using Components with Known Vulnerabilities (4.6) (mitre.org)
CWE - CWE-1104: Use of Unmaintained Third Party Components (4.6) (mitre.org)

X AICWE AQ7 OWASP

Open Web Application
Security Project

A07: 2021-B{piRsF1B{a3&iEiEi= |dentification and Authentication

T

1 CWE-255 Credentials Management Errors

2 CWE-259 Use of Hard-coded Password

3 CWE-287 Improper Authentication

4 CWE-288 Authentication Bypass Using an Alternate Path or Channel

5 CWE-290 Authentication Bypass by Spoofing

6 CWE-294 Authentication Bypass by Capture-replay

7 CWE-295 Improper Certificate Validation

8 CWE-297 Improper Validation of Certificate with Host Mismatch

9 CWE-300 Channel Accessible by Non-Endpoint

10 CWE-302 Authentication Bypass by Assumed-Immutable Data

11 CWE-304 Missing Critical Step in Authentication

12 CWE-306 Missing Authentication for Critical Function

13 CWE-307 Improper Restriction of Excessive Authentication Attempts

14 CWE-346 Origin Validation Error

15 CWE-384 Session Fixation

16 CWE-521 Weak Password Requirements

17 CWE-613 Insufficient Session Expiration

18 CWE-620 Unverified Password Change

19 CWE-640 Weak Password Recovery Mechanism for Forgotten Password

20 CWE-798 Use of Hard-coded Credentials

21 CWE-940 Improper Verification of Source of a Communication Channel

22 CWE-1216 Lockout Mechanism Errors
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X EICWE AO8 - A10 OWASP

Open Web Application
Security Project

A08: 2021-FR{EFNEUEE IS Software and Data Integrity Failures

1 CWE-345 Insufficient Verification of Data Authenticity

CWE-353 Missing Support for Integrity Check

CWE-426 Untrusted Search Path

CWE-494 Download of Code Without Integrity Check

CWE-502 Deserialization of Untrusted Data

o oW DN

CWE-565 Reliance on Cookies without Validation and Integrity Checking

7 CWE-784 Reliance on Cookies without Validation and Integrity Checking in a Security Decision

8 CWE-829 Inclusion of Functionality from Untrusted Control Sphere

9 CWE-830 Inclusion of Web Functionality from an Untrusted Source

10 CWE-915 Improperly Controlled Modification of Dynamically-Determined Object Attributes

A09: 2021-ZLHAEMISIEMIE Security Logging and Monitoring Failures

1 CWE-117 Improper Output Neutralization for Logs

2 CWE-223 Omission of Security-relevant Information

3 CWE-532 Insertion of Sensitive Information into Log File

4 CWE-778 Insufficient Logging

A10: 2021-RSimBERMBE Server-Side Request Forgery

1 CWE-918 Server-Side Request Forgery (SSRF)
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ﬁ. ﬂggitlé\iAO,I - A1O OWRSP

Open Web Application
Security Project
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