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One in Four
Adults Now Use
Mobile Apps



LN S YDA TR L a2 [V PN S

TR AN 2 i R S N e K BEAE

20124E04 H05H08: 46 FEiE: FiE-FlEmiE

Hi Bk 2 AR H R e VR AR AR R B R R B, AT ) T ilE — 4 i B 7R ik
Hil—— 5 N3 %% A T 2

2% 242 22 W) Juniper Networks# a2 4z 18 ] » #: K% (Dan Hoffman) #Rox, MHAHME M
TR R A g R Y T B AR L I R M AR 2 T D R B A M SRR OGN

BT ETRE T LAE v K b RSN, FreAsi Py i T TG ALK, B R w i
BB R S A niE R AN, LSS . — BRRA RN AT, RS
EH P AN RS oL R FT v AN S SD, sl A S M Rk kS . GIBUE RS LA K
W, JFBEH P ATES.

ANV e, BRI UL T C2 PR B ANRE A REE. B2
PR, Androidi & WOARFETGERIMLAGTI T E Hbr, FOAERNLRGN T B aetlnig.

HArA A S 2 RS F2 BB, AR RS 2B 0, AN Rvrahilic4:
| R AT B S A 2 R




1Z2&iRF - THREE LAYERS

1. Server

Web Server
Web
Services




1Z2&iRF - THREE LAYERS

2G/3G environment

2. Network
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Sensitivity
Transport Protection




1Z2&iRF - THREE LAYERS

3. Client

Storage of Credentials
Configuration Files
Insecure Development
Platform Issues




1Z2&iRF - THREE LAYERS

2G/3G environment

1. Server 2. Network 3. Client
Web Server Data Type Storage of Credentials
Web Services Sensitivity Configuration Files
Transport Protection Insecure Development

Platform Issues




ZPHINARE

Client

'L'ﬂ'l'.l.

Network

- Credentials in memory

- Credentials on filesystem
- Data stored on filesystem
- Poor cert management

- Etc.

- Cleartext credentials
- Cleartext data

- Backdoor data

- Data leakage

- Etc.

Security Thinking

Server

- SALi

- X5S

- LFI

- Authentication

- Session Management
- Logic Flaws

- Etc.




PEIMARZESEET - BPRNER
Methodology Section | Check / Vulnerability Examples

Client (Static and Dynamic) Dropped files on the filesystem
Poor use of APIs
Certificate issues
Credentials stored on device
Data stored on device

Network (Dynamic) Insecure transmission of credentials
Improper transmission of application data
Reliance on the client for security
Checks for sensitive obfuscated data

Server (Static and Dynamic) SQL Injection vulnerabilities
XSS vulnerabilities
A ' - aY 2 b . 7 - 7 . b . ” L~ v . Y

All standard web assessment vulnerabilities




SRSB4 ( Clear Thinking )

 KNnow where you are using
credentials

N
- Know what sensitive data is C}
In play

» Track these through the
device, network, and
backend
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IR AR 2R - Security Thinking

Application Client Network
Mapping Attacks Attacks

Binary Filesystem Rlemonand
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ZiIMNATZEHAZRIEES — SECURITY JOBS

Security Foundations — Mobile Applications

] Architecture
Requirements ] Production
& Design

N

Mobile Security Application Specific Mobile Secure Coding Mobile Application Security
Development Threat Modeling and Training Assessment (Static, Dynamic, Server,
Standards Analysis Network, Client)
Mobile Secure Coding
Mobile Application Threat Modeling CBT Standards Wiki
Security Process for Developers

Design Static Analysis

Mobile Risk
Mobile Security Dictionary

Policies

Mobile Firewall
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Securing the client, the server and the network
communications.
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HP Fortify SCA Tool HP Fortify Experts

. [
ST

Static testing analyzes Dynamic testing simulates
the source code for an attack against a
vulnerabilities running application
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Coding Integration (0] Deploy Maintenance

HP Fortify SCA HPFortifyss | HPwi || HP Fortify RTA
Dynamic Test Penetration Test Deploy

Static Code SecurityScope Real-Time
Weblnspect
Analyzer Analyzer

HP Fortify SSC Server
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Proactive alert Management




HP FORTIFY SCA
252 1HER RS Z 2R

1. ASP.Net 11. XML

2. VB.Net 12. C/C++

3. C#.Net 13. PHP

4. ASP 14. T-SQL (MSSQL DB)

5. VBScript 15. PL/SQL (Oracle DB)

6. VB6 16. Action Script

/. Java 17.0Dbject-C (1IPhone-2012/5)
(Android — 2011/6)

8. JSP

9. JavaScript
10. HTML
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HP FORTIFY SCA
Support Android Java Packages

android.app
android.content
android.database
android.database.sqlite
android.location
android.net

android.os
android.telephony

. android.telephony.cdma
0. android.telephony.gsm
1. android.text

| 2. android.util

13. android.webkit

14. android.widget

= DN OO & CRl




HP FORTIFY SCA ’
7§55 Android FISZ2£iERtSZER (1/2)

1. Access Control: Android Provider

. Access Control: Database

Android Bad Practices: Missing Broadcaster Permission
Android Bad Practices: Missing Receiver Permission
Android Bad Practices: Sticky Broadcast

Cross Site Scripting: Persistent

Cross Site Scripting: Poor Validation

Cross Site Scripting: Reflected

Header Manipulation: Cookies

O Insecure Storage: Android External Storage

1.Log Forging

2.Password Management

3. Password Management: Empty Password

4. Password Management: Hardcoded Password

5. Password Management: Null Password

6. Password Management: Weak Cryptography

“444@.OC’.\‘.CD.U":'>.C*"\J
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HP FORTIFY SCA ’
%§5 Android RIS Z2iEESNZER] (2/2)

17 .Path Manipulation

18. Privacy Violation

19. Privilege Management: Android Location

20. Privilege Management: Android Messaging

2. Privilege Management: Android Telephony

22 . Privilege Management: Missing APl Permission

2 3. Privilege Management: Missing Intent Permission
24 . Query String Injection: Android Provider

25. Resource Injection

26.SQL Injection

2 (. System Information Leak




HP FORTIFY SCA ‘
%}5 iPhone [BISZ2RFwiEIEN2E5 (1/2)

. Access Control: Database

Code Correctness: Regular Expressions Denial of Service
Format String

Key Management: Hardcoded Encryption Key

Log Forging

Memory Leak

Often Misused: Encoding

Often Misused: File System

. Often Misused: SMS

0. Often Misused: Weak SSL Certificate

1.Password Management: Empty Password

2.Password Management: Hardcoded Password

3. Password Management: Null Password

4. Path Manipulation




HP FORTIFY SCA ‘
%35 iPhone [BISZ2RwiEIEN2E5 (2/2)

5. Privacy Violation

6. Privacy Violation: Keyboard Caching

8. Resource Injection

]
[
17 .Privacy Violation: Screen Caching
1
1

9. SQL Injection

20.Unreleased Resource: Streams
21.Unsafe Mobile Code: Insecure Transport
22.Unsafe Reflection

23.Weak Cryptographic Hash

24 . Weak Encryption

25.Weak Encryption: Insufficient Key Size




HP FORTIFY SCA
ZiF R 2mEENZER - BEFEE

http://www.hpenterprisesecurity.com/vulncat/en/vulncat/

HP Enterprise Security

English Japanese Korean Simplified Chinese Traditional Chinese

Expand All | Close All API Abuse

F A Taxonomy of Coding Errors that Affect Security

#-{_] ABAP

; {_] ActionScript

; {_] ColdFusion

: |__] CoBOL

: ] C/C++

; {_] C#/VB.NET/ASP.NET
; { ] HTML

: |1 Java/isP

: {_] Javascript

= +=) Objective-C

. B@-{_] API Abuse

#{_] Code Quality

[*{ ] Encapsulation
“{_] Input Validation and Representation
“{_) Security Features

: i_] PHP

: {_] Python

; {_] PLSQL/TSQL

; {1 WisualBasic/VBScript/ASP

: || Webservices

7] XML

An APl is a contract between a caller and a callee. The most common forms of APl abuse are caused by
the caller failing to honor its end of this contract. For example, if a program fails to call chdir () after
calling chroot (), it violates the contract that specifies how to change the active root directory in a
secure fashion. Another good example of library abuse is expecting the callee to return trustworthy DNS
information to the caller. In this case, the caller abuses the callee API by making certain assumptions
about its behavior (that the return value can be used for authentication purposes). One can also violate
the caller-callee contract from the other side. For example, if a coder subclasses SecureRandom and
returns a non-random value, the contract is violated.

Contents

Objective-C

Often Misused: Encoding
Often Misused: File System
Often Misused: Weak SSL Certificate

Copyright 2012 Fortify Software - All rights reserved.
(Generated from version 2012.2.0.0010 of the Fortify Secure Coding Rulepacks)
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Visual Studio,
Eclipse, STE.“.
IBM RAD and RSA o
|| Audit
“a Workbench
Dev Security
Java, .Net
e : = mode mode
G/C++, FU'rUfy Global
JSP, Build Tool J
PUSQL, _ Analysis
TSaL, Touchless Build | &2 Fortify
Cold Fusion 7 Intermediate 2| = :
IDE & AWB 2
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| Manager
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HP FORTIFY SCA (1)
EEIZIMESTRANSLATION PHASE

Visual Studio,
EC|ipSE. STH-EH”
_ IBM RAD and RSA g
NST: Normalized Syntax Tree | [ | Avi
| Audi
¢"IEEEEEEEEEEEEEEENEEEEEEEER) . Workbench
- Java, .Net, : DE; SEEL:jrit"-'r
. O, = Fortify Global mode_l_moce
JSP Build Tool m .
& PUSOL | | . Analysis
- TSAL, Touchless Build| | g2 Fortify -
Cold Fusion N Intermediate = _m e | w
m %)
m JavaScript/Ajax DE & AWE - Model = =8 '% _g il : SSC
n PHP, Command = = 2l o218 |s|lE|E
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Translation Phase r
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Fortify Customized
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HP FORTIFY SCA (2)

SHESANALYSIS PHASE

Java, .Net,
C/C++,

JSP
PL/SOL,
TSAL,

Cold Fusion
JavaScript/Ajax
PHP,
Classic ASP-
VB6 and COBOL

Build Tool
Touchless Build
IDE & AWB

Command
Line Interface

PARSERS

Fortify
Intermediate
Moaodel

Visual Studio,
EC”[]SE_ STI:!.F!JII
IBM RAD and RSA ok
Analysis Phase ,
| Audit

'S

Fortify Global
Analysis

Findbugs

! Extensions
EEEEEEEEEEEEEEEEEEEEEEEEERY®

Data Flow
Semantic
Control Flow
Configuration
Structural

Secure Coding Rules

Fortify Customized
Rules Rules

@

B Workbench

Dev Security
mode mode

FPR

SSC

F | Fortify
il | Manager




HP FORTIFY SCA (3)
EZIMEBAUDIT PHASE

VB EEEEEEEEEEEEENENE)

4 1
u Visual Studio, 1
] Eclipse, STH-FHH 2
u IBM RAD and RSA S I
| . :
. [ | Audit I
: “m— Workbench :
[ | Dev Security
Java, .Net 1
o -Nel, - mode mode
C/Ce+, Fortify Globalg '
JSP, Build Tool : '
PL/SAL, L | Analysis & -
TSOL, Touchless Build © o= Fortify | 1
Cold Fusion IDE & AWB E, Intermediate n E =) FPR :
JavaScript/Ajax = Madel =5 m]l2|5 sscll ,
PHP, Command | & - 2 5 =mlele £
; — ) e | T |
Classic ASP- Line Interface 2 E 5 3 am|dlH : d
VB6 and COBOL ; SRR ™ - !
o W (=) Q | =N
= 0 e | en |
2 N
|
- FE_— | Fortify :
] _ull | Manager :
~ [
‘sssssEEEEEEEEEEER?®
Secure Coding Rules AU d |t Ph ase
Fortify Customized
Rules Rules
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‘s FPR: Fortify Project Result
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(1) Likelihood

(- 3L R 07 i 12)
(2) Impact

(- &% Ax43R] & p I chfien e £ 1)

Impact

w3 ¥k P %> High/ Low
méiiﬁﬁéﬁﬁﬁﬁmﬁﬁwgﬁﬂm
T?Ai&ﬁ_ﬂ_&lg*f% ]E’{E

Issues by Priority

Likelihood



3 HR S %Y HIGH/ LOW - AUDIT

L%

Summary
Issue: Class1.cs:31
Analysis: [ -

Mot an Issue
Reliability Issue
Unknown
Suspicious
Exploitable

Click to append comment

Suppress ] [ File Bug ...

F) Recommendations ||[F) Filters |[F) History |[F) Details |[F) Diagram |[F) Summary | =] &%

-~ 0

SQL Injection i
(Input Validation and
Representation, Data

flow)

m

= Class] csBIE S 11T
$ FEMainleER
FEEEERE A
SQLE - EET s
STHBEEEEUESH -

Maore Information
Becommendations .

Figure 3: Audit Status lcons

E" Mot an 1ssue
(%) Reliability lssue
i Unknown

u SuUspicious

H Exploitable

. suppressed
[ Unaudited




HP FORTIFY SCA #ziic ECLIPSE $&ill ANDROID

HP Fortify | Run Window Help

= Java - Test/riches_wealth_src/WEB-INF/src/java/com/fogy/samples/riches/model/LocationService java -

File Edit Source Refactor Mavigate Search Projeg

£ v Fit-0-Q -~
[% package Explorer &2 =08
g ¥

4 {3_—‘,1' Test
> 8 riches_wealth_src
> = JRE System Library [JavaSE-1.6]

@ LocationServi

&

o < o < < R < =

Analyze Project
Show Project Summgﬁ

Audit Guide

Generate Report ...

Upload Audit Project

Export Audit Project ...
Save Audit Project

Open Collaborative Audit ...
Open Audit Project ...
Merge Audit Projects ...
Load Saved Audit Project

Options ...

Cli

[

ss, String city, String state) throws Exception

lection();

n WHERE branch = "Yes' AND state = "" + state + "' AND city = "" + city + "' AND address = '" + addres

lerystr) ;

ing( "address"), rs.getString("city"), rs.getString("state"), rs.getString("zip"), rs.getString("atm”),

safeCloseStatement(statement);
safeCloseConnection(conn);

return locations;

#® &g E
}
public si el
1
Conng ﬁ
State
Arra
try{
q
E
J &
}
1
finally{
}
}

public static List findBranchByAddress(5String address, String city, String state) throws Exception

{

List branches=null;

5essign sessisn=null;

try{
session = ConnectionFactory.getInstance().getSession();
Criteria criteria = sessien.createCriteria(locatign.class);

criteria.add(Expressien.eq("branch”,

criteria.

criteria.

branches=criteria.list();

3
finally{

if(session!=null)

safeClose(session);

return branches;

"Yes™));
add(Expressien.eq("address", address));

criteria.add(Expression.eq("city”, city));
add(Expressien.eq("state”, state));

L1




HP FORTIFY SCA¥&EE ECLIPSE #&illl ANDROID

r
] LocationService java &3 [] BanneradClient java 1 [] BanneradServer.java 1
} -

nn niim | OO0

; © public static List findAtmByAddress(String address, String city, String state) throws Exception

1

n

Connection conn=null;
Statement statement = null;
Arraylist locations = new Arraylist();

try{
conn = ConnfFactory.getInstance().getConnection();

String gqueryStr = "SELECT * FROM location WHERE branch = "Yes' AND state = """ + state + "' AND city = '" + city + "' AND address = '" + addres
statement = conn.createStatement();

ResultSet rs = statement.executeQue quers

while (rs.next()) i

{

Anm

locations.add( nes
1 A Fortify SCA
} - -
finally{
safeClosestatement(s
safelCloseConnection(

tring("zip"), rs.getString("atm"),

}

return locations;

} [] Always run in background

£

= public static List findBranc

{

[Run in Background] [ Cancel ] [ Details ==

List branches=null;

Session session=null;

try{
session = ConnectieonFactory.getInstance().getSession();
Criterig criteria = session.createCriteria(lgcatign.class);
criteria.add(Expressien.eq("branch™, "Yes"));
criteria.add{Expression.eq("address”, address));
criteria.add(Expression.eq("city”, city));
criteria.add(Expression.eq("state”, state));
branches=criteria.list();

BEaaEEsE &&

b}
finally{
if({session!=null)
safeClose(session);

}

return branches;

4 1




HP FORTIFY SCA¥&EE ECLIPSE #&illl ANDROID

— Fortify Audit - Test/riches_wealth_src/WEB-INF/src/java/com/fortify/samples/riches/mode

File Edit Source Refactor MNavigate Search Project HP Fortify Run Window Help

4 ~ Fi%-0-Q~ @&~ 9 406 N - e e~
F SCA Analysis Results 22 ¥ = O ||@ LocationService java 2 [J] Banneradclientjava W [J] Banneradserver.java \I F Project Summary W i
N N - safeClose(session);
FitterSet:[Securrty Auditor View V] [ ny 1ssues
a3 48| 05 |LJ203] & 259] 3 return branchess
Critical (43)
/* Example on how prepareStatement can be misused in such a way that the query is still wuln to SQLLI */
Gmupﬂv:[Category ‘] = public static List findByZip(String zip) throws Exception
> ] Cross-Site Scripting: Reflected - [0 / 8] i Connection conn—null;
> ] Dangerous File Inclusion - [0 / 2] PreparedStatement statement = nuwll;
- [ HardCode2 - [0 / 24] Arraylist locations = new Arraylist():
> ] Path Manipulation - [0 / 2] tryl
> [ Privacy Violation - [0 / 3] conn = Connfactory.getInstance().getConnection();
4 (] 5QL Injection - [0 / 4] ) . ) .
. P - F— String queryStr = "SELECT * FROM locaticn WHERE zip = "" + zip + "'";
w LocationServiceJava:110 (5QL Injection) statement = conn.preparestatement();
> @l LocationServicejava:139 (Shared Sink) - [0 f 3] ResultSet rs = statement.executeQuery();
while (rs.next())
locaticns.add(new Lgcation(rs.getString("address"), rs.getString("city"), rs.getString("state"). rs.ge
b
}
finally{
safeCloseStatement(statement);
safeCloseConnection{conn);
}
return locations;
| [T} | [3 }
453 Advanced.. - . . . . . . . . .
s public static List findAtmByAddress(String address, String city, String state) throws Exception
. = 1
F  Analysis Trace 2 = Connection conn=null;
Statement statement = null;
iy Arraylist locations = new Arraylist();
«>» - Action URL - /ShowLocations.action try{
_____________________ | conn = Connfactory.getInstance().getConnection();
2{) FindLocations,java:86 - setZip(0) < m ]
FindLocations java:g8 - Assignment to this.zi - - - -
© . . J g L P F Issue Summary &3 F  Issue Detalls} F Recommendatmns\l F H|st0r_l,r\| F D|agram\| F Correlated Issues}
+0 FindLocationsjava:ds - Read this.zip
2() FindLocations.java:45 - findByZip(0) Issue: LocationServicejava:ll0 (SQL Injection)
= LocationService java:109 - Assignment to queryStr
() LocationService java:110 - prepareStatement(0) User:
Analysis: -




HP FORTIFY SCA &l OBJECT-C (iPhone)

| HP_Fartify_SCA_User_Guide_3.50.pdf - Adobe Acrabat Pra

File Edit View Document Comments Forms Tools Advanced Window Help

E Bookmarks 1

I = [ L
B Contents
!TA = Preface

] Chapter 1: HP Fortify Static
Code Analyzer Introduction

i Chapter 2: Translating Java
Code

] Chapter 3: Translating
NET Source Code

] Chapter 4: Translating
C/C++ Code

| Chapter 5: Translating
Objective-C Code

] Chapter 6: Translating
ABAP/4

i Chapter 7: Translating Flex

] Chapter 8: Translating
Other Languages

E Chapter 9: Troublesheoting
and Support

i Appendix A: Command Line
Interface

OB LEOP 249z &

]  Find .

ot} @ Ik &) & @@ % - [ [|] H

Objective-C Command Line Example

The following simple examples illustrate usage patterns for the supported compilers.

To translate a project called myproject using the Xcode compiler, enter:

sourceanalyzer -b my buildid xcodebuild -project myproject.xcodeproj -sdk iphonesimulator

Note: If you have an Apple Developer Certificate, pass -sdk iphoneos instead of -sdk iphonesimulator,

To translate a file named HelloWorld.m using the gce compiler, enter:

sourceanalyzer -b my buildid llvm-gcc -x ocbjective-c HelloWorld.m

To translate a file named HelloWorld.m using the clang compiler, enter:

sourceanalyzer -b my buildid clang ObjC HelloWorld.m
To scan the application artifact files
sourceanalyzer -b my buildid -scan -f result.fpr

Note: The source code will be compiled when running these commands.
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[ HP Fortify SCA ] [ HP Fortify SS ][ HP WI ][ HP Fortify RTA ]
Develop Dynamic Test || Penetration Test Deploy
= ; 5 . "

~ 37 )
Static Code SecurityScope Webl A Real-Time
\_ Analyzer \ I\ ebinspec ) \_  Analyzer )

LN |
Ll |
uy

uy
[ ]
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HP Fortify SSC Server
A2 A AL

Proactive alert Management

~

\L

Correlation 1 Reporting
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REMEDIATION J GOVERNANCE

. Security Policy Alert System Module | Fom.wmwmal ‘
—Event Alert
—Security Issues Status Dashboard
—Remediating Vulnerabilities CoIIaboratlver




DEFINE SOFTWARE SECURITY VARIABLES ON SSC

SFRVER

Dashboard Projects Runtime

F HP Fortify I LI - dh\u:lt( LT 11

Reports

Logout Account

Preferences

Welcome admin
About

v Process Management
Process Templates

Template Assignment Palicies

Personas
v Projects

Project Templates
Perormance Indicators

Custom Taags

CONFIG

CriticalExposure

Custom

ExecutableLOC

FILES

Mumber of issues that are audited

Mumber of issue issues that have a 'Critical’
Fortify Priority Order and are audited

Total number of configuration issues

Fortify Critical Exposure. High priority, high
severity issues that should be addressed
under all circumstances.

Mumber of issues that were manually
created during a source code review.

Executable Lines of code in the project. This
i5 a special-cased variable that does not use
the search string for evaluation. An SCA scan
must be uploaded in order for this variable to
be evaluated correctly.

Mumber of files in the projectversion. This is
a special-cased variable that does not use
the search string for evaluation. An SCA scan

Administration Variables
v General @, Search | Search Filter: Mone
Alert Definitions
Attribute Definifions 99 records found | 1-500f99 | |= |
Rulepacks 4 Add Selectitem and... | View Details || Validate | & i | Add Alert Definition
v System
Event Logs Name Description Search String
Users APPDETECTIVE Mumber of issues that are found by [Analysis Type] APPDETECTIVE
LDAP AppDetective
Raoles APPSCAN Mumber of izsues that are found by AppScan | [Analysis Type APPSCAM

audited:true

analyzer.configuration

[audience]targeted [severity]:[2,5]

[Analysis Type.CUSTOM

[Fortify Priority Order]:critical audited:true




SECURITY POLICY ALERT SYSTEM
CUSTOM DEFINE 100LOC

Create Performance Indicator x

Mame = 100L0C

Description  |E—H{THIZE 2358

..-__.-—-.
@ Ferformance Indicator is valid

Validate

Return Type =i=| Integer ¥ |

| Save | | Cancel




SECURITY POLICY ALERT SYSTEM
ADD ALERT FOR 100LOC

Performance Indicators = 100L0C

Performance Indicator: 100LOC Validate ||  Edit || i Delef | Add Alert Definition

T@

Mame  100LOC

Description | E—B{TAISE 505

Equation ISSUES | {LOC/100)

Return Type  Integer

InUsze
Indicates whether performance indicator is in use by an alert definition
Variahles Name Description Search String
ISSUES Total number of issues
LOC Lines of code in the project. This is a special-cased

variahle that does not use the search string for
evaluation. An S3CA scan must be uploaded in order
for this variahle to be evaluated correctly.




SECURITY POLICY ALERT SYSTEM

ADD ALERT FOR 100LOC

Create Alert Definition

General

Mame = Overl100LOC_Avg

Description |#BiEE—EHIT LTSS FERELE

Enabled

<

Alert Definition

Type () Process (=) Performance Indicator () Variable

Alert When 1,-;| 100LOC

Scope

Project Version(s) = [Z] PriJava - 1

MNotification

Recipient(s) () Me Only (=) All Project Version Users

Save

| Cancel |

=




UPLOAD PROJECT SCAN RESULT (FPR) BY

WEEKLY

o

Refresh |

Upload Date
05/08/2009 2«
05/02/2009 Q¢

05/08/2009 9

Uploaded By
admin
admin

admin

Selectitem and...

SCA

PTA | RTA | Other Audi

I e ]
o L

e

Status

Processing Com

Processing Com

Processing Com
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5 records found

Type Message

Threshold -

Date
08/26/2010 10:21:24 AM

Performance Indicator

The number of issues defined by the performance indicator "Vulnerability
Density (KLOC)" for project version "WGS - 017 has exceeded 2, Cumrent
value is 32 65.

08/26/2010 10:21:24 AM

Threshold - Performance Indicator The number of issues defined by the performance indicator “Vulnerability
Density (KLOC) for project version "RWI - 1.0" has exceeded 2. Current

value is 54.27.

Performance Indicator

08£26/2010 10:21:24 AM

Threshold - The number of issues defined by the performance indicator “Vulnerability
Density (KLOC)" for project version "Bill Payment Processor- 1.17 has

exceeded 2. Cumrent value is 26.06.

08/26/2010 10:21:24 AM Threshaold - Performance Indicator The number of issues defined by the performance indicator “Vulnerability

Density (KLOC)" for project version “Logistics - 2.5 has exceeded 2.
Currentvalue is 37.92.

Performance Indicator

08/26/2010 10:21:24 AM

Threshold - The number of issues defined by the performance indicator "Vulnerability
Density (KLOC)" for project version "Logistics - 1.3" has exceeded 2

Curmrent value is 55.44.




REMEDIATING VULNERABILITIES
C—%J}f@h@@ WAMEJEaYlon How to Fix Issues

Projects i+ SPLC - 1.0 & lssue List b temService. java: 201 |1L| Izzue List

ItemService. java:201 a B EEWE_WM“WMM&QWH&#“}T |

| Issue 20 of 64 [p Filter Set: § el ¥
183
194 Connection conn = ConnFactory . getInstance
195 if (conn!l=null)
196 {
Lser | Freddy 197 Statement =tnt = conn . createStatement ()
1498 log.info("JOBC:. 7" + gquervsStr )
Analysis Exploitable 199 Arocom fortify _dev Security . _decl
200 Hquery 5tr = Cleanse.sql StringCheck{query Str
| ={) (6) executeQuery(0) |
'~/ Comments 201 ResultSet r=t = =tmt . executeQuervi{gquery]| -
admin 2009-05-08 11:50 AM [+ L J > |
This iz exploitable. Please fix this vulnerability =
by May 31 2009,
Cetails Recomm... History
Abstract:
on line 201 of temSenvice java, the method getlitembLisi() invokes a

SCIL query built using unvalidated input. This call could allow an
attacker to modify the statement's meaning or to execute arbitrary
SCOL commands.

Explanation:
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