X

AR AL

St
— B A& F AR
SR

BB 24
owasp-lLitsr £ 513




[HEEEEEEEEEE

The Open Web Application Security Project (OWASP) is a
nonprofit foundation that works to improve the security of software.
Through community-led open source software projects, hundreds of
local chapters worldwide, tens of thousands of members, and
leading educational and training conferences, the OWASP
Foundation is the source for developers and technologists to secure

the web.
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Percentage and count of attacks that resulted in data breaches per pattern, DBIR 2016
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- : EEEE Web App Attacks 908
POS Intrusions 525
Miscellaneous Errors 197
Privilege Misuse 172
Cyber-espionage 155
Everything Else 125
Payment Card Skimmers 86
Physical Theft / Loss 56
Crimeware 49

Denial-of-Service 1
o* 10 20 30 40

Percentage of breaches
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Who is responsible for security?

100%

NOTE: Only three in ten
open source
maintainers consider
themselves to have
high security

knowledge.
28%
25% 23%
12%
=
0% — |
Security team Developers  Operations Other Nobody

Source: The state of open source security report 2019, snyk
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Think at a higher level
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Top Tens Cheat Sheets Tools

OWASP Top 10 - 2017

The Ten Mast Critical Web Application Security Risks DEPENDENCY-CHECK
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6.1% (2015),

5.5%(2016),
12.1% (2017),

10.3% (2018).

9 State Software Supply Chain by Sonatype
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#7. DevOps

ASSESS

TERIT R A
5]

WaterFail, AgileFall,
Agile, DevOps

eI A
BrEg, FEEANEE
o A T S,

——

ot
H
\Ihcaf

VI
-~

oNil

=RE:
& H

l
3

BUILD

Cross pollinate and
develop
DevSecOps
Unicorns --
specialists that
cross all three
barriers.

it A At T BF
S 3 2 A

@gquu




DevSecOps Reference Architecture

O sonatype

Source: https://www.sonatype.com/devsecops-reference-
architecture-2019
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