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SQL JENHIACHE Z= 4

import java.sgl.*;

public class SQLInjection { e e e e = == -
public static void main (String args([]) { : AN TE Hf HbAd B A o] A3 0
Connection conn = null; I PHZE (£ :
tey {0 mE e e == ===
String userName = args [0]; l
String passwd = args [1]; _
String query = "select uname, passwd from users where uname = '"+userName+"'"£
conn = DriverManager.getConnection ("jdbc:odbc:logistics™, "admin®,  ""WIetmein™y’;
Statement stmnt = conn.createStatement ()
ResultSet rs = stmnt.executeQuery (query):;
while ( rs.next() ) {
} | | | | | | | | | | | |
rs.close (); I I

stmnt.close ();
somn-eose 0 Q: EHHAAIFRA)E 4 5 K |

catch (SQLException err) { I

}
} o BRE=
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Banned Function Call

wndewssesomer ey Sacyrity Development Lifecycle (SDL) Banned

Defenses

__MIChael Howard Inspect Your Gadget Function Ca”s

Security Development Lifecycle
(SDL) Banned Function Calls

Principal Cyber-Security Consultant
Regulatory Compliance Microsoft Corporation
Demystified

June 2011
The Trustworthy Computing

Security Development Lifecycle **This paper is derived from the book The Security Development Lifecycle, by Michael Howard and Steve Lipner, Microsoft Press, 2006,

How to Use the Encrypting File
System

Table 1. Banned string copy f i and repl

Writing Error Messages for

. Security Features Bafinod Functions E-:rs.afe Eafe. CRT
L] L = L
https . //I I lSd n . I I l ICrOSOft . Adding Revocation Providers to
Cryp?oﬁ\?l for Identrus strepy, stropyA, stropyW, wescpy, _tescpy, _phbscpy, Strlpy, StrCpyA, StrCpyW, Istrpy, Istrepya, IstrepyW, tocpy, String*" Copy strepy_s
Applications _mbecpy, ftescpy, strnepy, wesnepy, _tespdpy, _mbsncpy, _mbsnbcpy, StrCpyN, StrCpyNA, StrCpyNW, StrNCRy. | o

COI I I/e n - stregynd, StriNCpya, StrNCpyW, Istrges®, Istrcpynd, Istropyn'a String*CopyE

Windows Data Protection

us/library/bb288454.as ,
. For Striafe, * should be replaced with Cch (character count) or Cb (byte count)

with GS5API

E "l g ; £ : 1
X Microsoft Windows 2000 Public Table 2. string ! and rey
Key Infrastructure
The Windows Megotiation . StrSafe Safe CRT
Extension and Writing NegoEx Banned Functions Repl t | Repl
55Ps
_ streat, strcatA, streatW, wescat, _tescat, _mbscat, Strat, StrCata, StrCatW, Istrcat, Istrcata, IstrcatW, StrCatBuff, String*Cat or streat_s

Windows Vista Authentication StrCatBuffa, StrCatBuffw, StrCatChainW, _tccat, _mbccat, ftescat, strncat, wesncat, _tesncat, _mbsncat String*CatEx
Features and Chanaes far el nlernb Chemabh ] Cherabh A Chemmbh L0 Cheblmnb ChehImad A Cheh lmabihl Irbencnd lederobn d leberabnlht Ibeeabn

15 ‘D SECUREYUN


https://msdn.microsoft.com/en-us/library/bb288454.aspx
https://msdn.microsoft.com/en-us/library/bb288454.aspx
https://msdn.microsoft.com/en-us/library/bb288454.aspx
https://msdn.microsoft.com/en-us/library/bb288454.aspx
https://msdn.microsoft.com/en-us/library/bb288454.aspx
https://msdn.microsoft.com/en-us/library/bb288454.aspx

KA ? SBRE?

S s i L AN P B
DR

16

p—_ N \y - w— -

SR CPU.&uU:F}E%H%ﬁ\Hi

2016-06-20 09:56 K8 : =249 FE: A B

=EErIEEEr —IREREEA. A L e HIEETEERE TR
HiEZET e tRER. =R LExE | EF Rz AEsIEsEA(Control-
flow Enforcement Technology, CET)=HIEESEREREEESRTEZ(Return-orientated

programming, ROP)FIEREEEEEEJump-orientated programming, JOP)&SEEF
‘%1’4-,-.5



e (FERE) EAATRER!

8: FREA IR !

AITE—




Q: PTG 2 M B I KE

1]

- WA TR 2 A N 5

- AEACHY 22 A I TR AR

SRS = 7 o 7 O I = N1 1 7ol D O S G
- AR AN 2 A A B 2 Al

« FREANEE, BERFAAN

» .
=g
ivh

w.
e
c
=
=
Z



A LAFHEZBARESRENR?



- My Code

if ( isset (§db_key_config[$applamel) )

if( iz array($db_key config[$applame]) )

{ if ( lempty ($keylane) )

{ if( in array($keyName, $db_key_config[$appNamel) )
if ( strlen($keyValue) < 10240 )

{ $tts0bj = @memcache_connect (§TTServer config[”
if ( $ttsObj )

$dbStr = $tts0bi->get ($appKey);

if { lempty(§dbStr) )

{ $dbhrr = json_decode ($dbStr, true);
if { lempty (fkeyValue) )

if { $backCode == -1 )

$dbhrr [$keyllane] = $keyValue;
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PEfEE: WsSqlInjection.java
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238 }
237
238
239 public ResultSet getResults{String id)
248 {
241 try
242 {
243 Connection connection = Databaseltilities.getlonnection("guest”, getllebgoatContext()});
244 String guery = "SELECT * FROM user_data WHERE wserid = " + id;
245 try
246 {
247 Statemsnt statement = connection.createStatement(
248 ResultSet. TYPE_SCROLL_INSENSITIVE,
249 ResultSet. CONCUR_READ_ONLY);
ResultSet results = statement.executeQuery(gquery);
251 return results;
252 T
253 catch (SQLException sqle)
254 {}
255
256 catch {Exception e)
257 {r
258 return null;
259

public 5tring[] getlreditCard(String id)
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String userName = ctx.getAuthenticatedUserName();

String itemName = request.getParameter("itemMame");

String query = "SELECT * FROM items WHERE owner = ™
+ userMame + "' AMND itemname =
+ itemMame + "";

ResultSet rs = stmt.execute(query);
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- Bad Practice: Null at right hand ALFS2E: Null £S5
- Memory Leak: Tuxedo tpalloc() HAFiltiF: Tuxedo tpalloc()

- Back Door : Time bomb J517]: ERE#

- Hard Code :File Separator : 2% 344

- MisUsed the Float type: 4ii%1# FFloat 257!
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Hard Code :File Separatorfilf 4 fid L1453 b 74

Performance Issues: try In loop: YEfE A 8 ZEPE IR N tryis &)

Performance Issues: Dead loop: 14 G i) /i FEJEER

Performance Issues: use “+’String: 14 (8 0] /il "+ Hf 8 7455 5

Performance Issues: use “concat()’String: P #E R @: FHconcat()#f% 7 F &
Performance Issues: New Object In loop: %G in) @: ZEFEIRAE P 61 & X %

Performance Issues: Call synchronized method In loop: 1&g ia] /i 7E7E& 4 N i F synchronized
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Performance Issues: Deep Nested If Statements: EAE ) V4 & BRifigH)
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Performance Issues: Deep Nested Try Catch Blocks:féa fi: 14 & Eiktry catchfUhiY
Performance Issues: Complex Express In loop: P4 G n] /il 55 4% 1 21k sUAE IR A Y B 2 5 %
Performance Issues: Single Character startsWith(): TERE A& AT 755 H startswith() & 4%

Performance Issues : No arrange for vector or Hashtable :4:§¢ 7] @: Vector 2% Hashtable j= HHHJ
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Performance Issues: Exception as flow control: 4 #&a] & 55 72 H AL i A
Performance Issues : Primitive Type Instantiation P8 ] @l FEAESSTIA [ ) sEpifL 7 2
Performance Issues : String Instantiation 488 @: String2R A K 1524146 77 =

Performance Issues : StringBuffer Instantiation With Char 1488 .  StringBuffer=2ij{t, 4>+
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Performance Issues : Single Character String PERE [ RE: {3 F BN 477 10 745 5

Code Quiality: String.toString(): A &FHIX%: String.toString ()
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Code Quality: Leak return: f{iii&: H/DReturnifa)
Code Quality: Null at right hand RS &: Null £ )5
Code Quality: Misused the Float type: %5 i%1# FfJFloat 257

Code Quality: Instantiate SimpleDateFormat without Locale: {5 IEAf4:: 524 SimpleDateFormatk &
locale

Code Quality: Dobule compare: 1i5)fi&: Double i LL#5

Code Quality: Reassign Parameters : {5 i & 280 & H R AH

Code Quality : Class extend Error : {04 i &: 24k & Erorr 2§

Code Quality : instanceof inside Catch Block fUi% )i &: instanceof/7i£7ECatch

Race Condition: Un-synchronized SimpleDateFormat: %4 AK[F 2 fsimpleDateFormat
Memory Leak: Tuxedo tpalloc() W #iltli: Tuxedo tpalloc()

Poor Error Handling: Throw NullPointerException: ANFRIASiRACTE: s fast 75

J2EE Bad Practices: Forward Inside JSP: J2EEANGF )52k . forward7EISP 1 F
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