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Additional isolation with a lightweight VM
and individual kernels
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Host User Mode Virtual Machine

Specifically Optimized To Run a Container
System
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REETEN Library OS

- {t%ELibrary OS

A library operating system is one in which the services that a typical operating provides, such
as networking, are provided in the form of libraries and composed with the application and
configuration code to construct a unikernel: a specialized, single address space, machine
image that can be deloyed to cloud or embedded environments.
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unikernel

Unikernels are specialised, single-address-space machine images constructed by using library

operating systems.

Isolation & specialisation with unikernels
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http://unikernel.org/projects/

* Improved security

Unikernels reduce the amount of code
deployed, which reduces the attack
surface, improving security.

e Small footprints

Unikernel images are often orders of
magnitude smaller than traditional OS
deployments.

« Highly optimised

The unikernel compilation model enables
whole-system optimisation across device
drivers and application logic.

. Fast Boot

Unikernels can boot extremely quickly,
with boot times measured in milliseconds.
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SR ERN IBM Nabla

Nabla container

Application ~— Nginx, Python, Node.js, Redis,

libraries, runtimes

Rumprun, MirageOS, Solob or%gipally started as a project
IncludeOsS. .. by Dan Williams at IBM Research to

’ port MirageOS to run on the Linux/KVM
hypervisor. Since then, it has grown
into a more general sandboxed
execution environment, suitable for
running applications built using
various unikernels (a.k.a. library
operating systems), targeting
different sandboxing technologies on

A containerized application can avoid making a Linux systerﬁ)lﬁvjajﬁﬁg};liri[gs(%%eggm@l%grysbsstems and
component that implements the system call functionality. Nabla containers use library OS (aka
unikernel) techniques, specifically those from the Solo5 project, to avoid system calls and thereby
reduce the attack surface. Nabla containers only use 7 system calls; all others are blocked via a
Linux seccomp policy.
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External container interface

https://www.usenix.org/system/files/conference/osdil4/osdil4-paper-baumann.pdf
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