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https://en.wikipedia.org/wiki/Caesar_cipher
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https://en.wikipedia.org/wiki/Cryptographic_hash_function
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MAC:
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Algorithm MAC y — | Algorithm
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Message Authentication Code

If the same MAC is found: then
the message is authentic and

integrity checked

Else: something is not right.

https://en.wikipedia.org/wiki/Message_authentication_code
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DigiCert High Assurance
by DigiCert SHA2 Exten
L B github.com

github.com

Certiffeate

EV Root CA
ded Validation Server CA i

Issued by: DigiCert SHA2 Extended Validation Server CA

Expires: Wednesday, June 3, 2020 at 8:00:00 PM China |
Standard Time

@ This certificate is valid

Vv Details

Business Category
Inc. Country

Inc. State/Province
Serial Number
Country
State/Province
Locality
Organization
Common Name

Country
Organization
Organizational Unit
Common Name

Private Organization
us

Delaware

5157550

us

California

San Francisco
GitHub, Inc.
github.com

us !
DigiCert Inc |
www.digicert.com

DigiCert SHA2 Extended Validation Server CA |

[ OK

%

dJ/

i

= DigiCert High Assurance EV Root CA

.| DigiCert SHA2 Extended Validation Server CA

. B github.com

Algorithm
Parameters
Public Key
Exponent
Key Size
Key Usage

Signature

Critical

Usage

Critical
Certificate Authority

Critical
Purpose #1

Durnoce #2

RSA Encryption { 1.2.840.113549.1.1.1)
None

256 bytes : C6 3C AAF23C 97 0C 3A ..
65537

2,048 bits

Encrypt, Verify, Wrap, Derive

256 bytes : 70 OF 5A 96 A7 58 E5 BF ...

Key Usage ( 2.5.29.15)
YES
Digital Signature, Key Encipherment

Basic Constraints ( 2.5.29.19 )
YES
NO

Extended Key Usage ( 2.5.29.37 )

NO

Server Authentication ( 1.3.6.1.5.5.7.3.1)
Nliant Authanticratinn I[12R1ER7292)

OK
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— T ARIEAX AT AIRBIBFX
H.REAETMANER. TR
&, URINENME RN EZRY
MFPERE

NIRRT DNARRAEER, tha
LURINENLA SR A AL
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ClientHello: P IRbENLE, ZRREHEFRE

ServerHello: iRZ23bEHLEL, ZRREH, RESF/ERE

ClientKeyExchange: 2313 iN% #1255

ChangeCipherSpec & Finished: 2 F 453k
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SHEINERKZE A

TR DRI CBCRE K Y IV
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