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Description

L1

L2

L3

CWE

NIST §

2.1.1

2.1.2

2.1.3

2.1.4

2.1.5

2.1.6

2.1.7

2.1.8

2.1.9

Verify that user set passwords are at least 12 characters in length. (C6)
Verify that passwords 64 characters or longer are permitted. (C6)

Verify that passwords can contain spaces and truncation is not

performed. Consecutive multiple spaces MAY optionally be coalesced.
(C6)

Verify that Unicode characters are permitted in passwords. A single
Unicode code point is considered a character, so 12 emoji or 64 kanji
characters should be valid and permitted.

Verify users can change their password.

Verify that password change functionality requires the user's current
and new password.

Verify that passwords submitted during account registration, login, and
password change are checked against a set of breached passwords
either locally (such as the top 1,000 or 10,000 most common
passwords which match the system's password policy) or using an
external API. If using an APl a zero knowledge proof or other
mechanism should be used to ensure that the plain text password is
not sent or used in verifying the breach status of the password. If the
password is breached, the application must require the user to set a
new non-breached password. (C6)

Verify that a password strength meter is provided to help users set a
stronger password.

Verify that there are no password composition rules limiting the type
of characters permitted. There should be no requirement for upper or
lower case or numbers or special characters. (C6)
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5.1.1.2
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