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Control Description

1.1.1 The team understands client security requirements
(MSA/SOW/etc.)

1.1.2 The team adheres to client's security requirements
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WannaCry

Global Cyber Attacks
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What Has Happened So Far
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Philosophy: Automation, Infrastructure as Code, Resource Treating
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:lastic IP) 10.0.0.7 NAT gateway
Web servers 193 51 100.4 (Elastic |

Public subnet
10.0.0.0/24

Private subnet
10.0.1.0/24

Availability Zone A

. 10.0.0.0/16

)

Router

P s s s s s s S —— — — — — — — — — —

Region

Intern;l gateway

\
K_m ~
| Custom route table
~
1 ] Destination Target
’__,.—-“‘
10.0.0.0/16 local
Elashic IP) 1o.o.o.sl @ L
:lastic IP) 10.0.0.6 . Pre 0.0.0.0/0 igw-id

Main route table
Destination Target
10.0.0.0/16 local
0.0.0.0/0 nat-gateway-id

VPN

Multi AZ
Cross Region
Firewall

CDN

ACL
Gateway

Intrusion-detection
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App Container
N |
Log/Monitor/Others...
NGNIX ]
J
EC2 --
Containers... |
EC2 »»
Containers... |

Sidecar

Peripheral tasks such as:

Primary Application

* Platform abstraction
* Proxy to remove services

- Logging
 Configuration

Core functionality

B One sidecar for all services

B SSL, CORS, Slow Connection
B Token Validation

B Request Logging

B Monitoring
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* root user

* encryption

* snhapshot

- breach protection

« access management
* sensitive data

- data aggregation
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k35 - FRONTEND & INTERNET FACING

BiEBYE Static website hosting
%& ﬁﬁ ﬁﬂuﬁ Endpoint :
R 2 o o 2N & |/6\| Use this bucket to host a website€) Learn more
WEb & MOblIe H?:u.xp‘]ﬁ'n“% =

Index document €)

SSL & HTTPS

index.html

Error document €)

Bl im N A &2 =

404.html

* DNS name: listing-p-loadBala-JOECZILS3VSL-2074804361.ap-sol
2.elb.amazonaws.com (A Record)

SSL & HTTPS Type: Classic (Migrate Now)
Scheme: internet-facing
1 s - Availability Zones: subnet-2b07a442 - ap-southeast-2b,
A IIE '—5 ¥§ 1‘2 subnet-5207a43b - ap-southeast-2a
1 25 14 65 Port Configuration
I nternet F ac i n g Port Configuration: 443 (HTTPS, ACM Certificate: 8df81c6d-317e-422a-
Stickiness: Disabled
 Edit stickiness
Security

Source Security Group: sg-17059971, listing-publisher-api-ro-prod-loadBal
« Security Group for listing-publisher-api-ro-prod
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Microservices architecture, with a

large number of services exposing
their assets and capabilities through
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G APIs and an increased attack
surface, demand a zero trust

security architecture — ‘never trust,
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A Tool for Managing Secrets
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B Bind with codebase
B H{EREIINFIfE

B 0%, RotationZ

Configuration Service

F#E Configuration Service

B 0\t AWS KMS

B SN
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In microserivce, authentication & authorization is a problem
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a lot of tools to help us, can we trust them?
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Ruby Gem Vulnerability
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