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Warning!!!

* All information discussed in this seminar 1s the personal
opinion of the Seminar Leader and 1s meant to stimulate
new ideas from the participants.

= Under no circumstances should any of the opinion be
relied upon for decision making or used for any other
purposes.

* The Seminar Leader does not assume any liabilities for the
opinion expressed in this seminar.

= Audio, video, or any other form of electronic recording is
strictly prohibited.
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Key Points

Organisations (and individuals) will rely
more and more on Cloud Computing

We should anticipate more Cloud-
related risks (and frauds)

We will be expected to understand
Cloud-related risks and to recommend
appropriate controls
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Understanding Cloud Computing

Cloud -‘..‘mnputing

Question:
%@T Anyone 1n this

computing ?

© Frank Yam 2016

FOcus

room using cloud




FOcus
Understanding Cloud Computing

Even if you may not recognize it, you’re probably
already using cloud computing and are pretty
savvy in using it.

Examples:

 web email such as Gmail, Hotmail and Yahoo emaiil;

« social networking sites like Facebook and Twitter

« video streaming sites like youtube

« productivity software sites like Google Docs and Microsoft's
Office 365

 file synchronisation and backup services Apple iCloud,
Dropbox and Microsoft SkyDrive.
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Who Started All This?

“What's interesting [now] 1s that there 1s an emergent new
model, and you all are here because you are part of that
new model. I don't think people have really understood
how big this opportunity really is. It starts with the premise
that the data services and architecture should be on servers.
We call it cloud computing — they should be in a
"cloud" somewhere. And that if you have the right kind
of browser or the right kind of access, i1t doesn't matter
whether you have a PC or a Mac or a mobile phone or a
BlackBerry or what have you — or new devices still to be
developed — you can get access to the cloud.”

Mr. Eric Schmidt, Chairman & CEO Google
Search Engine Strategies Conference, 9th of August 2006
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Evolution — “First Computer”

‘BENEDICT CUMBEREBATCH IS DUTSTANDING

“THE BEST BRITISH FILM OF THE YEAR™
L

“AN INSTANT CLASSIC™

L

“A BUFERE THRILLER"

L

AR R AR

THE COMBERBATCH KMIGHTLEY

IMITATION
GAME

BELED OiH THYL INCEECIELE THEUE ETGEY

IN CINEMAS NOVEMBER 14
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Evolution — Mainframe Computer
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Evolution — Mini Computer, PCs and Internet
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Evolution - Cloud Computing

P

= @
<-*-5>

computlng




FOcus

Evolution - Cloud Computing

Subwaves within the Information Revolution

Salesforce.com/Amazon/Google

Cloud

computing
Nokia .o

s . N
. Mobile devices
Cisco . @ 20012008

Microsoft "'O"f IP networks
Sun 1995-2000

O" Client-server
Intel . 1990-1995

&

W PCs
DEC .~0 1985-1990

.|.‘l & &
bt Minicompuler
IBM o 1980-1985
++"'.M3il"lrl"al"l"le

0 1860-70s
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Evolution - Cloud Computing

Computing 1s being organized as a public utility just as the
telephone system 1s a public utility. Likewise, factories used
to provide their own power using water wheels. With
electrification, factories do not need to produce their own
power. They just need to plug into the electricity grid.

Organizations are providing their own computing resources.
In future, most organizations will just plug into the cloud
for their computing resources. The computer utility 1s
becoming the basis of a new and important industry.
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Understanding Cloud Computing

So what 1s cloud computing?

FGOcus
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Understanding Cloud Computing

Defining Cloud Computing:

ler “A model for enabling convenient, on-demand
: : network access to a shared pool of configurable

National Institute of . .

standards and Technology ~ and reliable computing resources (e.q., networks,

U-S. Department of Commerce  saryers, storage, applications, services) that can
be rapidly provisioned and released with minimal
consumer management effort or service provider
interaction.

In layman’s language - Cloud computing is the delivery of computing as a service rather than a
product, whereby shared resources, software and information are provided to computers and other
devices as a utility (like the electricity grid) over a network (typically the Internet).- From Wikipedia
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Understanding Cloud Computing
(In Summary)

Hybrid Clouds
Deployment

Models Private Community Public Cloud

Service Software as a Platform as a Infrastructure as a
Models Service (SaaS) Service (PaaS) Service (laaS)

On Demand Self-Service

S __Broad Network Access _ d Elastic
O e Broad Network Access Rapid Elasticity
Resource Pooling Measured Service

NIST Visual Definition of Cloud Computing
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Sharing of Responsibilities

On-Premises Infrastructure Platform Software
(as a Service) (as a Service) (as a Service)
- - % =
=
>

Middleware

Middleware Middleware
Virtualization Q Virtualization Virtualization
=>

- . ®

:
=

S |

Networking Networking - Networking Networking

Runtime

You manage

Middleware

|
sabeuepy Jay)0

You mrnage

sabeuepy Jay10

Virtualization
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Understanding Cloud Computing

You will also hear other associated service models in the
future, for example:

e Security as a Service (SecaaS)
« Storage as a Service (StaaS)
» Disaster Recovery as a Service (DRaaS)

 Identity as a Service (IDaaS)
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Business Benefits




Cloud Computing Benefits

Cost savings (CAPEX to OPEX)

Optimized resource utilization

Lower Power Consumption (“green”)

Speed to Deployment

Near 1nstant scalability, provisioning
‘Service On demand’ (better responsiveness)
A ‘Pay as you go’ billing system

Resilience (reduces risk of downtime)

FOcus
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Opportunities

straight ahead
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BIG DATA
Business Benefits

/" Business Benefits )

Exhaust Data

Greater Innovation
Vast amounts of information
collected from every
imaginable source
Stronger Competitive
y Advantage
b vy
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Emerging Trends and Predictions Deus
Bridging the language gaps

It is nice to see you again and also nice to talk
to you

So do you know where I could get a good picture
from up in the hills?

BEUSRZHE
PHYBLIAE—NSEIRIR

What time should we start off for the top?

n.
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Emerging Trends and Predictions FOous
Better Shopping Experience
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Emerging Trends and Predictions

Using Big Data to Predict Crime
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MINORITY REPORT

What about predicting crime by
particular individuals? Will we
have predictive capabilities like

those in the movie Minority

Report, but through Big Data?

MikitaryTimes

Soldiers' suicide risk predictable with
Big Data, study says, Patricia Kime,

Nov. 12,2014

CRUISE
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Emerging Trends and Predictions
May be able to determine “Emotions”

Neutral: Anger:
Happiness: Disgust: J 5 min .
Surprise: Fear: ] oo MICI‘OSOft

Sadness: Contempt: ——

FOcus

Get started for free at projectoxford.ai
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Emerging Trends and Predictions

FOcus

May be able to determine “Features”

Feature Analysis

P 7 P 29

Cemrded: Feralke wiler: Female

vée

>
-

Is Audult Confent: False
Categones: prople_group

o httpes:/foxfordportal blob.core windows.net/vision/Analy
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Features:

Feature Mame
mage Format
mage Dimendond
Chip Art Type

Lené Dravang Type
flack & White Image
15 Adult Comtent
Adult Score

4 Racy Content
Racy hoore
Categones

races

Value

Ipeg

1500 x 1156

0 Non-chpart

{1 Non-LirneDrawing

False

Falze

0.0108428 7550883 1976
Falze

0045252414534 5985

[ { “name= “paople_group®
[{~age=: 3& “gender=: "Ma
“width™: 236 “heght™: 236
facefectanghe™: | “left™ 12

“age”; &8, “genders: “Femal
width®: 218, “height™: 218
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Emerging Trends and Predictions
Helping the Blinds to “see”

30
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Cloud Computing

isks ?

the R

32
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Real Time Internet Threats

Los Angeles New Jersey Cape Verde Austria Moscow Hong Koeng Melbourne

S 23 A HH-HE H H N HHEHE 1 HHEE 303

Where are
the risks?

zmenyih, Malay

Threats Blocked Events Handled Alert Condition

or unexploited vulnerabilities
20,367,871,500 105,810,607,258 without public sxgIERERRE
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Risks and Security Concerns

Service and contractual risks

Few tools, procedures or standard formats available for data and

Vendor Lock In service portability

@

Poor SLA

Service level affects confidentiality and availability

3rd Party access
to Data complied to regulations and laws in different geographical regions

The needs to protect the intellectual property, trade secrets; and

Business continuity and disaster recovery plans must be well

Poor DR Plan documented and tested

© Frank Yam 2016 34




Risks and Security Concerns

Technology risks

Integration / = How to integrate the in-house systems to the Cloud ?
Bandwidth = High speed bandwidth ready ?

G

=il ff = Speedy encryption / decryption;
Key Mgnt = Key management

Testing and = Provider may not allow you to do thorough PEN test, audit;
Monitoring = Are there good monitoring tools available ?

Resource = Qverbooking, underbooking;
Allocation = Handling of DOS attack; Payment cap

© Frank Yam 2016
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F
Applicability for Cloud Computing
Source: Federal Reserve System, USA
st T Scalability | Availability |  Security -
Information site Medium Medium Low Publ.l ©
/Hybrid
External Collaboration Medium Medium Medium Publ.l ©
/Hybrid
. . . Public
Public research / survey Low Medium Medium /Hybrid
Internal R&D Low Low Medium Public
/Hybrid
. . . . Public
Disaster Recovery Medium Medium Medium /Hybrid
Application Test and QA Low Medium Medium Private
Application Development Low Medium Medium Private
Production Applications High High Medium No
Mission Critical Applications High High High No
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Growing Alignment Gap

I J sale j?)rce
‘ 80 o

Rate of
technological
change

2009 - g %
Today :
2008 - 2009 Business
Demand IT enabled
2003 - 2008

business capability
Growing
Alignment
Gap

New

IT Budget

Normal

Capability for

Complexity Slows Productivity delivery

50-80% of budget spent keeping lights on
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Assurance Considerations

Must demonstrate
existence of effective
and robust security
controls

Independent assurance
from third-party audits and
service auditor reports

—~SACA

Trust in. and value from. information svstems

Ensure the compliance of
various countries' laws, but
at the same time able to

access your own data when
needed

Must prove that privacy
controls are in place and
able to prevent, detect
and react to breaches

39
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ISACA

—

EDPAA ISACA

FOcus

IT auditors... ... and risk managers, privacy officers,
compliance professionals, information security
experts, IT control and IT governance
professionals (+ cybersecurity professionals)

CISA... ... and CISM, CGEIT and CRISC (+ CSX I, 11, 1l)
COBIT COBIT 5 and COBIT Online
~9,000 members Now serving over 140,000 professionals

40
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ISACA’s Vision and Mission

ISACA’s vision (to aspire to as an organization)

ISACA’s mission (to guide decision making and investments)

41
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ISACA’s Six Guiding Principles
for Adopting and Using the Cloud

o HSACA
Cloud Computing Vision Series il

White Paper
February 2012

Guiding Principles for
Cloud Computing
Adoption and Use

Absirec
The drree Tor valuz, the need fo reduce lzchnology costs and ihe usiness demand for incresssd agility in bow lechnology & wed
have caussd snierprises o adopl cloud computing simiegies. These siniegies leverass the ninsinciore, plifoms or e
Services provided by Ciomi providers, (ansfemng infmation bechmalogy (TT) TOM 20 - houss: Sanvice i 25 GulsHEosd capahiiy.
While Eterprises bave expertance with the techrology 0t mukes cloud possible, i bave mad [T ousmaring §o control cosk of i
enlange service levels, Biey have s cxperience ionsfming IT deciskn making aeay fom e chief miormalion officer (CHC) ad
\echmnlogy spectaliss and b busmess il laaters. Chowd peprosents & Amdament) shofl i how echnology 1S acqueesd and mansd
3. This shiff can resuli in pressues on the enieprise when s siwcure, colbuee, policies and praciices, and enlerprise

in enlzm
archileciure have nof evolved jo addnes e changes inherent i ihe clood computing shafl. This paper describes ihe naire of cloud
ictples. or clond

computing and areas ol immumw:mnmﬂnbhmumm I alsn presenis s
computing adoption and wse thal can puide menagement ioward more effsctive cload smplemeniation and s, o of pressure

otrEs, and mithyation of polental rsk
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ISACA’s Six Guiding Principles
for Adopting and Using the Cloud

Enablement
Cost benefit
Enterprise risk
Capability
Accountability

Trust

43
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GOBIT'

Additional Resources

CONTROLS AND
ASSURANCE
IN THE CLOUD:

Lising COBIT®* 5

e e g
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Cybersecurity

roo Cybersecurity
 Framework




]
NIST Cybersecurity Framework

Information and Decision Flows within an Organization

Executive Level

Focus: Organizational Risk
Actions: Risk Decision and Priorities

‘ ! RE

Current and Level and Risk Appetite
Future Risk . A and Budget
Focus: Critical Infrastructure Risk
‘ Management

Actions: Selects Profile, Allocates
Budget \
Implementation

Progress ) Framework
Changes in Assets, Profile
Vulnerability and
Threat

I

Focus: Secuning Critical Infrastructure
Actions: Implements Profile

© Frank Yam 2016 Source: NIST Cybersecurity Framework 46
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NIST Cybersecurity Framework

Function |Categories

Asset Management
Business Environment
Governance

Risk Assessment

Risk Assessment Strategy

Access Control

Awareness and Training

Data Security

Information Protection Processes and Procedures
Maintenance

Protective Technology

Anomalies and Events
Security Continuous Monitoring
Detection Processes

Response Planning
Communications
Analysis

Mitigation
Improvements

Recovery Planning
Improvements
Communications

FOcus
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NIST Cybersecurity Framework

Catepory

Ascet Management (I AN
The data, personmel, devices,
gystems, and facilities that emable
the arganization o achisve
usiness purposes are kentifed
and manazed consistent with thedr
relative Importance to business
objectves and the orzardzation’s
risk stratezy

Sabcateppry

ID_AM-1: Phoysical devices and systems
within the orgardzation ars imventarisd

Informative Beferemces

CCSC5C1

COBIT 5 BATHR 01, BATDD.02

ISA 62443-2-1:2009 413 4

IS5A 62443-3-2:2013 SE. 7.8
ISOMEC 2TM1:2013 4811, A812
NIST 5P 300-53 Bev. 4 CM-2

ID AM-2: Software platforms and
applications within the organization are
inveninried

CCSCRC2

COBIT 5 BATHR 01, BATDD.02, BATH 05
ISA 62443-2-1:2009 413 4

IS5A 62443-3-2:2013 SE. 7.8

ISOMEC 2TM1:2013 4811, A812
NIST 5P 300-53 Rev. 4 CM-2

ID_AM-3: Orzanizational communicaiion

CCSC5C1
(COBIT 5 DE505.02
I5A 62443-2-1:2008 413 2

and darta flows are mapped ISOIEC 27001-:2013 41321
NIST SP 800-53 Rev. 4 AC-%. CA-3, CA-D,
PL-%
COBIT 5 APOD2.02

D _AM-4: External information systems
are catmlosued

ISOMEC 2TM1:2013 A 1126
NIST 5P 300-53 Rev. 4 AC-20, A0

ID AM-5: Besources (2 2., hardwars,
devices, data, and sofrware) ars prioritized
based on their clazsificadon, criticality, and
Tnusiness valoe

COBIT 5 APQD3 03, APODS 04, BATIO 02
ISA 62443-2-1:2008 4135

ISOMEC 2712013 A 821

NIST 5P 800-53 Rev. 4 CP-2, BA-D, 5A-14
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ISACA Publications on Cybersecurif§?<¥s

CYBERSECURITY

WHAT THE

BOARD OF DIRECTORS . Implementing the NIST
NEEDS TO ASK

X Cybersecurity
s FTAMEWOrK

,,,,,,,,,,,,,,,,,,,,,, +HSACA

Research Foundatlon

49
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NEW CYBERSECURITY CERTIFICATIW

CSX Practitioner —Demonstrates ability to serve as a first responder to a
cybersecurity incident following established procedures and defined

Certified Cybersecurity Practitioner processes. (1 certification, 3 training courses; prerequisite for CSX

Specialist)
C f ) ><e CSX Specialist —Demonstrates effective skills and deep knowledge in one

Certified Cybersecurity Specialist or more of the five areas based closely on the NIST Cybersecurity

Framework: Identify, Detect, Protect, Respond and Recover. (5
X certifications, 5 training courses; requires CSX Practitioner)
Certified Cybersecurity Expert CSX Expert —Demonstrates ability of a master/expert-level cybersecurity
professional who can identify, analyze, respond to, and mitigate complex

P beontbaiimn .~ 0 i X , N0 prerequisites
A0

WWW.ISACA.ORG/CYBER

© Frank Yam 2016 50




NEW CYBERSECURITY CERTIFICATI( iﬁ S

Certified
Information

Security
Manager@

CERTIFICATIONS

CSX CsX CsX CsX CsX
Specialist Specialist Specialist Specialist Specialist

Identify Detect Protect , Respond , R

CSX training and

certifications offered . -
for skill levels and

specialties throughout 1
d prO feS Slon al ? S Cybersecurity Fundamentals Certificate

C are er . www.isaca.org/csx-certifications
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Where can I find
Good Sources for Reference?

FOcus

« HKCERT (Hong Kong Computer Emergency Response
Team Coordination Centre)

— www.hkcert.org

« HKSAR InfoSec Website

— www.Infosec.gov.hk

 ISACA

— WWwWw.l1saca.org/cyber

© Frank Yam 2016 52




What are some of the common tools
being used in practice?

Data Analytics Software (e.g. ACL ~ IDEA ~ Excel)
Network Mapping Software (e.g. Nmap)
Forensics Software (e.g. EnCase © FTK » X-ways )

eDiscovery Software (e.g. Nuix, Relativity)

53
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Seminar Summary
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Key Messages

» Organisations (and individuals)
will rely more and more on Cloud
Computing

» We should anticipate more
Cloud-related risks (and frauds)

» We will be expected to
understand Cloud-related risks
and to recommend appropriate
controls

> Focus on People

» One can be influenced by other’s

behavior (i.e. benchmarks, norms,

industry practices)
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Let’s play our parts !

Teamwork

We need to work together and help each other
to
SURVIVE!

FOcus
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Tomorrow will be

a better day!




