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Malicious use of domain names

› Domain names are often abused by cyber criminals
Spam, botnet C&C infrastructure, phishing, malware, …

› To avoid blacklisting, malicious actors often deploy a hit-and-
run strategy

60% are only active for 1 day after registration [Hao et al]
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[Hao et al] “Understanding the Domain Registration Behavior of Spammers” IMC 2013



Research hypothesis:

“Malicious actors register domains in 
bulk, and do so for longer periods of 
time.”



Goal of this research

› “Can we identify such bulk behavior based on commonalities 
between individual registrations?”

› Understand the malicious domain registration ecosystem

› To detect and prevent malicious registrations
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Outline of the talk

› Longitudinal campaign analysis

› Insights in malicious domain registrations

› Pro-active detection and prevention
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Longitudinal campaign analysis



Domain name registrations in the .eu TLD

› .eu – 8th largest ccTLD (European Economic Area)

3.8 million domain names

› Dataset used in this research:

824,121 new registrations over 14 months (Apr 2015 – May 2016)

20,870 registrations end up on blacklists (2.5%)
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Available registration data

› Basic registration information
domain name, datetime of registration, and registrar 

› Contact information of the registrant
company name, name, language, email address, phone, fax, as well 
as postal address 

› Name server information
Name servers and/or glue records
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Dataset enrichments

› Maliciousness of a domain name
Spamhaus DBL

SURBL multi list

Google Safe Browsing

› Geolocation information of name servers
MaxMind GeoLite2 Free database
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Campaign identification process

› Start from maliciously flagged registrations

› Group registrations based on similarities between registration 
details 

› Start heuristics:
Peaks in malicious registrations

Strong discrepancies between malicious and benign domains
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Example campaign (c_11)

› Multiple fake registrant details 
Combinations of 

2 email accounts, 
3 phone numbers, 
4 street addresses
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• 8 months active 
(Jun 3, 2015 – Feb 3, 2016)

• 1,275 blacklisted registrations
(= 53.96%)



Registration details used by c_11
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Example of an advanced campaign (c_15)

› Registrant details:

98 fake registrants 

Generated by Laravel Faker tool

› Domain names:

Consist out of 2-3 Dutch words

Dutch words are reused across 

registrants

› Batches of 8, 16, 24 or 32 

registrations
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• 8+ months active 
(Sep 16, 2015 – May 31, 2016)

• 514 blacklisted registrations
(= 26.95%)



Activity of identified campaigns

●●●●●● ● ●● ● ●●●●●●●●●●●●● ●● ●● ●

●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●

●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●

●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●● ●●●●●●●● ●●●●●● ● ● ● ●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●

●●● ● ●● ● ● ●● ● ● ●● ●●●●●●●

● ●

●● ● ●●●● ● ● ●● ● ●● ● ● ● ● ● ● ● ● ●

●●● ●●●●●●●●● ●●● ●●● ●●●●●●

● ● ● ● ●●●●● ●●●●●●●●●●●●●●●●●●● ●●● ●● ●● ● ●●●●● ●●●●● ● ●●●●●●●●●●●●●●●●●● ●●●●●●●

●● ●●● ● ● ● ● ● ● ●●●●●●● ● ●●● ●● ● ●

●●● ● ●● ●●● ●●●●●●●●●● ●●●● ● ●●●●●●● ●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ● ●●●●●●●●●●●●●●●●●●●●●

●●●●●●● ● ●● ●●●●●●●●●● ● ●

● ● ● ●● ● ●●●●●●●●●● ● ●●●●●●●● ●●●●●●●● ● ●●●●●●● ● ●● ●● ●●●●●●●●●●●●●●●●●●●●●● ●●●●●● ●●● ●●●●●●●●●●● ●● ●● ●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ● ●●●●● ● ●●●●●●●●●●●● ●●● ● ●

●● ● ●●
● ●● ●● ● ● ● ●●●●● ●● ●●● ●●●● ● ● ● ●●●●●● ● ●●●●● ●● ● ●

● ●●●●●●●● ● ●●●●●●●●●●●●●● ●●●●●●●●●●●● ●●●●●●●● ●●●●●●●

● ●●●●●●●●●●● ● ●●● ●●●●●

●● ●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●

●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●

●●● ●●●●●●●●●●●●●●●●●●●●●●●

 879
1333
1715
1672
 177
 194
  93
 324

1624
 125

1275
 490
 154
 989
 514
 842
 283

1291
 752

1978

TOTAL MALICIOUS REGISTRATIONS:

c_20
c_19
c_18
c_17
c_16
c_15
c_14
c_13
c_12
c_11
c_10
c_09
c_08
c_07
c_06
c_05
c_04
c_03
c_02
c_01

Apr
2015

May
2015

Jun
2015

Jul
2015

Aug
2015

Sep
2015

Oct
2015

Nov
2015

Dec
2015

Jan
2016

Feb
2016

Mar
2016

Apr
2016

May
2016

Jun
2016

Ca
m

pa
ig

ns

Registrations per day ● ● ● ●100 200 300 400

15



Campaign selection criteria
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Insights in malicious domain 
registrations



Insight 1: Hit-and-run strategies

› Small window of opportunity: 
Domain rendered useless once blacklisted

73% is blacklisted 5 days after registration
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Insight 2: Campaigns are primarily linked to spam
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Insight 3: Variety in intensity and duration
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Insight 4: Some campaigns are linked to each other
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Insight 5: Some campaigns are fully automated
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Insight 6: Some campaigns align with regular business 
activity patterns (1)
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Insight 6: Some campaigns align with regular business 
activity patterns (2)
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Insight 6: Some campaigns align with regular business 
activity patterns (3)
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Insight 7: Top facilitators for malicious registrations
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Insight 8: Adaptive campaign strategies
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Insight 9: Campaigns vs blacklists
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› Manual analysis of non-
blacklisted domains

› Result: < 1% false positives

› About 20% extra on top of 
existing blacklistsBLACKLISTED

CAMPAIGNS

16,704 4,0763,994



Pro-active detection and prevention



“Could newly registered domains with 
malicious intent be detected or 
prevented at registration time?”



Pro-active detection and prevention*

› Based on previous domain registrations, 
prediction models are trained:

Similarity-based agglomerative clustering
Reputation-based classification

› For each new registration, the system predicts 
if the domain will be used for malicious activity

› Domains with malicious intent can be
Early detected
Prevented from being registered
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New 

registration
predictor

Daily
Training

Previous
registrations

Prediction  Model

* Patent pending



Underlying assumptions/rationales

› Similarity-based agglomerative clustering
Domains belonging to the same campaign have very similar 
registration details

› Reputation-based classification
Domains belonging to registrants with a bad reputation, are likely to be 
malicious as well
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In operation at EURid …

› Deployed as part of EURid’s Trust & Security program

› Preliminary results of first 110 days in production1 :
80% of malicious domain registrations have been predicted

98% precision: ~1 false positive per day
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1 Results of the best performing predictor
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Key takeaways



Rather small set of bad actors

› Up to 20 campaigns are responsible for 80% of malicious 
registrations

› Top facilitators:
About half of the malicious registrations via 1 registrar

1 public email provider are malicious with a high toxicity
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Cyber criminals are “human”….

› Lazy

Reuse same fake registrants

Use generators for registrant details

› Work force 

Work 9 to 5

Take week-ends, holidays

Make mistakes (e.g. typos)

› Adapt over time
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Pro-active detection and prevention

› Early results look promising
Captures the majority of malicious domain registrations

Operates at a low false-positive rate

› Interesting to see how this will impact the security landscape
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Interested in more?
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