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Microsoft Security Development Lifecycle (SDL)

With today’s complex threat landscape, it's more important than ever to build
security into your applications and services from the ground up. Discover how
we build more secure software and address security compliance requirements.

Secure DevOps

Development and operations should be tightly integrated to enable fast and
continuous delivery of value to end users. Find out how.
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* In the modern engineering world, it's easy to assume
that automation is the solution and it's correct that
automation is critical

* but it's important to be selective when choosing tools
and be careful when deploying them. The goal is to fix
iIssues and not to overload engineers with too many
tools or alien processes outside of their everyday
engineering experience.

enable organisations to achieve
business objectives in an agile and
secure manner
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* A set of go-to ‘attacker stories’ should be considered to
support developers’ user stories by reflecting what
malicious actors could do to compromise product or
feature security.

* Code reviews, unit testing and dynamic testing should be
targeted according to the attacker stories during design.
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