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VXWorks[E {#NOE-711 /51 1k SREA 9 4

by zgd

2019%1H

PASchneider/” EEIQuantum &I RFIPLCAINOE-711 AR RIERIE - AHI, FZIHT HB—TEFTVxWorksiRIER RN IRE B
N—EERDTHIE.

(1) webB2EappZRiAlKF A FBHITKEX
github T Ei5 & B #3214

fwiw.iniXE4h B EEHFRAER:

wwwroot/classes/AfjarX {42 Webft BinAPPX {4

FRAJID-GUIRRZER A jarXHEm KT, HIEEPASSWORD, HiEFEHEI T webfcBappEiAAF BN,
I B

https://blog.csdn.net/Homewm/article/details
/90515507
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(s SAComm.jar ©

> META-INF fub TextFiles.class 3
¥ 1 com.schneiderautomation

= > @ dt package com.schneiderautomation.misc; ‘ =
» i factorycast = import com.schneiderautomation.ftpsession.FTPSession; . - [
> @ ftpsession import com.schneiderautomation.ftpsession.FileInfo;
v B misc import com.schneiderautomation.ftpsession.FtpSessionException;
> D Compare.class import java.io.BufferedInputStream;
"\ pare. import java.io.BufferedOutputStream;
» fu SortVector.class import java.io.BufferedReader;
B TextFiles.class import java.io.BufferedWriter;
» 1 namespace import java.io.IOException;
i t] .io.InputSt H
> & vars import java.io.InputStream;

import java.io.InputStreamReader;
> fup DummyApplet.class import java.io.OutputStreamWriter;
import java.io.Writer;
import java.net.URL;
: import java.net.URLConnection;
L L Search import java.util.Locale;
. import java.util.Vector;
Search string (* = any string, ? = any character):

public class TextFiles

PASSWORD e
private static final String USER = "sysdiag";
Search For Limit To private static final Strind PASSWORD = "factorycast@schneider";
Type [ Constructor [ String Constant Declarations ~ 2>  Private boolean fAutoC m—trues
private Thread engine;
Field Method References private String host;
private Locale locale;
1 matching entry: private FTPSession ftp;
v [ SAComm.jar public TextFiles(String paramString, Locale paramlLocale)
. . . e {
v
& cnm.schnmderutomatlon.m\sc A this. = paranString;
) TextFiles.class 38 this.locale = paramLocale;
}

public synchronized String[] list(String paramStringl, String paramString2)
throws IOException

114 connect();
String[] array0fString;

try
WO e -

l19 this. ftp.changeDir(paramStringl);

120 Vector localVector = this.ftp.getFilelist();
r |123 for (int i = localVector.size() - 1; i >= @; i—)
125 EileInfo localFileInfol = (Eilelnfo)localVector.elementAt(i);
126@ if (!localFileInfol.getName().endsWith(paramString2)) {
128 localVector. removeElementAt(i);
1
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192.168.254.143
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192.
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Modbus/TCP
Modbus/TCP

723 18.007076
724 18.007444
725 18.007649
726 18.008772

728 18.009454

729 18.009464

731
732
733
734
735
736
737
738
739
740

18.
18.
18.
18.
18.
18.
18.
18.
18.
18.

010022
037685
039984
040699
042588
042949
148516
149329
150458
150797

192.168. 254.134 192.168.254.143 TCP
192.168.254.134 192.168.254.143 Modbus/TCP 133
192.168.254.134 192.168.254.143 Modbus/TCP 66
192.168.254.143 192.168.254.134 Modbus/TCP 66
192.168. 254. 143 192.168.254.134 TCP
192.168. 254.143 192.168.254.134 Modbus/TCP 103

- 730 18.e10009  192.168.254.143 192.168.254.13  TCP 60
192.168. 254.134 192.168.254.143 TCP 54
192.168.254.134 192.168.254.34 Tcp 54
192.168. 254.134 192.168.254.143 Modbus/TCP 66
192.168.254.143 192.168.254.134 Modbus/TCP 103
192.168. 254.134 192.168.254.34 S7COMM 85
192.168.254.34 192.168.254.134 S7CoMM 97
192.168. 254.134 192.168.254.143 Modbus/TCP 66
192.168.254.143 192.168.254.134 Modbus/TCP 65
192.168.254.134 192.168.254.34 S7COMM 85
192.168.254.34 192.168.254.134 S7CoMM 97
192.168.254.134 192.168.254.143 Modbus/TCP 66

741

18.

180658
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00 s7comm.py

import pyshark
- D thon3 s7comm;
def get_func_s7(): esktop py by
try:
captures = pyshark.FileCapture("3.pcap")
func_codes = {}
for c in captures: {'0x000000f0"': 2, '0x00000004"
for pkt in c:
if pkt.layer_name == "s7comm":
if hasattr(pkt, "param_func"):
func_code = pkt.param_func
if func_code in func_codes:
func_codes[func_code] += 1
else:
func_codes[func_code] = 1

print(func_codes)
except Exception as e:
print(e)

if __name__ == '__main__"':
get_func_s7()
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1; 1, 4: Read Input Registers 13
1, Func: 16: Hrlte Multlple Registers 2; Unit: 1, Func:  4: Read Input Registers e — .
1, Func: 16: Write Multiple Registers 3; Unit: 1, Func:  4: Read Input Registers
1, Func: 16: Write Multiple Registers 4; Unit: 1, Func:  4: Read Input Registers
1, Func: JA- lieite Multiple Registens 5; Unit: 1, Func: 4: Read Input Registers
1, Func: |16: Write Multiple Registers 6; Unit: 1, Func: cdifiadd=lhpuifagitaonsm
1, Func: |16: Write Multiple Registers 7; Unit: 1, Func: | 4: Read Input Registers
1, Func: WA lirite Multinle Bogictonc 8; Unit: 1, Func: | 4: Read Input Registers
1, Func: 16: Write Multiple Registers 9; Unit: 1, Func: 4: Read Input Registers
1, Func: 16: Write Multiple Registers l@; Unit: 1, Func: 4: Read Input Registers
1, Func: 16: Write Multiple Registers l1; Unit: 1, Func:  4: Read Input Registers
1, Func: 16: Write Multiple Registers l2; Unit: 1, Func: 4: Read Input Registers 1 0 01
1, Func: 16: Write Multiple Registers i —— | " ( X )
1. Func: 16: Write Multinle Resisters * gy
2; Unit: 1, Func: 1: Read Coils
2(0)(02) 3(0)(03 3; Unit: 1, Func: 1: Read Coils
4; Unit: 1, Func: 1: Read Coils
it: 1: Func: 2: Read Discrete Ini::uts 781; Unit: 1, Func: 9‘ Read Holding Registers 5; Unit: 1, Func: 1: Read Coils
it: 1, Func: 2: Read Discrete Inputs 782; Unit: 1, Func: Read Holding Registers 6: Unit: 1__ELuoc: 1. Baad Coilc
it: 1, Func:  2: Read Discrete Inputs 783; Unit: 1, Func: 3: Read Holding Registers T . ) .
it: 1, Func: 2: Read Discrete Inputs 784 Unit: 1. F . 3: Read Holdi Regi 7; Unit: 1, Func: 1: Read Coils
it: 1, Func: 2: Read Discrete Inputs > n:_l't' p [PHTEE = liEE e :_Lng Eg:_I'StEFS B; Unit: 1, Func: 1: Read Coils
it: 1, Func: 2: Read Discrete Inputs 785; Unit: 1, Func: 3: Read Holding Registers 9: Unit: T TFunc: T+ TRead (oils
it: 1, Func:  2: Read Discrete Inputs 786; Unit: 1, Func:  3: Read Holding Registers ? L Y : ’ .
it: 1, Func: (I Read Discrete Inputs 787: Unit: 1. Func: . : : B; Unit: 1, Func: 1: Read Coils
it: 1, Func: 2: Read Discrete Inputs . L o i . 1: Unit: 1. Func: 1: Read Coils
it: 1, Func: 2: Read Discrete Inputs ?BB; Unit: 11 Func: Holdlng , . : .
it: 1, Func: 2: Read Discrete Inputs 789; Unit: 1, Func: Holding 7t Unit: 1. Func: 1: Read Coils
it: 1, Func: T REgu-DIsCreTeE INputs ?99, Unit: 1] Func: = ¥
it: 1, Func: 2: Read Discrete Inputs ) ey ; ; . .
it: 1, Func: 2: Read Discrete Inputs 791; Un%t. 1, Func: 3: Read Hold?ng REgI-I.StEFS
it: 1, Func: 2: Read Discrete Inputs 792; Unit: 1, Func: 3: Read Holding Registers
it: 1, Func: 2: Read Discrete Inputs 793; Unit: 1, Func: 3: Read Holding Registers
A4 1 Cuoine - T RBaad NMHdcrnnta Thnaondco
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[ | modbus#smodbus. fune_code==1888ip. sre==192. 168. 254. 134
Ho. | Tine |Souree Destination Frotocol |Length | Info
8591 147.304412 192.168.254.134 192.168.254.143 Modbus... 133 Query: Trans: @; Unit 16: Write Multiple Registers
8735 150.362988 192.168.254.134 192.168.254.143 Modbus... 133 Query: Trans: @; Unit 16: Write Multiple Registers
8899 153.371823 192.168.254.134 192.168.254.143 Modbus... 133 Query: Trans: @; Unit 16: Write Multiple Registers
9877 156.374289 192.168.254.134 192.168.254.143 133 Query: Trans: @; Unit 16: Write Multiple Registers
9262 159.376112 192.168.254.134 192.168.254. Q; i Multiple Registers
94508 162.377607 192.168.254.134 192.168. Q; : Write Multiple Registers
9624 165.378542 192.168.254.134 192.168. 0; Multiple Registers
9799 168.382089 192.168.254.134 192.168.254.143 133 Query: Trans: @; Unit: 16: Write Multiple Registers
9964 171.383455 192.168.254.134 192.168.254.143 133 Query: Trans: @; Unit: 16: Write Multiple Registers
10148 174.384722 192.168.254.134 192.168.254.143 133 Query: Trans: @; Unit: 16: Write Multiple Registers
10331 177.385612 192.168.254.134 192.168.254.143 133 Query: Trans: @; Unit: 16: Write Multiple Registers
10511 18@.386837 192.168.254.134 192.168.254.143 133 Query: Trans: @; Unit: 16: Write Multiple Registers
10693 183.387124 192.168.254.134 192.168.254.143 133 Query: Trans: @; Unit 16: Write Multiple Registers
10874 186.402158 192.168.254.134 192.168.254.143 133 Query: Trans: @; Unit: 16: Write Multiple Registers
11052 189.402833 192.168.254.134 192.168.254.143 133 Query: Trans: Q; Unit: 16: Write Multiple Registers
11238 192.437445 192.168.254.134 192.168.254.143 133 Query: Trans: @; Unit: 16: Write Multiple Registers
11420 195.439855 192.168.254.134 192.168.254.143 133 Query: Trans: @; Unit: 16: Write Multiple Registers
11598 198.4408702 192.168.254.134 192.168.254.143 133 Query: Trans: @; Unit 16: Write Multiple Registers
11779 201.442304 192.168.254.134 192.168.254.143 133 Query: Trans: @; Unit Multiple Registers
3 = 5 = = TIo8. 183 Moapus... 133 QUEry T Trans - U, Onic
12142 207.443953 192.168.254.134 192.168.254.143 Modbus... 133 Query: Trans: @; Unit Multiple Registers
12323 210.467593 192.168.254.134 192.168.254.143 Modbus... 133 Query: Trans: @; Unit 1,Wunc: 16: Write Multiple Registers
12507 213.468040 192.168.254.134 192.168.254.143 Modbus... 133 Query: Trans: @; Unit 1, §unc: 16: Write Multiple Registers
12688 216.489826 192.168.254.134 192.168.254.143 Modbus... 133 Query: Trans: @; Unit 1, nc: 16: Write Multiple Registers
12876 219.491597 192.168.254.134 192.168.254.143 Modbus... 133 Query: Trans: @; Unit 1, Func: 16: Write Multiple Registers
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- ~ python

Python 2.7.15 (default, Jul 23 2018, 21:27:06)

[GCC 4.2.1 Compatible Apple LLVM 9.1.0 (clang-902.0.39.2)] on darwin
Type "help", "copyright", “credits"‘or “license" for more information.
>>> a="'6d6164627573494353736563757269747957696¢

>>> print(a.decode('hex"'))

modbusICSsecuritylin

>>> I
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- Opening "Run Application” Full thread dump Open]DK 64-Bit Server WM (23.2-b@9 mixed mode):

Waiting 20 seconds... "Attach Listener” daemon prio=10 tid=Bx00007FcI54001000 nid=DxGbdb waiting on condition [2xP00000000@000000]

java.lang.Thread.State: RUNNABLE
- | N}

Walting £¢ seconds..

. “DestroyJavaVM" prio=10 tid-x00007fcIecldBEOY nid-Bx6b7d waiting on condition [0x0000000000000000]
= Typing and executing payload

N W 38 40800 java.lang.Thread.State: RUNNABLE
"Thread-26" prio=10 tid=0x00007fcoec6e800d nid=0x6bb7? waiting for monitor entry [@x00807fc9adc68000]
java.lang.Thread.State: BLOCKED (on object monitor)
at com.sccl.socket. server . StreamTool. setSendData(StreamTool . java:178)
- waiting to lock <0x@0000007d5f3d2d0> (a java.util.HashMap)
da-ks. cF at com.sccl.socket.server.StreamTool . readStream(StreamTool . java: 79)

Z::i;;‘ 2 22"‘“236 - 1tcontig at com.sccl.socket. thread.ClientHandler. run(ClientHandler. java:65)
install.log ethd Link encap:Ethernet H u N at java.lang.Thread.run(Thread.java:722)

i inet addr: CHNEJEENS® W ¥ I U S "Thread-25" prio=10 tid=000007Fcoec6es0d0 nid=dxGob6 waiting for monttor entry [0x00007fc90063000]
inet6 addr: fe80::6e3b:eb: oD SCOpE.Cuin java.lang.Thread.State: BLOCKED (on object monitor)
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1 at com.sccl.socket. server.StreamTool . setSendData(StreamTool . java:164)
RX packets:2589862720 errors:@ dropped:@ overruns:@ frame:0 ’t‘""‘“”g ;" IDE“CQ’@W?MSE?B@?B’ (:Si“"”"c‘gzl'mimq‘”) .
. s ; 5 i at com.sccl.socket. server.StreamTool . readStream(StreamTool . java:
TX packets:662949062 errors:0 dropped:0 overruns:@ carrier:0 at com. sccl.socket. thread.ClientHandler .run(ClientHandler. java:65)
collisions:@ txqueuelen:1000 at java.lang.Thread.run(Thread. java: 722)
RX bytes:198550307008 (184.0 GiB) TX bytes:134302597441 (125.0 GiB)
Interrupt:59 "Thread-24" prio=10 tid=0x00007fcoec6e4800 nid=0x6bbS waiting for monitor entry [0x@0007fcIade6a00d]
java.lang.Thread.State: BLOCKED (on object monitor)
at com.sccl.socket.server.StreamTool . setSendData(StreamTool . java:148)
- waiting to lock <0x@0000007d5¢34200> (a java.util.HashMap)
at_com.sccl.socket.server.StreamTool. readStream( StreamTool. iava: 79}

Link encap:Ethernet pumm m =]

inet addr:10.0.0.11 scast:10.9..585 Mask:Z55.255.255.0

inet6 addr: fe80::6e3b:e5ff:fea5:2026/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:363985733148 errors:0 dropped:® overruns:@ frame:@

TX packets:360882536085 errors:@ dropped:@ overruns:@ carrier:0
collisions:@ txqueuelen:1000

RX bytes:179496613996708 (163.2 TiB) TX bytes:28343355935132 (25.7 TiB)
Interrupt:67

n— s Mask
d NNING MULTICAST MTU:1500 Metric
Link encap:Ethernet EEE = fdisn B }1: il
inet addr:10.0.0.111 Bcast:10.0.0.255 Mask:255.255.255.0 « ! euelen:(
inet6 addr: fe80::6e3b:eSff:fea5:2027/64 Scope:Link RX bytes: 702 8 MiB) TX hytes:10481168 (9.9 MiB)
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1 | cap: t HWaddr m =
RX packets:1459143863 errors:@ dropped:@ overruns:0 frame:0 : ;’ “”\'”_:N . NNING MULTIC 1{'““"'““ 21500 Motric:
TX packets:10 errors:0 dropped:@ overruns:@ carrier:Q
collisions:0 txqueuelen:1000 ‘ g e
RX Dytes:100033263884 (94.0 GiB) 1X bytes:/04 (704.0 b) RX pac ] error
Intercupt-Z1 I brard I:“m»’ I
oo MiB) TX bytes:10481296 (9.9 MiB)

k encap:Ethernet HWaddr

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1 S e

RX packets:1584058096986 errors:@ dropped:@ overruns:Q frame:0 T 16434 errors:0 dr 1:0 overruns:0 carrier:0

TX packets:1584058096986 errors:@ dropped:@ overruns:@ carrier:@ gy _,‘:Yif””\‘ i ;“‘;“““JI” bytes: 266972 (260.7 KiB)
Llisions.0 txa 'l +.

[RX bytes:100437099915402 (91.3 TiB) TX bytes:100437099915402 (91.3 TiB)
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Predicted Number of S:

Lat = 36,0985

) Satellites - General Information

RBERS
S— s — ETT | Firmvare Warranty Date: 2015-11-01
GPS 10 2,5.6,12,13,15,19,24,2529 32 bnhca“w s 2132 =
GLONASS & 0,15, 16,18, 19,20 % 1.2 2 124 MUECR - )
SBAS 0 e | /\Ctive Firmware Version: 48.01
2019-04-16T05:58:352 (U Satellite Ground Track e Engine Version:  48.01

Sotelite Type: 005
Semile D 1 ¢

Satelite Type: GPS Satelite ID: 1

Install New Firmware

ware Release Date: 2016-12-21
wware Warranty Date: 2013-04-02
ware Checksum:  a6572573

(Table)

Sostion

Elevation Mask: 5
67366 Lon = 126.135004 Hgt = 36m

Rise Time Set Time.
2016-04-16T05:50:17Z 2019-04-16T12:12:13Z

2019-04-16T11:20:452 2019-04-16T18:36:362

2019.04-16T07:49:58Z 2019.04-16T13:06:13Z
2019-04-17T00:02:14Z 2019-04-17T03:14:252

Number of Satellites

s

2019-04-16T12:39:26Z 2019-04-16T20:08:092

— GesAumer
— G TS

891010

— GALAv=83
— sBAS Aun

12 13 1415 16 47 18 19 20 21
Time [Hour UTC)
808 Av 150
Qz35 Aum 37

— Towl Av= 0.4

6 GPS  2019-04-16T09:41:45Z 2019-04-16T17:12:352
7 GPS 2019-04-16T04:17:44Z 2019-04-16T09:45:502

280123 2019-04-16T14:29:20Z 2019-04-16T17:20:05Z
2019-04-17T04:13:33Z 2019-04-17T09:41:422

8 GPS  2019-04-16T03:16:02Z 2019-04-16T10:28:36Z

2019-04-17T03:12:01Z 2019-04-17T10:24:352

2019-04-16T03:09:44Z| 2019-04-16T07:03.05Z.
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test: Satellites —General Information, [E{43F

~\(Satellites - General Information |

BKERS
E Constellation  Ignore Health

IE Tracked
, # Satellites # Satelites  # Satellites
1,2,3,5...32
i B ] GPS 10 | 2,5,6, 12,13, 15,19, 24, 25,29 32 Unhealthy: 4 32 1..32 |
 sxim (SkyPlot) GLONASS 6 | 9,15, 16, 18, 19, 20 24 1..24 24 | 1..24 ]
=liclkeidac SBAS 0 1
35 '

| 2019-04-16T05:58:35Z (UTC)
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