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• Develop specialist and enterprise scale 
applications for Liberty Mutual.  

• Based in Belfast and Dublin 

• Design and implement innovative solutions 
using both existing and emerging 
technologies. 

• Technologist and engineer

• Focus on software solutions to 
security problems

• Fascinated with history and the 
deep causes of events
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The IETF OAuth Threat Model
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Component-based Data Flow Diagrams
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Process-based Data Flow Diagrams
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Architecture Diagrams with Trust Boundaries
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Attack Trees



Deconstructing Threat 

ModellingCiaran Conliffe



Deconstructing Threat 

ModellingCiaran Conliffe

CAPEC
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Organizing Threats
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Testing Your Mitigations
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Example Time!
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List & Prioritize Threats

The physical access port is used to disable the central locking

and start the car without a valid key 

• Exploitability: Requires physical 

access

• Damage: Theft of car

• Rating: Medium
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Remote Access is used to turn off the burglar alarm

and unlock the car

• Exploitability: Exploitable remotely

• Damage: Theft of car, theft of contents

• Rating: High

Remote Access is used to extract the telematics

information and determine the location of the car

• Exploitability: Exploitable remotely

• Damage: Information loss

• Rating: Low

Remote Access is used to disable the transmission

and cut engine power to the wheels during transit

• Exploitability: Exploitable remotely

• Damage: Loss of life

• Rating: Critical



Mitigate & Test Threats

The physical access port is used by an unauthorised person to access core car 

systems 
• Mitigation: Individual PIN for each car, only available to authorized repair professionals

• Test: Access car port using PIN from another car
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Remote access is used to access critical car systems such as the transmission

• Mitigation: Remove ability for remote access to be used on those systems by removing 

unnecessary functionality from the API & segregating control to physical access only

• Test: Audit the API for unnecessary functions

Air conditioning is activated remotely and run overnight in order to drain car battery

• Mitigation: Time-limit aircon activation remotely & disable it when car battery is below 25% 

charge

• Test: Activate aircon remotely and run through scenarios that would drain the battery
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@shinyemptyhead

liberty-it.co.uk

Questions?

https://twitter.com/shinyemptyhead
https://www.liberty-it.co.uk/

