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Dell uses OWASP’s Software Assurance Maturity Model

(OWASP SAMM) to help focus our resources and
determine which components of our secure application

development program to prioritize.

——NMiichael J. Craigue
Information Security & Compliance, Dell, Inc
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Each of the twalve Sacurity Practices have threa Maturity Levels. Each Laval has several componants that
apacify the critical factars for understanding and achinving the stated Level, Bayond that, thase prascriptive
detads make it possibile 10 use the definitions of the Security Practices oven outside the context of using
SAMM to build 5 software sssuranoe progam.

Dbjective

Thee Dbsjactive i a ganeral statement that captures the assurance goal of sttaining the sssociated Level As the

Lovels incraasa for a givan Practics, the Object mans goals in terms of building
for softwarn L and i

Activities

Tha Activities are cone requisites for attaining the Livel. Sorme are meant 1o be performed organization-wids

and same comespond to actions for individual project teams. In either case, the Activities capture the core

sacurity function and org a8 free § hawe thay fulfill the Activities.

Results

The Results i ilities and deli obtsined by achieving the given Level. in soms cases

%ﬁﬁ =, El], f&éﬁﬁ@ﬁ&?ﬁ@mﬂﬂ‘ :‘::m:::mmmwamsmom , 8 mors qualitative statement is made about increasod capability.

Tha Suecass Matrics apacify examplé measuramants that ean be used to check if an orEARTAtION = perorm-
ing at the given Level. Data collection and managemaont is loft 10 the choice of each organization, but recom-
maended data sources and thresholds sre provided.
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