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e Leaning in over Always Saying “No” [f] §ij — 5 i i A
«  Data & Security Science over Fear, Uncertainty and Doubt % #fl22 4=Fl 22 311 AN 2 s %E
. %pen Contribution & Collaboration over Security-Only Requirements JT 5% B D7 BRAT S E ik i B4l 1) 22 4 i 7

e Consumable Security Services with APIs over Mandated Security Controls & Paperwork 0] F ft) 5% T API ) 22 4= iR
28 JHE st i i A P 2 4 s ) R SR

«  Business Driven Security Scores over Rubber Stamp Security MV 55 B3R5} ) 22 440 Bk it 5 R 18] 25 1) ‘22 4 B A%

e Red & Blue Team Exploit Testing over Relying on Scans & Theoretical Vulnerabilities 1. 1 [ B\ i VI i 28 fk o 44
FIFEAES AR

e 24x7 Proactive Security Monitoring over Reacting after being Informed of an Incident 24x7 3= 5) % 45 Wi 4% ik it 22
2 FA A S S S B

e Shared Threat Intelligence over Keeping Info to Ourselves 3= g M5k M R FE EH I E S

«  Compliance Operations over Clipboards & Checklists iz & it i B AR ORI AG: 25 75 B

http://www.devsecops.org/
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Gartnerf’]DevSecOps L5k 1

. Adapt your security testing tools and processes to the developers, not the other way around AR 2 4K T
FRARSE NI RN 5L, AN AH %

e Quit trying to eliminate all vulnerability during development /~Z 22878 bR T & 3 72 7 19 BTG s

e Focus first on identifying and removing the known critical vulnerabilities T 5% 5<y3: 1H A A1 MM 54 2 260 1) ™ 2 I

e Don't expect to use traditional DAST/SAST without changes AN B HHEE1E 7% A 2240 B 175 I N AE AL GE 1)
DAST/SAST

. Train all developers on the basic of secure coding, but don’t expect then to become security experts 35I| T &
RN REARR 22 gt iy, EAZEHEMITR A ZE TR

*  Eliminate the use of known vulnerable components at the source M Sk F V8 k& O 5 52 B0t 4044 )4

»  Secure and apply operational discipline to automation scripts ¥ % &= FE AL AE N B shAL AR #1047

«  Implement strong version control on all code and components X AT A5 FIACAD AN ZH A4 1R AT 7™ 4% ) i A4S 5 B

e Adopt an immutable infrastructure mind-set %52 /4~ 7] A5 {0 S At B2 ) 1) JEL 4 A X
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& B2 B A T LA E ) 7 20K 2N %2 4 i 2E B B DevOps TAER H, XX
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e GoASQ https://github.com/Morningstar/GoASQ

e 10 Things to Get Right for Successful DevSecOps

https://www.scribd.com/document/385486244/10-
Things-to-Get-Right-for-Successful-DevSecOps
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