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XSS

€ (D testfire.net/search.aspx?txtSearch=<script>alert('You+are+attacked!')<%2Fscript> X Q search wB ¥ & 9

You are attacked!




HiR NS o [ it ER S AR |
A (RPAR TR AP 4 i) K

SQL Injection

& () testfire.net/bank/main.aspx & Q search B & & =
AltoroMutual »
&

= MY ACCOUNT PERSONAL

!*mfd.ﬁ =
¥l Acet S Hello Admin User
* Transfer Funds Welcome to Altoro Mutual Online.
* Search News Articles
 Customize Site Language View Account Details: B oo

seaurity satement — select id, uname, passwd from users where uname="Sun$' and passwd="Spws$'

: The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting web application vulnerabilities and website
i defects. This site is not a real banking site. Similarities, if any, to third party products and/or websites are purely coincidental, This site is provided "as is" without warranty of any kind, either :
| express or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please go to http://www.watchfire.com/statements/terms.aspx.

' Copyright @ 2017, Watchfire Corporation, All rights reserved.
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Table of Content

Security check
Change Histoi
Table of Cont
1. Authenticat
Checklist.........
Authenticatior
2. Informatior
Checklist.........
3. Programmi
Checklist.........
Input validatic
4, Logging / E
Checklist.........
5. Environmel
Checklist.........

I__Programming Security

I.1 Does your task add or modify a text inpu

If yes:
I.1.1 Have you specified the maximum
input fields?
I.1.2 Do you want to allow HTML in you
If yes:
1.1.2.1 Does your input field allow th
tags?
If ves:
1.1.2.1.1 Does your task allow ar
hyperlinks?
If yes:

1.1.2.1.1.1 Have you made
the link will opel
window?
1.1.2.1.2 Does your task allow ar
embedding of ActiveX ¢
(unusual)

II Authentication & Access Control

II.1 Does your task add a new web page?

II.2 Does your task allow communication witt

II.3 Does your task require adding or modifyi
information?

II.4 Does your task modify user’s access cont

II.5 Does your task allow access to other onli

III Privacy

III.1 Does your task require collecting, using,
data'?
If yes:

II1.1.1 Did you outline important business reasons for doing so? — _

1?’:% _'K_ \?JJ
e 2. Z2iRYT

2.1 AR
2.2 BRMSEAME
2.3 ipimiEsH
2.4 tEitHIRG
2.5 28{tsql
2.6 S{p%aur

« 3. XTGBT

3.1 ARSI SIS

3.2 SR sEAMNRg I A EEE
3.3 iAMaEH

3.4 fitHwS

3.5 Z2&{tsql

3.6 S{n5iE

III.2 Does your task require collecting, using, storing or transmitting personal

datavi?
If yes:

II1.2.1 Did you outline important business reasons for doing so?

II1.2.2 Does the user clearly and unambiguously consent to which
personal data Cisco collects, uses, stores or transmits?

II1.2.3 Does your task ensure access control to personal data? - —

II1.2.4 Does your task ensure the user can update her personal data?

II1.2.5 Does your task ensure that personal data is retained no longer
than necessary for the stated business purpose?
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OWwRsP
ModSecurity
que Rule Set
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‘) DEPENDENCY-CHECK

\

CODE
GUIDE

OWASP
Automated Threat Handbook

REVIEW

Application Security Verification Standard

Application Threat Modeling

®9WHSD | Testing Guide
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1. H.1—-Snake&Ladder

OWASP-C6
Implement.
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~EHL2 - ASVS

Verify that all forms containing sensitive information have disabled client
side caching, including autocomplete features.

Vo.2

Va3

Va4

Va.5

V9.6

Verify that the list of sensitive data processed by this application is identified,
and that there is an explicit policy for how access to this data must be
controlled, and when this data must be encrypted (both at rest and in
transit). Verify that this policy is properly enforced.

Verify that all sensitive data is sent to the server in the HTTP message body
(i.e., URL parameters are never used to send sensitive data).

Verify that all cached or temporary copies of sensitive data sent to the client
are protected from unauthorized access or purged/invalidated after the
authorized user accesses the sensitive data (e.g., the proper no-cache and
no-store Cache-Control headers are set).

Verify that all cached or temporary copies of sensitive data stored on the
server are protected from unauthorized access or purged/invalidated after
the authorized user accesses the sensitive data.

Verify that there is a method to remove each type of sensitive data from the
application at the end of its required retention period.
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. A3 - Cornucopias

Gamification

OWASP SCP/ASVS/Testing
guide

6 suites * 13 cards
Data validation and encoding
Authentication
Session management
Authorization
Cryptography
Cornucopia

https://www.youtube.com/wat
ch?v=i5Y0akWij31k
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2.4 - OWASP Dependency

DEPENDENCY-CHECK

damages whatsosver arising out of or in connection with the use of this tool, the analysis performed, or the resulting report
Project: Demo Insecure Project

Scan Information (show all):

dependerncy-check version: 1.3.1

Report Generated On: Nov 3, 2015 at 23:20:33 EST
Dependencies Scanned: 14

Vulnerable Dependencies: 3

Vulnerabilities Found: 13

Vulnerabilities Suppressed: 0

Display: Showing Vulnerable Dependencies (click to show all)

Dependency CPE GAV

commeons-fileupload- cpe:/aapache:commons_fileupload:-1.3 commons-fileupload-commeons-

1.3 jar fileupload:1.3

struts2-core-2 3.15.3 jar cpe/aapache:struts:2 3 153 org.apache struts struts2-core:2 3 153

Highest
Severity

Medium

High

CVE
Count

CPE
Confidence

HIGHEST

HIGHEST

B =D S0 =0

Dependency-Check is an open source tool performing 3 best effort analysis of 3rd party dependencies; false positives and false negatives may exist in the analysis performed by the tool. Use of the tool and the reporting provided constitutes acceptance for
use in an AS |S condition, and thers are NO warranties, implied or otherwise, with regard to the analysis or its use. Any use of the tool and the reporting provided is at the user's risk. In no event shall the copyright holder or OWASF be held liable for any

Evidence
Count

29
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. B25 - OWASP Defect Dojo

TTDEFECTdojo

Si ) I
a Dashboard for Bobby Tables
@& Dashboard 1 1
i= Products < 3 n
Active Findings In Last Findings Closed In
& Engagements < Engagements Seven Days Last Seven Days
o Endpoints < View Details (5] View Details (5] View Details © View Details (5]
pol
#¥ Findings 4
Ll Metrics < Historical Finding Severity Reported Finding Severity by Month
U
- Usiis W Critical 2 =
W High M Critical
Calendar Medium IH}gh‘
Hiow 20 = Medium
Informational Informational bow
19
16
Medium
22
10
5
™~
00 o o ——

May Jun Jul Aug Sep

Oct Nov
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Missing pieces

e No options for SAST or IAST
e A dashboard to track everything (requirements management, activities, releases, metrics)
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OWASP APPLICATION

SECURITY VERIFICATION
STANDARD 3.0.1

DR EEE
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TESTING
GUIDE V4,0

BEMEERE
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UOWASP

Open Web Application
Security Project

. - o \ iR TT v JE Al R A LIQN)IQ. =R @
S sees  @R0ES | ITEGM  plin || @merens
H-U'AV\TEI — p—
7o A\ FEB®H
_ . ) AIR CHINA &\ HEBE =
0 ﬁﬂp&@r E’m%ﬁ? @ j PHAE B N ChinaMobile st
Asialnfo T &
— | = S RE i ERERA , Ilenovo s
o/ | [3575  coopaww | @XEET OiEnz || &I || SHE
90 PN Ly
=— % e @Fizir
e | QE1S idea || Bottien Ofxsr | A=—um | psz @212




-‘gﬁiﬁﬁﬁ-

VulHunter

SR G A T A

[T EE AR/



4 iR M S

CZ0O0NWME GROUR

VulHunterr=gh——VulHunter &4}

* VulHunter e B P 53K B TR o AR — AU S T 22 il 38 =5 B A ™ dh
o HE NS 22T R A R (S-SDLC) fif it J7 &P ik RiSecZone i &, A H AR
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o =7 AT A

LA
ITERATION

{m\”ﬁt o ITERATION

2

ITERATIOMN
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DISCOVERY BEPLOYT DISCOVERY DEPLOYT DISCOVERY DEPLOY?
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hardcodefH><:
e hardcoded-key

e hardcoded-password

N2 EHBhE
@ e unvalidated-forward
e unvalidated-redirect

Cookie & Session & Cache:
«  cookie-flags-missing
e Hitponly

e session-timeout
e session-rewriting
e cache-controls-missing

VulHunter 32 57 25 R T 28

aetiug el

B=HEE:

o REEREAE RS
o B =Jj ¥ CVEWIF

o =7 EEAE AL

UM SR

* exception {5 & 1t %

o webserver i A< it &

o HURE R & idlogit#5

o HUR(E Bt query stringfE i

FEAER:

o xxe

e cmd-injection

e Idap-injection

¢ log-injection

* reflected-xss

* stored-xss

e Javareflection-injection
¢ hql-injection

e sql-injection

¢ Nosql-injection
e xpath-injection
¢ header-injection

LRIV TERZ AR

#éhttp headerfH 5%:

hsts-header-missing
xcontenttype-header-missing
csp-header-missing
csp-header-insecure

AR EWEE:

ANz AN 5192
A2 4 ffhash 5%
ANz 4 I BENL BB

A

clickjacking-control-missing
parameter-pollution
autocomplete-missing
insecure-jsp-access
verb-tampering
path-traversal
trust-boundary-violation
unsafe-readline
insecure-socket-factory
untrusted-deserialization
Csrf

Ssrf
insecure-auth-protocol
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OWASP

Benchmark

Category CWEW ™
Command Injection T8 126
Cross-Site Scripting 8 246
Insecure Cookie 614 36
LDAP Injection 20 27
Path Traversal 22 133
SQL Injection 89 272
Trust Boundary Viotation 501 83
Weak Encryplion Algonthm 27 130
Weak Hash Algorithm 328 120
Weak Random Number 330 218
XPath Injection 643 15
Totals® 1415
Overall Results

GBI, 5 T A B
S B 1 2, 140

™
125
209
N
32
135
232
43
16
107
275
20

1325

251

&7

3

2740

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

FPR
0.00%
0.00%
0.00%
0.00%
0.00%
0.00%
0.00%
0.00%
0.00%
0.00%

0.00%

0.00%

Score

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

True Positive - TP K Hi %
Tool correctly identifies a real vulnerability
False Negative - FN JR#R %
Tool fails to identify a real vulnerability
True Negative - TN

Tool correctly ignores a false alarm
False Positive - FP iR %
Tool fails to ignore a false alarm

True Positive Rate - TPR

TP/ (TP +FN)

False Positive Rate - FPR

FP/ (FP+TN)
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