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Applications should not be delegating most of their runtime protection to the external devices.
Applications should be capable of self-protection (i.e, have protection features built into the
application runtime environment).
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expression(FRIXZUHIT) scanner(f3fHERINE)
filemode (&R 475(a]) webshell(fF1 =8 &)
upload (314 _EEIE) spring(SpringfEZRigse)
patch(@zIZS%NT) cmd (A A ST

Server-Side Request Forgery(SSRFI&ZT)

webserver(lH 3G INTE. FRIENIEZIHIE=EL)
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RASP WAF

> BRNFENFIRERFRER, NMA{CIEIRA] > HMNEBARANOSR—ERE

> fEREE LS > XFEREIA(EREK). B8, RAMRE=MAI
> ETRBESZEY > EERBS5%Y

> FRIESEEX > TTHKRIESES

Security Project



RASP vs WAF FAXIEY, 88

RASP

> BAiFERIGEFIARAIS S
> ETMN&ITAFIE

> XFFEMINTIEE

> IRIRERIRE

WAF
> BEPEREG
> ETHINFIT
> AR T
>

RIS

Security Project



RASP vs WAF $7ARISEY 14E8E

RASP

KR
HFECPUR ITF
MREHFEE<10%
TBERIER/)

YV V V V

WAF

RNEEZZ, (EREE(R
TocpuR RFEFE
TolREHFE
IERIEIRK

vV V V VY

Security Project



RASPLIK] /&

u‘z«

4 waratek ‘@ OpenRASP

Prevoty 3 n‘g. )-'; P




RASPLIK] /&

«Arxan: «Pradeo
«Avocado «Promon
*BrixBits «Signal Sciences
*CA Technologies-Veracode *Synopsys

«CIX Software tCell
«Checkmarx *\asco
«Contrast Security *Virsec

«Hdiv eImmunio

sHewlett Packard Enterprise (HPE)
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