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ESAPI (The OWASP Enterprise Security API) is a free, open source, web application
security control library that makes it easier for programmers to write lower-risk
applications. The ESAPI libraries are designed to make it easier for programmers to
retrofit security into existing applications.
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OWASP Web Security Testing Guide (WSTG)

The WSTG is a comprehensive guide to testing the security of web applications and
web services. Created by the collaborative efforts of security professionals and
dedicated volunteers, the WSTG provides a framework of best practices used by
penetration testers and organizations all over the world.

OWASP Mobile Security Testing Guide (MSTG)

The MSTG is a comprehensive manual for mobile app security testing and reverse
engineering. It describes technical processes for verifying the controls listed in the
OWASP Mobile Application Verification Standard (MASVS).
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Mobile Application Security Requirements - Android

MSTG-1D Detailed Verification Requirement Level 1 Level 2 Status
L Architecture, design and threat medelling
All app components are identified and known to be needead.

Architectura
Security controls are never enforced only on the cllent side, but on the respective remote end polnts. i1
A high-level architecture for the mobile app and all connected remote sendces has been defined and security has been
addressed In that architecture.

Data considered sensitive in the context of the mobile app is clearly identified.

All app components are defined in terms of the business functions andfor security functions they provide.

njection Flaw

Architectura

N/A ation

A threat model for the mobile app and the associated remote sendces has been produced that identifies potential threats M/A the Application
and counternmeasures.
All security contrals have a centralized implarmentation. N/A ing for insecure Configuratic

There s an explicit policy for how cryptographic keys {if any) are managed, and the lifecycle of cryprographic keys is
enforced. ldeally, follow a key management standard such as NIST SP 800-57.
A& mechanism for enforeing updates of the mobile app exists.

N/A | Cryptographic policy

N/A  Testing enforced updating [MST
N/A  Security Testing and the SDLC
M/ A

Security is addressed within all parts of the software development lifecycle.
A responsible disclosure policy is in place and effectively applied.
The app should comply with privacy laws and regulations.
V2 Data Storage and Privacy
System credential storage facilities need to be used to store sensitive data, such as PlI, user credentials or eryprographic

T T T T

Testing

4

Mo sensitive data should be stored outside of the app container or system credential storage facilities. Testing
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Authorization Schema users. And resource.
& Forevery on resources o) -
a o o1 Request that s only in The responseisnot 404
Authorization Schema Anormal customer 2 Caabiohsnd i same/
account 3. For every original to 204/ not authorization
user rol'ssession identifier an evaluate the responses for each.
Testing for 1
Assigned (e.g. pdf, word, xisx and so on) ~ same/
account 3 i 3 404/
user role’s session identifier.
10 PUT or DELETE,
Testing for Special Request Header  N/A 1. Contig the http proxy. X-Original-URL The responseis same  The response Is
Handling 2. Access the URL with anonymos. X-Rewrite-URL Header
3. Add X-Original-URL/ X Rewrite-URL Header in request, then evaluate the response.
3 B L. Config the http proxy. Request/response thatis The role/privilege does  The privilege
Manipulation account 2. Login the application with the customer account. changed ID/Profile not change. foes not change
P i hange the
parameters, then check ifit has some administrator's functions.
Traversal File 1 [-d-d-f-Jetclpasswd 404 00
Include. account 2 los\nlheeppHc:lunwkhlhe customer account. J-d-d.1./bootini
3. For the GET I, et jpg and so al, the URLto
Tl foclasind ot - -1-Tooct i Then fesen them.
4_Evaluate the response.
1 e 404/
account 2. Login the application with the customer account.
3. Capt v wr
a. Then add
into request, re-send it
5. Evaluate the response.
e 2 / 1.Config the http pr Deformed value of parameter 404/ no permission 404,
References 2
accounts 3 P For example,

OJHE

EI|:E|r- Wab I'||:-1

more. Then recor the parameter vaue that I used totet
4.

the value of parameter to below value or similar values. re-send it
5. Evaluate the response.

Then change

=

PASS

Test Case Objective:
Test if user who ls not authenticated can access the function of creating an event.
re-Regquisite:
Admin credentials
Time:
15min
Steps:
1. Set the Hitp Proxy in Brovwser.
2. Then access the application, kogin the system with admin's account
3. Click the Create Event link to create a new event,
4. Capture and save all the requests for créating event.
Reguest 1
POST flsonfems2EventManagemeantService createEvent? nonhtml=trus HTTF1.1
Host: enduranceui-vip.ga.aw. dev.activenstwork.com
Cannection: clode
Content-Length: 314
sec-ch-ua: "Chromium®;u="85", ";Not A Brand";y="99"
Accept: "
%-Reguested-with: XMLHttpRequest
seC-ch-ua-mobile: 70
User-Agent: Mogilla/5.0 (Windows NT 10.0; Wink4; x64) AppleWebKit /537,36 (KHTML, like
Gecka) Chromae/89.0.4389,90 Safarif537.36
Content-Type: application/json
Origin: httpsfendurancevi-vip.qa.aw.dev.activenstwork.com
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sac-Fetch-Dest: empty
Referer: https:ffenduranceui-
vip.ga.aw.dev. activenetwork.comtest0123456789101112131415161 7181920212 22324252627
Accept-Encoding: gip, deflate
Accept-language: an-Usen;g=0.9
Cookie:
BiGipServer-activeworks~aw_ga_enduranceul_pool=1avTE/P7dgFWallullGGyZZ8gvqusbENda
KENGHYRXIFAeOWrBEEHEOYSVeovbxmIGuY Fulg+ r2L QboCA==;
OPTOUTMULTI=0-0%T Col 0% Co3:0; 5_co=true; 5_fid=592DA36B7 2ECDEAS-
1E3G0AMAZIHEZA3TAIE;
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