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OWASP

* OWASP XSS Prevention Cheat Sheet

* OWASP Types of Cross-Site Scripting

* OWASP XSS Prevention Cheat Sheet

* OWASP DOM based XSS Prevention Cheat Sheet
* OWASP Java Encoder API

* ASVS: Output Encoding/Escaping Requirements
(V6)

¢ OWASP AntiSamy: Sanitization Library
e Testing Guide: 1st 3 Chapters on Data Validation

Testing
* OWASP Code Review Guide: Chapter on XSS
Review

* OWASP XSS Filter Evasion Cheat Sheet
AN FE IR

* CWE Entry 79 on Cross-Site Scripting
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OWASP

* OWASP Top 10-2007 on Insecure Dir Object References
*OWASP Top 10-2007 on Function Level Access Control

* ESAPI Access Reference Map API

* ESAPI Access Control API (2 . isAuthorizedForData()«
isAuthorizedForFile()+ isAuthorizedForFunction())

B2 ESI K, 15 0L ASVS requirements area for
Access Control (V4).

SHERBEIR

* CWE Entry 285 on Improper Access Control (Authorization)

*CWE Entry 639 on Insecure Direct Object References
*CWE Entry 22 on Path Traversal ( —A B %5 HREKATE)
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OWASP
* OWASP Development Guide: Chapter on Configuration

* OWASP Code Review Guide: Chapter on Error Handling

* OWASP Testing Guide: Configuration Management

* OWASP Testing Guide: Testing for Error Codes
* OWASP Top 10 2004 - Insecure Configuration Management

RNTHEERN Tz F KRGS, 1S 0L ASVS
requirements area for Security Configuration (V11 and V19).

SHERBEIR

* NIST Guide to General Server Hardening

* CWE Entry 2 on Environmental Security Flaws

* CIS Security Configuration Guides/Benchmarks
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OWASP
T VR T AAZ AU A 5% e SRR R A () A 0%
i\ @, %25 WASVS req’ts on Cryptography (V7), Data
Protection (V9) FlCommunications Security (V10).
* OWASP Cryptographic Storage Cheat Sheet
* OWASP Password Storage Cheat Sheet
* OWASP Transport Layer Protection Cheat Sheet
* OWASP Testing Guide: Chapter on SSL/TLS Testing

B ER B IR

* CWE Entry 310 on Cryptographic Issues

* CWE Entry 312 on Cleartext Storage of Sensitive Information
* CWE Entry 319 on Cleartext Transmission of Sensitive
Information

* CWE Entry 326 on Weak Encryption

N
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OWASP

* OWASP Article on Intrusion Detection

* OWASP AppSensor

e OWASP Automated Threats Project

¢ OWASP Credential Stuffing Cheat Sheet
¢ OWASP Virtual Patching Cheat Sheet

e OWASP Mod Security Core Ruleset

SHERBEIR

e WASC Article on Insufficient Anti-automation

e CWE Entry 778 - Insufficient Logging

e CWE Entry 799 - Improper Control of Interaction Frequency
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OWASP

* OWASP CSRF Article

* OWASP CSRF Prevention Cheat Sheet

* OWASP CSRFGuard - Java CSRF Defense Tool

* OWASP CSRFProtector - PHP and Apache CSRF Defense Tool
* ESAPI HTTPUtilities Class with AntiCSRF Tokens

* OWASP Testing Guide: Chapter on CSRF Testing

* OWASP CSRFTester - CSRF Testing Tool

SRR

* CWE Entry 352 on CSRF

* Wikipedia article on CSRF



https://www.owasp.org/index.php/CSRFTester
https://www.owasp.org/index.php/CSRF
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/CSRFGuard
https://www.owasp.org/index.php/CSRFGuard
https://www.owasp.org/index.php/CSRFGuard
https://www.owasp.org/index.php/CSRFProtector_Project
https://www.owasp.org/index.php/CSRFProtector_Project
https://www.owasp.org/index.php/CSRFProtector_Project
https://www.owasp.org/index.php/CSRFProtector_Project
https://www.owasp.org/index.php/CSRFProtector_Project
https://static.javadoc.io/org.owasp.esapi/esapi/2.0.1/org/owasp/esapi/HTTPUtilities.html
https://www.owasp.org/index.php/Testing_for_CSRF_(OWASP-SM-005)
https://www.owasp.org/index.php/CSRFTester
https://www.owasp.org/index.php/CSRFTester
https://www.owasp.org/index.php/CSRFTester
http://cwe.mitre.org/data/definitions/352.html
https://en.wikipedia.org/wiki/Cross-site_request_forgery
https://en.wikipedia.org/wiki/Cross-site_request_forgery
https://docs.spring.io/spring-security/site/docs/current/reference/html/csrf.html
https://www.playframework.com/documentation/2.5.x/JavaCsrf
https://docs.djangoproject.com/en/1.10/topics/security/
https://angular.io/docs/ts/latest/guide/security.html
http://www.dotnetcurry.com/aspnet/1343/aspnet-core-csrf-antiforgery-token
https://www.owasp.org/index.php/CSRFGuard
https://www.owasp.org/index.php/CSRFProtector_Project
https://www.owasp.org/index.php/CSRF
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* OWASP Dependency Check (for Java and .NET libraries)

TG,
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* OWASP Virtual Patching Best Practices
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* The Unfortunate Reality of Insecure Libraries

* MITRE Common Vulnerabilities and Exposures (CVE) search

* National Vulnerability Database (NVD)

* Retire.js for detecting known vulnerable JavaScript libraries

* Node Libraries Security Advisories

* Ruby Libraries Security Advisory Database and Tools



http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-3451
https://nvd.nist.gov/vuln/detail/CVE-2017-5638
http://cve.mitre.org/
http://nvd.nist.gov/home.cfm
https://www.owasp.org/index.php/OWASP_Dependency_Check
https://www.owasp.org/index.php/Virtual_Patching_Best_Practices
http://www.aspectsecurity.com/research-presentations/the-unfortunate-reality-of-insecure-libraries
http://www.aspectsecurity.com/research-presentations/the-unfortunate-reality-of-insecure-libraries
https://www.cvedetails.com/version-search.php
https://nvd.nist.gov/
https://github.com/retirejs/retire.js/
https://github.com/retirejs/retire.js/
https://github.com/retirejs/retire.js/
https://github.com/retirejs/retire.js/
https://nodesecurity.io/advisories
https://rubysec.com/
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https://www.owasp.org/index.php/OWASP_Dependency_Check
https://github.com/retirejs/retire.js/
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* OWASP REST Security Cheat Sheet

* OWASP Web Service Security Cheat Sheet

B ER B IR

* Increasing Importance of APIs in Web Development

e Tracking the Growth of the APl Economy

* The API Centric Future

* The Growth of the API

* What Do You Mean My Security Tools Don’t Work on APIs?!!

* State of API Security
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The Open Web Application Security Project (OWASP) is a worldwide free and open community focused
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