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jd-gui, jd-cmd. jad<
o FRPpFIA
IDA Pro, jdb, gdb. class-dump-z, Clutch, introspy. CycriptZ
o SZR¥EIHA
APKTool, APKIDE (2 ). Android Killer, Xposed<
o HUMBETH
\ Wireshark, fiddlers
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MFEFFNE— N REEE—
Activity , B—PActivityBARIRITHEE , tbunE
R, EAR. EASIEIE. FHEEREE |, ActivityZ
[BIRIDIRE e —ERIRI.

ServicelRFS2HEERERDM , —
BHiziTEES  TEERNERIHITE
5. RS—AATFIIZIGNZEFinRIERA
&, NG NEEREER. WHZ EERR
B ER.

Activity
S

Content
Provider

iR

Android
PORZE44

Service

ContentProviderBBF{FFF03k
BEUE | A EENSFTENARRERA .
XEAEN AR EAEZEENE—S
1l , Avandroid;@ BR B NAHLE
MANAHFHEX, L@ HREE.

Broadcast/ &R SEFNZIIMNREVRE
MHE{TIMER LR , TIHITRIZAEND | tE
IIREFRIER. METWEN. STIER (1%
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android:exported 2AndroidaIPY KB4 Activity , Service , Provider , Receiverfq
KBHPESBEN— BN |, ftN8android:exportedi®E 7 truema] XYM TIARIEER , 1
FRandroid:exportediZ & 1 falseFRnAR XIFMFH TIEAEFE .

INRIIABREMH TIREandroid:exported{@/atrue , NIRTREHINAB A MBAPPETE
BinE. ABERFEXEL,

R EFIintent-filter BRIAEAtrue; ;gBintent-filterBAIAE Sfalse,
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> MR ZeL

am start —n cn. com. gxluzj/. frame. impl. module. home. HomeActiv
app_process has text relocations. [his 1s wasting memory al
ase fix.

app_process has text relocations. This is wasting memory ai

=
B2 %3515

com.umetrip.android.msky.app com.umetrip.
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<service

@ 1%@%:':?,_1‘@‘;51”#&2‘:@%&{%@59% android:label="Youku Push Notifications StartActivityService"

ervice.push.StartActivityService"

servicefRSS , R4miFEIAIRT:

label_53:
G 3k, intent.setFlags(876609536);
@ f&APushMsgiiSerializableffJ£% intent  setClase(this, Updateactivity.class);
intent.putExtra("updateurl”, updateurl);
}EE : intent.putExtra("updateversion”, pushMsg.updateversion);

intent.putExtra("updatecontent”, pushMsg.updatecontent);
intent.putExtra("updateType", 2);
this.startActivity(intent);

return; R P 35 P RO SR T

pusthg type = 1;
@ %ﬁ{j} #):Ej] =E’\Jservice : pushMsg.updateurl = "http://gdown.baidu.com/data/wisegame/41839d1d5
pusthg updatecontent = "This is Fake";
nt = new Intent();
c lassName(" .youku.phone", "com.youku.service.push.Start
intent.putExtra("PushMsg", pushMsg);
startService(intent);
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<receiver android:name=".PushMsgReceiver" EEEMES R
<intent-filter>
<action android:name="com.yongche.component.groundhog.RECEIVED MESSAGE"
</intent-filter>
</receiver>

ublic class PushMsgReceiver extends BroadcastReceiver {

@Override
public void onReceive(Context context, 1t intent) {

Fétﬂjj}d_?ﬁ P _H{E_ String str = intent.getAction();

System.out.println(str);
String str2 = intent.getExtr‘as() getString( )3

I]J'—l' {%EU%E] EI_\] System.out.println(str2); E_Massage”‘ﬁ
'L]-%{nu_n
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Unable to Query /com.tencent.mm.sdk.plugin.provider/sharedpref/
Unable to Query /com.bestpay.appdownload
Unable to Query /sms/
Unable to Query /sms/inbox
e T . Unable to Query /com.sina.weibo.sdkProvider/query/package
Unable to Query /com.bestpay.yicardnum/
XXXi1j CO nte nt P rOV| d e r Unable to Query /com.sina.weibo.sdkProvider/query/package/

Able to Query content://telephony/carriers/preferapn

> A
E I Accessible content URIs: i P b
{E‘EWBE]& |n content://telephony/carriers/preferapn/ ContentPri

content://com.bestpay.appdownload/download/|

content://com.bestpay.yicardnum/yicardnum/
content://com.bestpay.yicardnum/yicardnum
content://telephony/carriers
content://com.bestpay.appdownload/download
content://telephony/carriers/
content://telephony/carriers/preferapn

KXXi" BIRISR

iHEE
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EENXTESUAEFAR, WHTH : dex2jar, jd-gui. adb{EREE ; WA : sample001.apk
LR -t -

A dex2jar5jd-guisRBUUIHEARAPPRIAES |, IKEULEBHEIContentProviderE5
® F=¥
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F1FH 128 - Android & H B HE FEsQLiFE N

PR FAN [ (DB AR HRE 2 ) 7 % -  saLdemo

private String ShowData(String m_id) {
this.resuft="";
new String[1][0] = m_id; ) )
Carsor v1 = this,m arawQuery([SELECT ~ FROM usertable WHERE 1d J\J + m id + (1] mul) Button
v1.moveToFirst(); = )
while(lv1.isAfterLast()) ﬂ id: 1
this.result = String.valueOf(this.resu/f) + "id: " + v1.getInt(0) + "\n" + "user: " + v1 user: admin
.getString(1) + "\n" + "pass: " + v1.getString(2) + "\n\n"; pass: admin888
vi.moveToNext(); id: 2
user: root
pass: root123

}

v1.close();

return this.resu/t id: 3
user: xiaod
vate String ShowData2(String m_id) { pass: xiaodwin

his.result="";
ursor v1 = this./m_dbrawQuery(|SELECT * FROM usertable WHERE id = ?", new String[l{m_id});
1.moveToFirst();

hile(!v1.isAfterLast()) {

this.resu/t = String.valueOf(this.resu/f) + "id:

+ vl.getlnt(0) + "\n" + "user: " + v1
.getString(1) + "\n" + "pass: " + v1.getString(2) + "\n\n";
vl.moveToNext();
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ERIntent EXFR—RERTRNEREFZENANERE , EERIEE 7SR
432 Activity , BTLARE—HRRE—MActivity , EEHSEIERHE.

fSizlIntent fEUER—RERTEAENARERZEREEBEE , BB Bin2HRS
7] L3 KHITHIT , SABR TaHIERMAER | IEAEESIETENZ X

Yl BIRSS. ERIMHEE.
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Android API Level 8z ELA EAndroid REEfRM T 9M FRFEFFEIRRIRMDFNIRETINRE. IIRERIFF RIRE TZ N FfER+

AndroidManifest xmIsZ{4FfdallowBackup/EiE , EEMEEIARTrue, HallowBackupirsAtrueldd , FAFEIENEiYadb backupFiadb
restoreSRFTII R FAIEINEHFIRE | XATseRtRk—ERNZ 2 XK.

> &S

{ adb backup -nosystem -noshared -apk -f com.xx.xxxx F:\Restore

> ILJFETES

{ adb backup -f F:\ Restore -apk com.xx.xxxx
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Activity RETENFFRIAT Webinh) "NEPE" , MRESHESRNAIFERGNERFE. THFE. KEEBAES , 8O-
RRBAKFEIIEN  AREERKFEEAXIEESNEREFR |, LI L SRIAPPEURFREANFASIRSR

had ‘ am &
A = d K g w 09:15
fcam = % A @098

® rmh

N3N A

WA R dactivity :

com.rrh.jdb.newmodule.login.logi
n.index.LoginActivity

AEME

TEBFFRFERT
v i Activity2E
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JavalRid B EisEE PR AR , EEE4AndroidMainfest.xmlsig&E T debuggablefiDebuggable/@itH

true , SEFTELLTIXIBS :

> jdbifiix > ReleasefDebug/ifHix
g%ﬂﬂ*ﬂ%ﬂﬂﬁﬁ):‘@lﬁ\még E?: Releaseﬂ]Debug$§ﬁ—F ' *Ef%iéﬁ'ﬁﬂzzﬁiEEEﬁ
) e 2, ton -
U BB TITOS B , _
IHTHBRSASIRALSEE | fl B DebugMIEiERREIRIE , SEIRMIP. Log
GRS , SRS shpa

m Relase FUEL ERIAFBIRA o
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i3
2

ReleasefIDebugiEz( T , F2FIE1T
A REZIERE | el - 7T
B DebugliERERFTHRNGE , IO

return;

}

1%% W IX—)QIIP\ Logﬂf_li:_[t E Fgé;l: ; this.mHandler.postDelayed(this.enterHome, 1000L):;
m R el as e—F IJ-I\!J L:lééﬁ J:EI‘J E?ﬁ mizlg FRIAREEstr1i8EFstr2 , & i5Config-hIDEBUGIRHAEENA,
£ ® - cavewas =

-1
87 .prologue

% aine =0 3 8 %1, FF/EDEBUGIBAH
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HiR1TappH EMFE A"
null
deviceID:866001023475214
deviceID:866001023475214 L33 g,

FEFI_RZLloginstr: {"clientIdt":"866001023475214",['imageCode":"5524", "clid

Platform":"android","clientInfo":"866001023475214|MI 3|android 4.4.4",

"clientVersion":"1",|["password 123456 loginType":"l",:"lS 4

093212852", "bankCode™ :"6458"} EE EEquiflg%

Fhttp A AT

service = http://fiapp.suning.com/phonepad/auth?targe!
.suning.com/phonepad/passport/passPortLogin.do
extendtgt = true

b43a-£0 cc82aea
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> A /K 5 A i R

IR EEAPPIE RO RAAEB
IR IMEED , SRR
FREZAHERT | NOAE HHUSECRAR |

ANE)\RHMIKA

setContentView (213090308

this
this
this
this
this
this
this

MR R(Zi815.1.4)

RITEMRERE 400-023-1111

WP ? THITIE

MREtD®

.mAccountInput = ((CPPhonelnput)findViewById(2131165399)):
.mPwdInput "PXPaSShcrdIn ut) findViewBy Id(2131‘n"m ~
.mAccountIr t
.mPwdInput.js g ~
.mLoginBtn = ((,Eigttgn)flndﬂlehB,Id(‘x
.mLoginBtn.observer (this.mAccountInput);
.mLoginBtn.observer (this.mPwdInput);

654 ;:M.)),‘
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classes_dex2jarjar ¢

SR RRROMII AR | BISNURLtELE,
WIIIKS, BRSFAREEAE ISR

{(EREIETUARSS =8 Dt TIE | Aaniik
SEiIl , &L EE55RYNIARS 81
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13K - HTTP/HTTPSH [A] A KL+

)

> HTTP A Hh+F

WooYun-2015-150915

zhchbin

2015-11-02 16:32

TN A

{"versionCode":217,"md5": "c2c5fa684208ca56e91e72e38ef148ec8", "downloadUrl" : "http:
k","title":"5qOASrWL5YiwSpaws4mISpys", "description™: "MS7jgIDmlrDlop7jgIHnvgTkuLyvi
DmiJD1kZjnmoTmnYPpmZDphY3nvad4KMi7jgIDmlrDlop7jgIHpnZLmnpznmoRH\nSUbmigXorablm77n
pnZLmnpznlKjmilLflj6/kud7iglz1j5HnjrDigl3kuk3iglzpnZLlmnpzmkYT1lgd/mnLrigd3n\nm7Tmjd
a/liJfo\noajkuk3kveHmga/mlLblj5HnmoTnvKnnlaXmlofmoYgKNS7jgIDkvljljIbjgIHosIPmlbT
3ml7bplb/1lhZHmjaLm\ntYHngIsKNi7jgIDkvljljibjgiHkvijljiboherlrprkuYnooajmgaxXmt7vl
1pI30i6Xlublidc=","notify":true,"mini":@,"length":46306484, "patch":false, "patch

1. (3R] BEZHURRNA. AR
Bl RIENFAFANNRER

2. [#7iR) WROGIFREEF NG
OFEE R

3. [E1L] MRAPEIMN RN P RR
BRI EEEA

4. [EL) WBEAETHWMNSIIRS
8RR 0 e %

5. [{A1L) WS TED HEMNR
o, RSN RIRIRTE

6. [{E1L) RILEENRINBNINESR
HEiREEAR

7. (1% ] EEEFbug
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LS

1. BEFIEAKIFIRSSEEETS , BlcheckServerTrusted() /53505
@0verride

ublic void checkClientTrusted(
X509Certificate[] chain, String authType) {
// Do nothing —> accept any certificates

)

@0verride
public void checkServerTrusted

java.security.cert.X509Certificate[] chain, String authType) {
// Do nothing —> accept any certificates

21"

2. RGBS SR S R A IR 22

3. EZAEERES

24!

(22 20CKEFLACFOLA YT TOM VIT HOZ LUVWE AEBTETEKD®

HostnameVerifier hv = new HostnameVerifier() {
@0verride

public boolean verify(String hostname, SSLSession session) {

// Always return true -> Accespt any host names
return true;

}
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B RIS RRINER &S ( AES/DES/3DES B IAVEXTFRINZRIE ( RSA/DSA, ECB)

iv le cipher mode «}i
ecb:nil etr:l6 "eecb", "ebe" X509EncodedKeySpec keySpec = new X509EncodedKeySpec(keyBytes);
ofb:16 cfb:16 "cfb", "gem" KeyFactory keyFactory = KeyFactory.getInstance("RSA");
cbe:16 gem:16 "ctr", "ofb" PublicKey pubKey = keyFactory.generatePublic(keySpec);

Cipher cipher = Cipher.getInstance("RSA/ECB/PKCS1Padding");
ecb:nil others: "ecb" "cbe" "cfb" "ofb" cipher.init(Cipher.ENCRYPT MODE, pubKey);
ecb:nil others: "ecb" "cbc" "cfb" "ofb" return cipher.doFinal(data);
ecb:nil others: "ecb" "cbe" "

.

APP WX £ P 3 s R I A7 AE 39 N3 By i ) R R A S B IR b



OLJASP

Open Web Application
Security Project

FH1TH3IR - BB I INE

package com.yirendai.util;

import javax.crypto.Cipher:

public class ai

( HERAPP |, IVEEERE

private static byte[

public static String a(String paramStringl, String paramString2)
{

byte[] v4 =
int v2;
new IvParameterSpec(a):
SecretKeySpec localSecretKeysS) v y ramString2.getBytes()
Cipher localCipher = Cipher. 5 dding™):
localCipher.init(l, localSecretKeyS: N

vS.getBytes ("UTF-8"

for(v2 = 0; v2 < vS5.length(); ++v2) {
if(v2 >= v0.length) {
break;
.prologue
.line 36
const-string [vO

sput-object v0

v,

v0[v2] = v4[v2];
Lcom/yirendai/ui/lockPattern/SetLocusPassWord

private static Key a()
{

if (& == null) {

(this.iv);
4 = new SecretKeySpe

1S. this.sKey, ((:
return a;

public static String b(String paramString)
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1 2
B4 WooYun-2016-190761

il
FAC) Fi: 12306
JeiF{E#: chaoxilab ] LLIE H el R

2 v o
$AEI ] 2016-03-30 16:5 -~ A%

4 £ { .
SRR 16:(1{5_: _'Ifi‘l'r _LI'JlBOGEJL'J {5 i - Eifid checkcode. deldileans Y M i ierin ap AR e 028 A F IS 7 2. (HAE

A TE] .

/

4

1 F cv 4 £
s Hrtpltils = |lAssembly  Decompiled lava = Strings | Canstants Hotes
EnopFrncher public class Check®odeFlgi

a privata atatic fisal It
andrain. sappovt. v privata static final st

=Plugin |

W - Tdachackooda’;
W - "gatchackeoda’;
=1

public ChecktodeFlaginid |

superil:

4 oom

# MobileTicket |
BuildContig

public boolean executel argd, CallbackContexs arg®) throws J506Ex n [
boolean ¥3 - ktrue:
rEnthPlngiT iflaruT . eguals (Vgebck

LevieeUlils by - m P
Frroqrommaseryi o . Bl . Codeutil.checkeade (77, argllgetiteingi@l]]2 AN
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(1]

HERIKRE | FIRIESAER— MKSHEGK , IFEFE—IKSHEM. ER. KEEE. E5=18. BERITF.
AFHEA. REINESETENSRRFTRE , WTHZEIE , TN TEETF

« RIS AT TIRFIRGIENRAIL | NIEAIRESWAIRAIRRERIEED | IRER

WS

- WIHBRBRUREAE X | BFIOISEE S HIOED:

- WIHBERARSH=SEHAFRRTETIRINRER , SCRIEEFSCRIREM ;

* BALEAEEIERYETERD AT SR |

« WIESRES PR TEREWIE. @ JAER , BEE. KEEEHREIERK
ShiIF T IGIERD | IXBHRHAT BEFESR.
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W 2 WEBH|

b

LT eS|

WiYiURL http://wgs.jd.com/my/register.shtml
Fl 2% luser/smsmsg/SendMobileMsg
Payload Replay

M R

WWW.wWooyun.org

'_j;inm]nx|

208¢

DeF ¥ TEAZYHOR SO Svs 490abey VS y YDESOWFHFIIYSHING 1 S0GP Ardydar pubfU4mOLulLOY AbUD AN

E0 Qo 2015 089:L2:12 CHT
Content=Type! Cexthuml

Transformer | Meaders | Textview | Syntaxview | ImogeVew | Hexview | WebView | Auth

3
27 Jan 2016 05140136 GMT P e R §onn . (0 ANT
hu, 01 Jan 1970 00:00:00 GMT - T P . [ - (R -
trol i no-cache ache=-Conteal: mast=gevalidars, poat-check=0,
trol: no-store Can -y By
£als a Comcenc=Lengrh:
1 Text/hea);charsetsutf-3
age: en-us

tn: :;:q" St ciods e {"state” 11, "message” oS alo\ulbol \mTIOL Y uS 519 \ulhet™ " code® 10}
¥ angw : n Cache Server v2.0)
Tive

XV .1
Connection: keep-aliv

(“returmuessage”: “RANERBEIRENSRTEIR", “returnstatus™: "FAIL", “returncode”: “_IRR_ALI
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N?%ﬁ%FT RFPISRERIMEE | —RIEREHEREE TRHEMAFEMIER | BERHIERRSIERIE
Iw, WEK. AFFNK. Bk INFRENERERNTS , REEETMITAEE. FSE. HEFR. EESDILES.

HIEFE,

<?xml version="1.0" encoding="utf-8"?2><QUERYITEMS><QUERYSTATE><SUCCESS>1</SUCCESS><ErrInfo></
/QUERYSTATE><QUERYRESULT><SUBJECTINFOS><SUBJECTINFO><ID0>€923</ID0><TITLE>test123</TITLE><CON
test123</CONTENT><LOGINNAME>bl-taolx</LOGINNAME><USERNAME>PE B E</USEANAME><PUBLISHTIME>2016-
20:04</PUBLISHTIME><SCANCOUNT>0</SCANCOUNT><REPLYCOUNT>0</REPLYCOUNT></SUBJECTINFO><SUBJECTIN
6922</ID0><TITLE>test123</ IITL;><¢H’I;N’I>testl¢ 3</CONTENT><LOGINNAME>muyf</LOGINNAME><USERN.

/USERNAME><PUBLISHTIME>2016-07-27 13:19:46</PUBLISHTIME><SCANCOUNT>0</SCANCOUNT><REPLYCOUNT>0

REPLYCOUNT></SUBJECTINFO><SUBJECTINFO><ID0>6921</ID0O><TITLE>test123</TITLE><CONTENT>test123</
LOGINNAME>muyf</LOGINNAME><USERNAME> £ 7K i</ USERNAME><PUBLISHTIME>2016-07-27 13:16:34</PUBLISH

SCANCOUNT>0</SCANCOUNT><REPLYCOUNT>0</REPLYCOUNT></SUBJECTINFO><SUBJECTINFO><ID0>6901</ID0><T
test123</TITLE><CONTENT>test123</CONTENT><LOGINNAME>zh-zx1</LOGINNAME ><USERNAME>FEBE#R</USERN]
PUBLISHTIME>2016-07-27 095:53:45</PUBLISHTIME><SCANCOUNT>0</SCANCOUNT><REPLYCOUNT>0</REPLYCOUN

SUBJECTINFO><SUBJECTINFO><ID0O>E884</ID0><TITLE>dtest1223</TITLE><CONTENT>5678952</CONTENT><LO{
zh-1b</LOGINNAME><USERNAME >3 XK < /USERNAME><PUBLISHTIME>2016-07-26 14:54:45</PUBLISHTIME><SCAN!
SCANCOUNT><REPLYCOUNT>0</REPLYCOUNT></SUBJECTINFO><SUBJECTINFO><ID0>6E883</ID0O><TITLE>fhjbhg</

CONTENT>dghy£v</CONTENT><LOGINNAME>zh-1b</LOGINNAME ><USERNAME>ZE 3% < /USERNAME><PUBLISHTIME>201

14:54:05</PUBLISHTIME><SCANCOUNT>0</SCANCOUNT><REPLYCOUNT>0</REPLYCOUNT></SUBJECTINFO><SUBJE

J INaME

EEF%P\J*‘BAPPE’JGFYQEAE ’é&u =S
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REEAMTFRERS |, MRFFANFIMNBERE. AHALEREE. XGRS EE I EEN TR
(ELENEEEZ N

W ActivityBFRIZREE | IERFEEBRSRY. (ZE=ZEZRIRootiyfER )
B FREERYHIINCRAN/ SN E R FEA T,

MERMDS. SHA-LEURIRRAVINERAE , EAFBEBRINTEEIRE , 2PN R73891127F
i, FERABARIR,
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—
{Request , Response

S et

'/-;coupl/Vl[_v_c. ‘7

‘. s
| Raw | Headers Hex |

| HTTP/1.1 200 OK

| Server: nginx

Date: Tue, 12 Jan 2016 09:10:20 GMT

| Content-Type: application/json;charset=UTF-8
Connection: keep-alive

| Content-Length: 115

| {"success"false, "result":null,"errorCode":*200132" "errorM sg":" ¥‘ngva}‘yﬁ'ﬁﬁﬂe'r g
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> HEREAXETERRS
e > REMESEEEEREE
o>  AMHIEHETRS

EFZe

iPATESSRREL AT
IRE3kDumpZz e
EZilogHERE
Mach-ofgFiF{{is%E

YV V V V
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Apple REIAT RIPAAREBIREIAHGIE , HFEIZEER , K0S APP_EZERINfE |, #BETES/MNEN
—E "“RPE" | XEPE—EREE J:BBJJ:T@F]I%EE’J 17. I T

File Edit Jump Search View Debugger Options Windows Help

EEH eve v B & 3 o @O ko @t~ F e X! » OO No debugger

O 1A AT T TR L TR I 1
Library function Data [l Regular function Unexplored [l Instruction Externall

[7] Functions window o

Function name Segment Start

A-[ P+ a X2i0 h x .. text 0000D504

FA-li0 h . text 0000D618

. text 00000862

text 0000DB60

- text 0000DD08

71sub EOAG text 0000E0AG

A-[i h - text 0000E3EC

A- h c text 0000E9A4

A-li h C text 0000E9B4

7 7[\ h 4 3 . text 0000E9DA
7 h
h

The file ig encrypted.|The disassembly of it will likely be useless.

& Do you want to continue?

(JpINTfXjw .. text 0000E9EC

ve g5 ] 0 C .. text 0000EAOE

&c8Q Q G$u i .. text 0000ECA6
&c8Q Q G$u i .. text 0000EDBE
i text 0000EET0
text 0000EFB2
text 0000F0C4
text 0000F10A
text 0000F1BO
text 0000F21E
text 0000F32C
-G .. text 0000F3CC
7] sub F84E text 0000F84E

oo ITITTITITITT
PEBBB>>D
O W WY W oW
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(ERBRXBFERSTRZRNG  FERFBLEIN T SFITAPP StorefZ FiE<AIRFLIR |, 1
Clutch, dumpdecrypted3,

&R APPStoref & H R4 1 EREAN 2

e

Library function Data [l Regular function Unexplored [l Instruction E

Pay' Oad FlFunctic window =]
Segment Start

o . Function name
u |TU|’]ESA|’tWOFk 50"792IE| -[TCLoginViewKit webViewKit:didLoadW,ithMNetworkEr... text 000A0O
2 ‘I 79IE| -[TCLoginViewKit webViewKit:shouldAutorotateTolnt... text 000A0
! [ -[TCLoginViewKit supportedinterfaceOrientationsWit... text 000AO0
[F1 -[TCLoginViewKit shouldAutorotateWithWebkit:] text 000A0
[F1 -[TCLoginViewKit webViewKit:shouldStartLoadWithR... text 000A0.
[ -[TCLoginViewKit canHandleOpenURL:] text 000A0
[ -[TCLoginViewKit handleOpenURL:] text 000A1
[F1 -[TCLoginViewKit doJsFun:] text 000A1
[F] -[TCLoginViewKit parseURLParams:] text 000A1
[F -[TCLoginViewKit setAuthorData:redirectURI:permissi... text 0O00A1
[F -[TCLoginViewKit clearDatal] text 000A1
[F1 -[TCLoginViewKit accessToken] text 000A1
[F] -[TCLoginViewKit openld] text 000A1
[ -[TCLoginViewKit expirationDate] text 0O00A1

71 _[7] atella S ld ¢ DO A

£’ iTunesMetadata.plist
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IOSTERFIPAERINRZO-bjectiBEIHTIRE | Rapk—HESTEME. Hii. FR. &HE  BY
class-dumpRILUSERIBFAIIPAIERFRFRIER. 75iER. FREBRARMIZERERGR,. ERXEE
DK , WARRITSE TERDHT.

DumpiEf3sLp T Enlclass-dump-z , dump Mach-oS{HAJES :

class-dump-z.exe -H <Mach-o3{4> -0 <X{43%>
B XAWINDOWS\system32\cmd.exe

X:\Users\Syx\Desktop\ & &t 8 1N EE)I \Payload\ &2 EFE Y _app>E: \Androi0SCrack

OSReverse\class—dump-z\[class—dump—z. exe |-H |X: \Users\Syx\Desktop\ & &l B8 T4t PN £2 1]
ayload\HEZER N4 _app \FEEEFRNA | —o |[dumpFile. h

X :\Users\Syx\Desktop\£ Bl B8 FALTFM EE VI \Payload\ B S E L\ 48_app>pause
BIEAREME. | .



OLJASP

Open Web Application
Security Project

B2HH LK - PRI KDump £

dumpitiBipafaEmES EI’J h*fﬁiﬁ

VPictureOptions. 6/ 1 6:56

@ COVPluginh 2016/11/22 16:56 :I‘;tBr:c::in; c g0.hERREE. 55 FER

& CDVPIluginResulth 2016/11/22 1€ JetBrains C .
g CDVReachability.h 2016/11/22 1¢ J=fiTaime © @interface MainViewController : CDVViewController {

E§ CDVScreenOrientationDelegate.h 2016/11/22 1¢ JetBrains C -( JwebViewDidFinishLoad: (id)webView
. ) ) S . _ -(BOOL)shouldAutorotateToInterfaceOrientation: ( JinterfaceOrientatic
E§ CDVSplashScreen.h 2016/11/22 JetBrains C -C YviewDidUnload
1 16 /1" 16 B raire -C JviewDidLoad
g CDVTimer.h 2016/11/22 1¢ JetBrains C ¢ AT e e I
E§ CDVTimerltem.h 2016/11/22 16:5¢ JetBrains C - E o d) didReceiveMemoryWarning
-1 init
E§ CDVURLProtocol.h 2016/11/22 16: JetBrains C - (id)initwithNibName: (id)nibName bundle: (id)bundle
B CDVUserAgentUtilh 2016/11/22 1¢ JetBrains C @end
E§ CDVViewController.h 2016/11/22 JetBrains C @interface JPFClient : XXUnknownSuperclass {

. . e g gy . . NSTimer* _deviceTokenStatusCheckTimer
B CDVWebViewDelegate.h 2016/11/22 JetBrains C T i
g CDVWeixin.h 2016/11/22 16:56 JetBrains C _becomeActiveTime

BOOL _isSimulator

BOOL _deviceTokenUpdated

BOOL _isRepartCrash

NSURL* _emProvisionUr]

NSURL* _pushConfigUrl

NSString® _systemVersion

NSString* _bundleIdentifier

NSNumber* _bundleVersion

NSString* _modelName|
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;%‘2%%@1% = /?\ 3‘l3|-08 EI I

EAPPRYFFAIRES , AT HERL , BEEA ogREUmE— L XRMEAIER | XREERTIE

SEEMRRE , THTRE. AXABFRRERSE | XlIEEBEINE 20 T #EAPPREREMTS (BIARFII
& , EEEERBEBMNMERISRYER.

<Warning>: load push config error!

<Warning>{ retryHandleOgenURL

<Warning>{ localURI:wap/x5/UI2/v-mgmqéb-zh_CN-/kifpappui/themes/shanxi/index.w
<Warning>{ A #7FE L4 {/private/var/mobile/Containers/Bundle/Application/56785

= <Warning>] localURI:wapAx5/UI2/v-mgmgéb-zh_CN-/kifpappui/themes/shanxi/index.w

‘m[26242] <Warning>{] A HLTETE I {¥{/private/var/mobile/Containers/Bundle/Application/56785

LHAM[26242] <Warning>| Resetting pldgins due to page load.

by <Warning>{ localURI:wap/x5/UI2/v-mgmqéb-zh_CN-/kifpappui/themes/shanxi/index.w
<Warning>{ A #u{EZ7F Z{¥{/private/var/mobile/Containers/Bundle/Application/56785

Yo
gA -

!"’ <Warning>{ http://117.78.36.87:8001/wap/x5/UI2/v-mqmg6b-zh_CN-/kifpappui/themes
7 : ﬁ[zszaz] <Warning>{ ZAMuTFLE L% {/private/var/mobile/Containers/Bundle/Application/56785
?; I [26242] <Warning> ! i

g

LRI [26242] <Warning>: stoploading!

n



OLJASP

Open Web Application
Security Project

F2T 5128 — Mach-o7

TR R A

WinTERBIDAZEZEMach-o |, BB RS

[7] -[JustepURLProtocol stopLoading]

[7] -[NSData(AES128) AES128Decrypt]

7] -[MainViewController initWithNibName:bundlile:]

7l -[MainViewController init]

] -[MainViewController didReceiveMemoryWarning]

71 -[MainViewController viewWillAppear:]

71 -[MainViewController viewDidLoacd]

71 -[MainViewController viewDicdUnloac]

7] -[MainViewController shouldAutorotateTolnterfaceO...

7] -[MainViewController webViewDidFinishLoad:]
7] -[MainCommandDelegate getCommandInstance:]
[7] -[MainCommandDelegate pathForResource:]

1 -[MainCommandQueue execute:]
71 -[QQ pluginlinitialize]

[71 -[QQ ssologin:]

71 -[QQ logout:]

[71 -[QQ checkClientinstalled:]

71 -[QQ shareTeQQ:]

SIS HI 8 H

’lj(ILJ\

int v8; // ro@l
void xus_ f7 raal
U

CFSTR("indexPage_");
“mainBundle”;

1:
objc_msgSend(&0BJC_CLASS___
-1;

(__CFString =)objc_retainAutoreleasedReturnValue(vin);
ull;

"infoDictionary”;

CFSTR{"indexPage_"):

2;
objc_msgSend(uil,
-1;

(void =)objc_retainAutoreleasedReturnlalue(uviz);
(int)uil3;

“objectForkey:";

CFSTR( "indexPage_");

3;
objc_msgSend(ul13,
-1

NSBundle,

“mainBundle®);

"infeDicticnary”);

“objectForKey:™, CFSTR("CFBundleShortUersionString”));
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DA Viev-AD  [@Pseudocode-i ] [!Strings window @ @ Hex View-11  [AStructures

Length Type String

cstring:0074... 0000000D - kPasswordKey
cstring:0014... 00000009 i password
cstring:0014... 0000001E - |T@\'NSString\’, R&NV password

ObJC methna... 0000002D : ' : - 00147BFC aPassword “password" , 0 . DATA’ XREF - _;jccos:001960E8¢o

; ' b:08T4TEBFC ;i __obj t:00196AA0
objc methna... 00000041 . unmleeA’[Path’[oDes’[ma’ﬂon0mwm5 aTNsstringRNU_6 DCB “T6" 0x22,"NSString” 0XEs ~ A o 0 Lo

objc methna... 00000036 - unzipFileAtPath:toDestination:gp: oe147cos  DATA XREF: __objc_const:001960E8y0

, b:00147C05 . __objc_const :00196AA0L0
ObJC methna... 00000009 , password §:00147C23 aRegistrationid “registrationID”,0 ; DATA XREF: __objc_const:001960F040
:00147C23 . __objc_const :00196AA8L0

objc methna... 00000020 - setUid:passwordregistrationlD:p-oo147cs2 athsstringrNu_? ncB “Te",6x22, “Nsstring”,6x22, ", R.N,U_registrationI" 6

. . . b:08147C32 . DATA XREF: __objc_const:00196AA8 0
ObJC methna... 0000000A : password b:00147C5Y4 aCbinuocation "cbInuecation” 8@  ; DATA XREF: __objc_const:00136CABL0

3:001H?C61 aTNsinuocationN “TR",0x22, "NSInvocation”,0x22," & N,U_chInvocation™,0
bh:00147CE1 ; DATA XREF: __objc_const:00196CA0L0
:00147C85 aTNU_target_0 "TQ,&,N,U_target”,® ; DATA XREF: __objc_const:00196CA8L0

[ :00147C95 aSequence "seguence”, 0 ; DATA XREF: __cfstring:cfstr_Sequencelc
b :00147C95 ; __objc_const:00196CBOLo

:00THTCOE aTsNU_sequence "TS,N,U_sequence”,® ; DATA XREF: __objc_const:00196CB0L0

b :00147CAE aTNstimerWNU_ti “TR™,0x22,"NSTimer™”,0x22," ,W,N,U_timeoutTimer",0
b :0014TCAE ; DATA XREF: objc const:00196CE8Lo
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BAPP IEE RS , tIAPP HUREE SRR,
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O 7Eplist EGF AN FHESIRYSE
O 7ESQLite HUEEFENFESRER
O ZEFNAPFEEMERER

3

<true/>
‘L'"“WebKitﬁtn:EHebDataFu:Backup<£key>

:Le*rpasswurd<xkc;}
<string>jc_llB83B8</string>

[PV U TUR T Y ]

O W 00 =] gy O o

s L

s
=

<key>=mainPageClassNameiitif </key>

<string>HomePageView9ControllergiimES S XE HomePageViewtController S &ESI6E1E
ETNIE . NewsPageControllerffiE5IZE </string >

<key=member_if</key>

<string > http:/uc.nfapp.southcn.com/amuc/api/member</string>

<key>member_ifiit8h < /key>

<string>ERURL @65 : http://183.63.143.99:8080/amuc/api/member]||[IEXX : http:/uc.nfapp.sout
hcn.com/amuc/api/member</string>

<key=server_if</key>

<string=http://183.63.143.167/nanfang_if</string>

<key=server_if {588 </key>

<string > IE5Chttp://api.nfapp.southcn.com/nanfang_iflifiilhttp://183.63.143.97:8080/nanfang_iff
E#IFNE: http://api.nfapp.southcn.com:8080/nanfang_iffdEhttp://112.74.141.80:80/nanfang_if 7T &
VERIRE : http://120.24.40.162:8080/nanfang_if</string>

<key=sina_weibo_name</key>

<string >?ﬁl§}~§‘=ﬁ</ tring >

<key>tengxun_weibo_name</key>

<string >¥ﬂ§}§}=ﬁ</string >
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> LR AR BAE - KIS LI R

{#FjavaEE&i@id PackagelnfoZ&fsignaturesEZBRTSRIREN,
{Efc/c+ +fEsoX4iEid i GFContextiPackagelnfoZifysignaturesEHRTSRIREN,
sEFgjavalBid fEHTAPKHAIMETA-INF/CERT.RSASZ{43REN,

{EFc/c+ +fEsoS4 B AEHTAPKERAIMETA-INF/CERT.RSASZ43REY,
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