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4. Attack Models (AM)
Intelligence 5. Security Features & Design (SFD)
6. Standards & Requirements (SR)

7. Architecture Analysis (AA)
SSDL Touchpoints 8. Code Review (CR)
9. Security Testing (ST)

10. Penetration Testing (PT)
Deployment 11. Software Environment (SE)
12. Configuration Management & Vulnerability Management (CMVM)
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‘ ACTIVITY | OBSERVED | ACTIVITY | OBSERVED | ACTIVITY | OBSERVED | ACTIVITY | OBSERVED

[sM1.1] 47 [AM1.2] 63 [AAL] 81 [PTLY] 82

[sm1.2] 48 [AML3] | 4 |[AA12) | 29 |[PT1.2) | 58

[sM1.3] 46 [AM1.5] 48 [AAL3] 23 [PT1.3] 54

‘[SM].‘] 81 [am2.1] 8 [AAL4] 47 [PT2.2] 21
[SM2.1] | 4 [AM22] 8 [AA21] [ 15 |[PT2.3] | 16
[sm2.2] 35 [AM2.5] 13 [AA2.2] 12 [PT3.1] 10

‘[SMZ.S] 33 [AM2.6] 9 [AA2.3] 4 [PT3.2] 6
[SM2.5) 19 [AM2.7] 9 [AA3.1] | 4

[SM2.6] 33 [AM3.1] 4 [AA3.2] 0

[SM3.1] 14 [AM3.2] 2

[SM3.2) 9

[cp11] 56 [SFD1.1] 7% |[CR1.2] | 58 |[SEL1) | 46
[cP1.2] 84 [SFD1.2] 65 [CR1.4] 63 [SE1.2] 78
[cP1.3] 50 [SFD2.1] 27 [CR1.5] 28 [SE2.2] 27
[CP2.1) 2% [SFD2.2] 40 [CR1.6] 34 [SE2.4) 24
[cP2.2) E) [SFD3.1] = [CR2.5) | 22 |[sE3.2] | 12
[cP2.3] 34 [SFD3.2] 10 [CR2.6] 15 [SE3.3] 3
[CP2.4] 36 [SFD3.3] 1 |[cR2.7] 19 [SE3.4]

[CP2.5] 38 [CR3.2] b5

[CP3.1] 19 [CR3.3] 2

[cP3.2] 13 [CR3.4] 3

[CP3.3] 5 [CR3.5] 5

[m. 69 [SR1.1] 60 [sT1.1] 78 [EMVM1.1] 82
[T1.5] 27 [SR1.2] 66 [ST1.3] 72 [CMVM1.2] | 84
[T1.6] 17 [SR1.3] 64 |[sT2.] | 22 [CMVM2.1] 69
[T1.7] 37 [SrR2.2] 28 [ST2.4] 10 [CMVM2.2] 74
[T2.5] 13 [SR2.3] 22 [sT2.5) 7 [CMVM2.3] 4
[T2.6] % [SR2.4) 21 [5T2.6] 9 [CMVM3.1] 3
[12.7] 5 [SR2.5) 22 [ST3.3] 4 [CMVM3.2] 5
131 3 SR2.6 17 ST3.4 2 CMVM3.3 8
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BSIMM NUMBERS OVER TIME

OO

FIRMS 95 78 67 51 42 30 9

| MEASUREMENTS 237 202 161 95 81 49 9

l 2va3 MEASUﬁES 30 | 26 | -21- H | 13 i 1 0 0

| 3RD MEASURES 15 10 4 1 0 0 0

| SSG MEMBERS 1.m 1,084 976 978 786 635 370
SATELLITE MEMBERS 3,595 2,m 1,954 2,039 1,750 1,150 710
DEVELOPERS 272,782 287,006 272,358 218,286 185,316 141,175 67,950
APPLICATIONS 87,244 69,750 69,039 58,739 41,157 28,243 3,970
AVG. SSG AGE (IN YRS.) 3.94 3.98 4.28 413 4.32 4.49 5iE2
SSG AVG. OF AVGS 1.61/100 1.51/100 1.4/100 1.95/100 1.99/100 1.02/100 1.13/100
FINANCIAL SERVICES 42 33 26 19 17 12 4
ISVS 30 27 25 19 15 7 4
HEALTHCARE 15 10
INTERNET OF THINGS 12 13
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Example - 2013 BSIMM Results
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BSIMM Re-measurement (2014)
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2015 BSIMM Results: Aetna vs. Healthcare
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at every step
during development,
and across the supply
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