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Gartner#iik=(Sep 2016)

Information Security Professionals

Do You Believe Your Information Security Policies/Teams
Are Slowing IT Down?

IT Operations Professionals

Do You Believe Your Information Security Policies/Teams
Are Slowing IT Down?

Answer

= Yes = No

Answer
19%

_

= Yes = NoO

>Kilg: https://cdn2.hubspot.net/hubfs/1958393/White Papers/devsecops_how_to_seamlessly 315283.pdf U| JJr ,|S-r_)

Open Web Application

L

Security Project



DevSecOps Security




DevSecOpszCiEHImHIFEME
Dev ITOps Security

RZZEEIR A EIA AR RZNHREES

Ak 7 i1k oae Fi [UN- D E S 2% 5DevOpsEe ik A




=—REZ=EE{V LT DevSecOps




AL

X &= +dashboard 22 ARFEANF%FZBA Bk

Security Pro| ject



TRFE — Security Shift Left

EE ST LRSI
FREADEEAE SRS

o

G

g
(<

~
i ad it FR =

ZEREIR TR bzl Wi &z
EY =
M
sk 5%
TERIRE]
'ﬁéﬁﬁiﬁ‘i}ll SRS NAARLITE ST
LM XUB& A BiENE, BB IR E BRI R

@) 0LASP

Open Web Application
Security Project




¥ /N-DevSecOps T

F%IDE

IntellJIDEA

pc S

Visual Studio

B S
Q= A

@ SALTSTACK

REEE
O Bitbucket

TREE

Hewlett Packard

% GitHub Visu:gudio

NHAZZ

XJIRA v
B A tIE

tiE AR 5525

? Jenkins
Maven

@
cucumber® 4
Visual Studio

REIBYE

"‘f ¥ slack

eV ArcSlgmg

AppScan
OBLACKDUCK 8= Security |

Flowdock

QHipChat

:*LogRhythmr
splunk>ent

@ ousse

Security Project



OWASPEHINTE

O ® @ O 9

EEH =K Wi Az M) Rz

Top 10 ASVS De%eh”edcincy ASVS Defect Dojo
Snakes & Proactive . :
Shepherd Cheat Sheets

gy M

@) 0uAsP

Open Web Application

Security Project



OMGASP-AS

Securiny
Misconfiguration

OWASP-CB
Implement Logging.
ana

Intrusion Detection

et D [Jl)dr-lr_)'U

Open Web Application

Security Project
owiase-cz
8




TE2 - ASVS

Verify that all forms containing sensitive information have disabled client
side caching, including autocomplete features.

1 | FRETARMIES

Verify that the list of sensitive data processed by this application is identified,
and that there is an explicit policy for how access to this data must be

V9.2 : >
controlled, and when this data must be encrypted (both at rest and in
transit). Verify that this policy is properly enforced.
Vo3 Verify that all sensitive data is sent to the server in the HTTP message body .
(i.e., URL parameters are never used to send sensitive data). E_]- l//UEH ;E*ﬁﬁ
Verify that all cached or temporary copies of sensitive data sent to the client
Vo4 are protected from unauthorized access or purged/invalidated after the

authorized user accesses the sensitive data (e.g., the proper no-cache and
no-store Cache-Control headers are set).

Verify that all cached or temporary copies of sensitive data stored on the
V9.5 server are protected from unauthorized access or purged/invalidated after
the authorized user accesses the sensitive data. .
SNELAE 3G RRIE
Verify that there is a method to remove each type of sensitive data from the
application at the end of its required retention period.
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TEA4 - OWASP Dependency

Search
Identify CPE vulnerabilities CVE Report
from NVD

Collect all
dependencies

DEPENDENCY-

Project: Demo Insecure Project

Scan Information (show all):
* dependency-check version: 1.3.1
Report Generated On: Nov 3, 2015 at 23:20:33 EST
Dependencies Scanned: 14
Vulnerable Dependencies: 3
Vulnerabilities Found: 13
Vulnerabilities Suppressed: 0

Display: Showing Vulnerable Dependencies (click to show all)

Highest CVE CPE Evidence

Dependency CPE GAV Severity Count Confidence Count

commoens-fileupload- cpe/aapache.commons_fileupload:1.3 commons-fileupload:commons- Medium 1 HIGHEST 29
1.3 jar fileupload:1.3

struts2-core-2.3.15.3 jar cpe:/aapache struts:2.3 153 org.apache struts:struts2-core:2. 315 3 High HIGHEST 25 U | | I r.l r-)' r_)
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TES5 - OWASP Defect Dojo

TDEFECTdojo
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