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IT CONTROL & VISIBILITY
“Vastly expanding attack surface” STAPLES

Anthem.
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ATTACKER SOPHISTICATION & REACH
“Weaponization of cyber attacks”
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TRIGGER ACTION ACTION ACTION
Discover asset . Scan asset for - Assign high . Create ticket in
via DHCP vulnerabilities criticality tag ServiceNow

When new asset If asset has risk If asset is

Is discovered score > 500 Windows server
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RISK AND ASSETS OVER TIME

= 300k

]
=]
=1
=

Risk Score

19. Jan 16. Feb 16. Mar 30. Mar 13. Apr 27. Apr 11. May 25, May 8. Jun 22. Jun

20. Jul
Agsets Risk Score Highest-risk Site Highest-risk Asset Group Highest-risk Asset Highest-risk Tag
14 203,642 scan set to restart N/A 10.4.30.246 N/A

A (was12) A (was 0.0) A 67,742 (was N/A) 4 55,132 (was N/A)

Vulnerabilities Risk~ Scan Engine Type Scan Status

3

ubl204-6aeul-jy.dev.lax rapid7.com Static
Local scan engine Static

ub1204-6aeul-jy.dev.lax rapid7.com Static

@@

Local scan engine Static

Rows per page:

Scheduled  1/8/2015 2:37 PM 3 0 1 minute 1/8/2015 2:38 PA Local angine Paused by system because the o @& @
scan duration has been met. .
- ; > 8
Scheduled  8/28/2015 1:37 AM 1 0 12 hours, 1 minute 2s Paused by system because the o @ @

scan duration has been met
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TRADITIONAL
VULNERABILITY MANAGEMENT

i e E AR

A, BN, ATR1E

“ Title Occurrences

MS05-43 Microsoft Windows DCOM RPCSS Service Vulnerabilities 14352
MS04-61 Microsoft Windows DCOM RPC Interface Buffer Overrun Vuln 11253
MS05-72 Microsoft Windows ASN.1 Library Integer Handling 2456
MS03-32 Windows TCP/IP Remote Code Execution 522
AP04-32 Apache Tomcat Directory Traversal 414
AWO01-34 APR-util Library Integer Overflow 255
AP04-16 Apache 1.3 and 2.0 Web Server 116
FTO1 ProFTPD 1.3 2xc2 and Prior_mod SQL Injection 98
VzZ02 OpenVZ Multiple Vulnerabilities 64
HPJO1 HP NonStop Servers and Java 55}
HWO08 Huawei Multiple Device Bypass 32
MS04-47 Microsoft Messenger Service Buffer Overrun Vulnerability 28
RHLO13 Red Hat Linux Instance 1.3 Multiple Vulnerabilities 28
PP32-1 Plug and Play Remote Access Vulnerability 19
SMOSL1 SQL_mod remote Once Single Access 18

Top 25 Remediations by Risk June 25, 2015 01:59:24 GMT

sd test

Will Remediate

Applying 74% )
25 Vulnerabilities
including:

available
66% & oiots 35% maars ks

Top Remediations

s Remediated e i Affected .
Remediations Wiiom > 0g e Risk
Configure SMB signing for Windows 40 0 0 303 312800

Confidential and Proprietary 10
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Gartner 135 3k £

Rapid7's offering earned the highest rating for Web AST
due to DAST features. These include its "universal
translator," which enables testing of various types of
exposed back-end interfaces, such as JSON, REST,
SOAP, XML-RPC, Google Web Toolkit (GWT) RPC
and Action Message Format (AMF). These features
also include its enterprise capabilities — enterprise
console, RBAC, one-click vulnerability verification, bug-
tracking integration and extensive WAF integration.

Gartner, Critical Capabilities for Application Security
Testing - Joseph Feiman, Neil MacDonald, August 17,
2015

Product or Service Scores for Web Application Security Testing

Rapid? (NTO) I N N < 05
1BM I I I .96
HP I I R .93
Trustwave - | | EEH
Acunetix | EE
WhiteHat Security I
N-Stalker I 2 o6
Veracode |
Qualys | G
NSFOCUS I 267
PortSwigger | Hy
Cigital B 212
SiteLock B 201
Contrast Security B 191
Synopsys I 187
Checkmarx - RE
Virtual Forge B 147
Appthority 135
Pradeo B3
1 2 3 4 5

As of August 2015

13
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Covers more
D Universal Translator 3&HAzs technologies
than any
other DAST
Web 3.0 & Mobile Scanner.

(JSON, REST, Includes complex workflows (shopping carts)
AMF, SOAP)

Web 2.0
(AJAX)

JavaScript

Application
Frameworks

EXPOSURE GAP

CaGil

Static
Pages
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Him&EE: TR TTMER

You cannot attack what you cannot crawl

Crucial to crawl entire site
Limit manual training time

Designed for human users, creates
challenges for crawling

JavaScript & AJAX
Dynamic links & pages

e
Form input validation &*
Requires valid data I’?ﬁhibg?cl!:@"%g/‘q /\'
L
°°Ds¢9 (Y
X, &

Crawler Traps

Form population .o

Custom 404 handle:
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- RO
>EET = “HTML based” B FH
fE’JWebr_Fﬁﬁﬁyﬂ’JEﬂuW%?, Ebug;}\’

4 R]LSI
CSRF AMFME,.SB Fm'"ﬁ'""mxm i BWT  HTHLS o’

CSRFEEE lewebTuulkltwebsewwes TSONEY, _
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Workflow(ShoppingCart) ™
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1B Universal Translatorid{T33%5

Start ':1
Crawler Universal Translator

Parse HTML & Javascript Modify URO with attack
Find new links, and inputs payloads

Parses many formats into a
common description

22=SQ Injection

ravmesCross-Site Scripting . &
et wars|

i

Attack Requests sent

Recorded

Mobile & Web services
JSON, REST, AMF, SOAP

I| color=Blue” onmouseover="alert(123)

URO - Universal Request object 0

Type: JSON

Inputs

- http.cookie[0].session, 98734njfaius282
- filters[0].item, Shirt

- filters[1].color, Blue

Responses analyzed for
vulnerability discovery
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« Must attack while respecting the workflow

#1 #2 #3 #4 #5 #6 #7
Add item [> View Cart [> Checkout [> Shipping [> Billing [> Confirm [> Receipt
to cart / info info order
‘ .

Error
mysql_error: You have an error in your
SQL syntax; near 'Smith" at line 10

Attack Detect
‘Last name’ Vulnerability

Proper attacking must follow the expected workflow
Only NTOSpider is able to automate this testing process
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« THEREINRNBLEHITAR
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— Enables those with better understanding of the application to assess
the completeness of the scan

http://imww.webscantest.com:80
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* Consolidates numerous vulnerabilities into “Root causes”

* Facilitates prioritization, coordination and tracking of
remediation

ulnerability Type RootCauses  Variances 8  ByRisk |
Information Leakage 15 23 _
Reflected Cross-site scripting (XS5) 35 129
Business Logic Abuse g g Variances: 320 —
DOM based Cross-site scripting (X55) 1 2 ' 0 58 117 175 234 2092 351 409 468 526 585 644
Egnldlr?jgét:g'nmm" 1; gg WHigh (7) Medium (170) |~ |Low (59} In
5QL Information Leakage 7 18
HTTP Response Splitting 1 1
Credentials Over Un Encrypted Channel 2 3
Brute Force Form based Authentication 1 1
Session Fixation 2 3
SQL injection Auth Bypass 1 3
Command Injection 1 4
Buffer Overflow g 10
Parameter Fuzzing i} 24
Unrestricted File Upload 2 7
Total: 113 320
Details by Module
Disable Validate Applet

Information Leakage
Reflected Cross-site scripting (XSS)
Business Logic Abuse

DOM based Cross-site scripting (XSS)
Blind SQL Injection
SQL Injection
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* Easy to communicate source of problem to developers
* Provides simple and usable data for all levels of the process

URL: http: rainil 2.php {(Parameter: fname / 4 Attack Vari: € MED 3 —|
Attack Type Original Value Attack Value Error

Unfiltered &It scriptagt; within HTML John =script=alent(/x5c3b724)</5CTpt- SHECESSTUIKSS AHEEK

element 15c3a72x

Validate

Original Traffic ﬂ

Attack Traffic

= = = ginwidh= U bgcoolor= FUOUOOT
<table cellspacing="0" cellpadding="0" border="4" align="center" width="810"> ~
<tr>
<td align="center" style="height:50px"><h1><font color="#FFFFFF">Web Scanner Test Site</font></h1><td>
<ftr=
<tr=
<td align="right" style="height:50px;"> <a class="button" href="/login.php"> <font =Login</font></a></h1></td=
<ftr>
<tr

<td bgcolor="#FFFFFF" style="padding:15px; vertical-align:top">

<table cellspacing="0" cellpadding="0" border="4" align="center" width="80%">
<script=alert(/x5c3b72x/)</script> "John" John.<br/>

<br{><br/><a href="aboutyou2.php">Back=/a>

<tr style="height:20%; vertical-align:top">
<td align="center"> <font color="grey" size="-2">The form based credentials are testuser/testpass, and the HTTP Basic credentials are btestuser/btestpass.</font>
< ftr>

<tr style="height:10%; vertical-align:top">
=td align="center"><a href="/privacy.php"><font color="#FFFFFF">Privacy Policy</font=</a></td>
<ftr=

</table>
<ftd>
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* Easy to communicate source of problem to developers

* Provides simple and usable data for all levels of the process,

including reproducing attacks

URL: http:/ i 2.php (Parameter: fname / 4 Attack Variances) =
Attack Type Original Value Attack Value Error
Unfiltered &f;script&gt; within HTML John —
element [ vulnerabiiity validator 777 o' @ [
Step1 | +
Attack Request
POST ferosstraining/aboutyou2.php HTTPI1.1 [ .
Accept: text/html, applicationfhtml+xml applicationxml;q=0.9,**,q=0.8 — Valldate
Accept-Charset: * Original Traffic 4]
User-Agent Mozillal5 0 (compatible; MSIE 8.0 Windows NT 6 1; WOW64; Trident/5 0) = Attack Traffic
Host www.webscantest.com
= =
<:ra5|e ceHspacmg Content-Length: 112 A | ~
elere Ihwww webs st comicrossiraining/aboutyou?,
<td align="center" style="height:50px"> <h1><| Referer: hitpiiwww webscantestcomicrossiraining/aboutyou. php -
<ftr> returnto=a0outvou2. php&fname=2%3Cscript 3Ealar(%2Fx5c3b7 24% 2F % 3C % 2F script 3E&nick=John&Iname=John&submit=submit =
<tr> Raw View |' |T|ltp w | | Proxy | | Edit Cookie | | Reset Request ‘Selld Request
<td align="right" style="height:50px;"><a class| . . o
< ftr= Attack Response
HTTRM.1 200 OK &
=tr> Date: Thu, 29 May 2014 16:08:31 GMT
<td bgcolor="#FFFFFF" style="padding:15px; ve| |Serer Apache/2.2 22 (Debian) =
<table cellspacing="0" cellpadding="0" border="{ | X-Fowered-By. PHP/5.4.4-14+debTud
Welcome <scri m)q[aﬂ Expires: Thu, 19 Moy 1921 02:52:00 GMT =
-
<br/><br/><a href="aboutyou2.php">Back</a ol
<td bgcolor="#FFFFFF" style="padding:15px. vertical-align:top™ el
<tr style="height:20%,; vertical-align:top"> . . (530720 " <iable cellspacing="0" cellpadding="0" border="4" align="center width="80%">
<td align="center"><font color="grey" size="-2| "/elcome <script-alertix5c372u<Iscript= "John' John,<bri>
<ftr> <bri><br/><a href="aboutyou2. php™=B »
. <tr style="height20%; vertical-align:top™=
<tr style="height: 10%; vertical-align:top"> ! 9 1-:|“|' cont gﬁf’:i " ey size=-zT
<td align="center"><a href="/privacy.php"=> <f align="center==<font color="grey" size="-2
P A he form based credentials are testusentestpass, and the HTTP Basic credentizls are blestusenblestpass. <font=
E =fir= =)
</table> Highlight Vulnerability Show response in aBrowser || Help v
<ftd=




Sourcefire
F5

DenyAll
Barracuda
ModSecurity
Imperva

NitroSecurity
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@ JBETS
SOURCE( irc

Protecting the Data That Drives Business®

@ @IIVIPERNA

modsecurity

Open Source Weh Application Fire

ll Barracuda

Confidential and Proprietary
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¢» Quality Center

J | ra Application Lifecycle Management

HP Quality Center

RSA Archer ..Y.llnn

5N Archer GRC

Confidential and Proprietary 24
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Selenium
Jenkins
Hudson
Bamboo
Burp
Fiddler
WebScarab
Paros
Swagger
Coverity
Checkmarx

4 CHECKMARX

¢ :*Bamboo

¢) coverity®
5 SUITE

PROFESSIONAL

Fiddler SWAGGER

Jenkins

Confidential and Proprietary
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Active Attacks:

Apache Struts 2 Framework
Checks

Arbitrary File Upload
ASP.Net Misconfiguration
Blind SQL Injection

Brute Force (Form Auth)
Brute Force (HTTP Auth)
Business Logic Abuse Attacks
Cross-Origin Resource
Sharing (CORS)

Cross-Site Request Forgery
(CSRF)

Cross Site Scripting
(XSS,Reflected)

Cross Site Scripting
(XSS,Simple)

Cross Site Tracing (XST)
Custom Directory Module
Custom Parameter Module
Directory Indexing
Expression Language
Injection

File Inclusion

Forced Browsing

Form Session Strength
Heartbleed Check

HTTP Response Splitting

HTTPS Downgrade

Java Grinder (downloads jar files,
extracts and decompiles class files
and examines their content for
security-related code)

LDAP Injection

OS Commanding

Parameter Fuzzing

Predictable Resource Location
Reflection Analysis

Reverse Proxy

Server Configuration

Server Side Include Injection ( SSI)
Session Fixation

Session Strength

Source Code Disclosure
SQL Injection

SQL Injection Authentication
Bypass

SSL Strength

Un-Validated Redirect
Web Beacon

Web Service Parameter
Fuzzing

XML External Entity Attack
XPath Injection

Passive Attacks:

Apache Struts Detection
ASP.NET ViewState security
Auto Complete Attribute
Browser Cache directive (leaking
sensitive information)

Browser Cache directive (web
application performance)
Cookie Attributes

Credentials stored in clear test in
cookies

Cross Site Scripting (DOM-Based)
E-Mail Disclosure

Information Disclosure in
Comments

Information Disclosure in
Response

Information Disclosure in Scripts
Information Leakage in Form
Submission

Information Leakage in
Responses

Privacy Disclosure

Profanity

Secure and Non-Secure Content
Mix

Sensitive Data Exposure
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Incident Detection and Response
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RelgeqarEE O #...

DAY 1 DAY 2 DAY 3 DAY 206 DAY 234
attacker threat threat threat threat
gains entry  detectedmg/GP4fained detected contained

1. Detect compromise the same day
2. Scope the complete incident fast
3. Quickly hand off to remediation team

RAP’DD Confidential and Proprietary 28
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i %&TE”&EE

+ Active Directory g
+ LDAP @ __

- DHCP $ -

.+ DNS © S g o9 e 8 T0 112

- IDS/IPS f

*  Web Proxy . : -

+ Firewall R

* E-mail Servers O o .. %

«  Security Console com=. mof. 2T .

- Enterprise Cloud &)

Applications @

« Intruder Traps J Single, Integrated

Experience

RAPID})
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Network
Events

Real-Time
Endpoint
Events

Intruder
Traps

Applications

Existing
Security
Solutions,
Alerts, and
Events

B O mw
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On—Premise
Insight
Collectors

Remote [:::]

Endpoints

SSL

insightIDR

Security
Team

InsightiDR

Attacker Analytics

Platform

e User Behavior e Machine ¢ Fully Searchable
Analytics Learning Data Set

Enterprise salesforce
Cloud Apps

Mobile D
Devices
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FHAFIR
FOUNDATIONAL EVENT SOURCES VALUE-ADD EVENT SOURCES
LDAP DNS
Microsoft Active Directory LDAP VPN
IDS / IPS
Active Directory Web Proxy
Microsoft Active Directory Domain Firewall

VOV VY VY VY VY Y vy v

Controllers E-mail Servers
Security Console
DHCP Enterprise Cloud Applications
Cisco i0S Intruder Traps
Infoblox Trinzic
ISC dhcpd
Microsoft DHCP

RAPID}) 31
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DNS

ISC Bind9
Infoblox Trinzic
Microsoft DNS
MikroTik
PowerDNS

Data Exporters

FireEye Threat Analytics Platform
HP ArcSight & ArcSight Logger
Splunk

VPN

Cisco ASA VPN

F5 Networks FirePass

Fortinet FortiGate

Juniper SA

Microsoft IAS (RADIUS)
Microsoft Network Policy Server
Microsoft Remote Web Access
OpenVPN

SonicWALL Firewall & VPN

Web Proxy

Barracuda Web Filter
Blue Coat Proxy

RAPID})

Cisco IronPort
Fortinet FortiGate
Intel Security (fka McAfee) Web
Reporter

Sophos Secure Web Gateway
Squid

Watchguard XTM

IDS/ IPS
Cisco Sourcefire
Dell iSensor
Dell SonicWall
HP TippingPoint
McAfee IDS
Metaflows IDS

WebSense Web Security Gateway Security Onion

E-mail

Microsoft ActiveSync (mobile
devices)

Microsoft Exchange

Outlook Web Access

Firewall

Check Point Firewall
Cisco ASA Firewall & VPN
Cisco Meraki

Fortinet Fortigate

Juniper Netscreen

Palo Alto Networks Firewall
SonicWALL

Sophos Firewall

Stonesoft Firewall
Watchguard XTM

Snort

Rapid7

Windows Agentless Endpoint
Monitor

Mac Agentless Endpoint Monitor
Honeypot & Honey Users
Metasploit

Nexpose

Sophos Enduser Protection
Symantec Endpoint Protection

Cloud Services
AWS Cloud Trails
Box.com

Duo Security
Google Apps
Office 365

Salesforce.com

Advanced Malware
FireEye NX
Palo Alto Networks WildFire

SIEMs/Log Aggregators
HP ArcSight

IBM QRadar

Intel Security (fka McAfee)
NitroSecurity

LogRhythm

Splunk

Virus Scanners

McAfee ePO

Sophos Enduser Protection
Symantec Enduser Protection

Application Monitoring
Atlassian Confluence
Microsoft SQL Server




Persistence

* Phish users

» Use leaked
credentials

* Connectto

network

* Anonymize
access

* Deploy
backdoors

RAPID})
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56 it S

Infiltration and

Maintain

Presence

* Deploy
backdoors

» Continued
check-ins for

future use

33
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Infiltration and

Persistence

* Detect phishing
attempts

* Identify malware

* Alert on leaked
credentials

* Monitor inbound
connections

RAPID})

Lateral
Movement

* Detect intruders
switching
identities

* Detect unusual
authentications

* Identify malware

* |dentify privilege
escalation

* Detect password
guessing
attempts & pass-
the-hash

Mission Target

* Detect suspicious
access to critical
data

* Monitor data
traffic and cloud

usage

Maintain
Presence

» Detect malicious
processes

34
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\

Enriched User &
R Relevant ’ Notable iCi
aw Attributed Asset SuspmousO

Activit i B i i
Events y S Behaviors ehaviors Behaviors
/ Alert

Explore

Search

35
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Would you like to search through this?

09 2016 21:10:54 R7-BOS-5545 : %ASA-6-302014: Teardown TCP connection 406359796 for
outside:52.2.119.185/443 to INSIDE:10.1.86.49/57672 duration 0:00:14 bytes 4510 TCP FINs

Or THIS?  {“timestamp": "2016-03-09T21:10:54.000Z",
"asset": “kx240-2543.acme.com”,
"user": “Ronald Serpico®,
"source_address": "52.2.119.185%
"source_port": "443",
"destination_address": "10.1.86.49",
"destination_port": "57672",
"direction": "INBOUND",
"incoming_bytes": "4510",
"outgoing_bytes": "0",
"geoip_organization": "Amazon.com",
"geoip_country_code": "US",
"geoip_country_name": "United States",
"geoip_city": "Ashburn",
"geoip_region": "VA“ }
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PAPIDY)

ENall

Cyber Security Maturity Rating Methodology

Executive Summary of Findings

Strategic Recommendations

Cyber Security Maturity Assessment Score Card

Acme Comnanyv Maturity

Tactical Recommendations

+ Continuousg
Remediatiq

* Application
+ Data Proteq

« Incident Re

RAPI

Cyber Security Maturity Assessment Sc

Acme Company

RAPIDX)

Penetration

Tests.
Network

Engineering

Data Recovery
Capability

Data Protection /

Account Monitoring

& Control

Access Based On |
Need to Know

Audit Logs

Boundary Defense
Admin
Privileges

2+

—OK

Network Ports
& Services

Device
Inventory
5

P

3

2

Acme Security Roadmap

2014 Q4

Policy &
Governance

Security
Initiatives

SDLC &
Vulnerability
Management

Data
Protection

RAPIDF)

Key:

Incident Response

Confidential and Proprietary
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N
N
N\
N
legacy Attack Remediation
compliance Simulation Analytics
focus v" Know your weak points
Vulnerability v Prioritize what matters
& Patch v/ Optimize remediation
Reporting
Vulnerability Management Threat Exposure Management
RAPID7 ¥ I I
__RapD7 nexpose metasploit ~ appspider

vulnerability management attack simulation | web application assessment

Confidential and Proprietary 38
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Incident  Rpisk-hased

legacy F;Le;ponshe Program

compliance R ée_zac Assessment

focus cadiness v Quantify Security Status

: 3 Year v Gain Executive
PeTnetr.at'on Program Alignment
esting
ORIl v’ Make Measurable
________ Progress
Check-box Compliance Testing Security Advisory Services

ekl Security A t = Devel t

TECHNOLOGY: ecurity Assessmen rogram Developmen

Confidential and Proprietary 39
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NASDAQ: RPD

Delivering Security Data & Analytics

that revolutionize the practice of cyber security

5,100+ | 37% | 99 | 800+

Customers Fortune 1000 Countries Employees




